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Introduction 
 

The IPv6 forum plays a major role to bring together industrial actors, to 

develop and deploy the next generation of IP protocols. Contrary to IPv4, 

which started with a small closed group of implementers, the universality 

of IPv6 leads to a huge number of implementations. Interoperability has 

always been considered as a critical feature in the Internet community. 

Due to the large number of IPv6 implementations, it is important to provide 

the market a strong signal proving the level of interoperability across 

various products. To avoid confusion in the mind of customers, a globally 

unique logo program should be defined. The IPv6 logo will give confidence 

to users that IPv6 is currently operational. It will also be a clear 

indication that the technology will still be used in the future. To 

summarize, this logo program will contribute to the feeling that IPv6 is 

available and ready to be used. 

 

The IPv6 Logo Program consists of three phases: 

 

Phase 1 : 

In a first stage, the Logo will indicate that the product includes IPv6 

mandatory core protocols and can interoperate with other IPv6 

implementations. 

 

Phase 2 : 

The "IPv6 ready" step implies a proper care, technical consensus and clear 

technical references. The IPv6 ready logo will indicate that a product has 

successfully satisfied strong requirements stated by the IPv6 Logo 

Committee (v6LC). 

 

To avoid confusion, the logo "IPv6 Ready" will be generic. The v6LC will 

define the test profiles with associated requirements for specific 
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functionalities. 

 

Phase 3 : 

Same as Phase 2 with IPsec mandated. 
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Requirements 
To obtain the IPv6 Ready Logo Phase-2 for IPsec(IPsec Logo), the Node Under 

Test(NUT) must satisfy following requirements. 

 

 

Equipment Type: 

 We define following two equipment types. Every NUT can be ether of them. 

 

End-Node: 

A node who can use IPsec only for itself. Host and Router can be an End-Node. 

 

SGW(Security Gateway): 

A node who can provide IPsec tunnel mode for nodes behind it. Router can 

be a SGW. 

 

Security Protocol: 

NUT have to pass all the tests of ESP regardless the type of the NUT. 

The IPv6 Ready Logo Program does not focus on AH. 

 

Mode: 

The mode requirement depends on the type of NUT. 

  

End-Node: 

If the NUT is a End-Node, it have to pass all the tests of Transport mode. 

If the NUT supports the Tunnel mode, it also have to pass all the tests 

of Tunnel mode.(i.e., Tunnel mode is ADVANCED functionality for End-Node) 

 

SGW: 

If the NUT is a SGW, it has to pass all the test of Tunnel mode. 

 

Encryption Algorithm: 

IPv6 Logo Committee had defined BASE ALGORITHM and ADVANCED ALGORITHM. 

All NUT have to pass all the test of BASE ALGORITHM to obtain the IPsec Logo. 

The NUT which supports the algorithms that are listed as ADVANCED ALGORITHM, have 

to pass all the corresponding tests. 

 

The algorithm requirement is independent from NUT type. 

 

BASE ALGORITHM: 

3DES-CBC 
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ADVANCED ALGORITHM: 

AES-CBC 

NULL 

DES-CBC 

 

 

Authentication Algorithm: 

IPv6 Logo Committee had defined BASE ALGORITHM and ADVANCED ALGORITHM. 

All NUTs have to pass all the test of BASE ALGORITHM to obtain the IPsec Logo. 

The NUTs, which support the algorithms that are listed as ADVANCED ALGORITHM, 

have to pass all the corresponding tests. 

 

The algorithm requirement is independent from NUT type. 

 

BASE ALGORITHM: 

HMAC-SHA1 

 

ADVANCED ALGORITHM: 

AES-XCBC-MAC-96 

NULL 

HMAC-MD5 

 

Category: 

In this document, the tests are categorized into two types, BASIC and ADVANCED. 

ALL NUT are required to support BASIC. ADVANCED is required for all NUT which 

supports ADVANCED encryption/authentication algorithm. In each test description 

contains a Category section. The section lists the requirements to satisfy each 

test. 

 

Interoperable device requirement: 

IPv6 Logo Committee requires interoperable device to obtain the IPv6 Ready Logo 

Phase-2 as following. 

 

End-Node: 

Transport Mode(BASIC): 2 devices which supports Transport Mode. 

Tunnel Mode(ADVANCED): 2 devices which supports Tunnel Mode regardless 

of equipment type. 

SGW: 

Tunnel Mode(BASIC)   : 2 devices which supports Tunnel Mode regardless 

of equipment type 
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1. Test Details 
 

In this chapter, detail information, including terminology, is described.  

 

Terminology: 

 

 ROUTER : A device which can forward the packets. 

 HOST   : A device which is not a ROUTER 

End-Node: Host and Router can be an End-Node. 

 SGW    : Security Gateway. SGW is a kind of ROUTER. 

 

 

Required Application: 

 

 All tests use ICMP Echo Request and Echo Reply messages by default. ICMP 

is independent from any implemented application and this adds clarity to 

the test. If the NUT can not apply IPsec for ICMPv6 packets, it is acceptable 

to use other protocols rather than ICMPv6. In this case, the device must 

support either ICMPv6, TCP or UDP. The application and port number are 

unspecified when TCP or UDP packets are used. The test coordinator should 

support any ports associated with an application used for the test. 

Applicants must mention the specific protocol and port that was used to 

execute the tests. 

 

 

IPsec Configuration: 

 

Manual key configuration is used by default and is a minimal requirement. 

IKE is an acceptable alternative to use when IPsec is tested. When IKE is 

used, the encryption key and authentication key are negotiated dynamically. 

In that case, dynamic keys are used rather than the static keys specified 

in this document. The tester should support the alternative of using IKE 

with dynamic keys to execute the tests. 

 

 

Topology: 

 In "2. Test Topology" the network topology for the test is shown. 

 

 

 

 



2. Test Topology 
 

Below are logical Network Topologies for test samples. 

 

For End-Node vs. End-Node Transport/Tunnel Mode Test 
 

1. Set global address to TGT_HOST1_Link0 and TGT_HOST2_Link1 by RA. 

2. Make IPsec transport mode between TGT_HOST1 and TGT_HOST2. 

 

 

  PF0=3ffe:501:ffff:0000::/64 

PF1=3ffe:501:ffff:0001::/64 

Link0=PF0 
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Link1=PF1 

REF_ROUTER1_Link1=PF1::f 

TGT_HOST2_Link1=PF1::some_address 

TGT_HOST1_Link0=PF0::some_address

TGT_HOST1 

TGT_HOST2 

REF_ROUTER1 

 
 

 

 

 

 

 

 

 

 

REF_ROUTER1_Link0=PF0::f 
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For SGW vs. SGW Tunnel Mode Test 
 

  1. Set global address to REF_HOST1_Link0 and REF_HOST2_Link3 by RA. 

  2. Set global address to TGT_SGW1_Link0, TGT_SGW1_Link1, TGT_SGW2_Link2, 

TGT_SGW2_Link3, REF_ROUTER1_Link1, REF_ROUTER2_Link2 manually. 

  3. Set routing table to TGT_SGW1 (REF_ROUTER1_Link1 for Link2 and Link3) 

  4. Set routing table to TGT_SGW2 (REF_ROUTER1_Link0 for Link0 and Link1) 

  5. Set routing table to REF_ROUTER1 (TGT_SGW1_Link1 for Link0, TGT_SGW2_Link2 

for Link3) 

  6. Make IPsec tunnel mode between TGT_SGW1 and TGT_SGW2. 

 

  PF0=3ffe:501:ffff:0000::/64 

PF1=3ffe:501:ffff:0001::/64 

PF2=3ffe:501:ffff:0002::/64 

PF3=3ffe:501:ffff:0003::/64 

Link0=PF0 

Link1=PF1 

REF_HOST2_Link3=PF3::some_address 

REF_HOST1_Link0=PF0::some_address

TGT_SGW1_Link0=PF0::f 

TGT_SGW1_Link1=PF1::f 

REF_HOST1 

TGT_SGW1 

REF_ROUTER1_Link1=PF1::e 

REF_ROUTER1_Link2=PF2::e 

REF_ROUTER1 

Link2=PF2 

TGT_SGW2_Link2=PF2::d 

::d 

TGT_SGW2 

TGT_SGW2_Link3=PF3

REF_HOST2 

Link3=PF3 
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or End-Node vs. SGW Tunnel Mode Test 

 1. Set global address to TGT_HOST1_Link0 and REF_HOST2_Link2 by RA. 

  2. Set global address to TGT_SGW1_Link1 manually. 

  to TGT_SGW1 (REF_ROUTER1_Link1 for Link0) 

  4. Set routing table to REF_ROUTER1 (TGT_SGW1_Link1 for Link2) 

GT_SGW1. 

F
 

 

  3. Set routing table

  5. Make IPsec tunnel mode between TGT_HOST1 and T

 

 

  PF0=3ffe:501:ffff:0000::/64 

PF1=3ffe:501:ffff:0001::/64 
TGT_HOST1 

PF2=3ffe:501:ffff:0002::/64 

 

REF_HOST2_Link2=PF2::some_address 

TGT_SGW1_Link1=PF1::e 

TGT_SGW1_Link2=PF2::e 

Link0=PF0 

TGT_HOST1_Link0=PF0::some_address

REF_ROUTER1_Link0=PF0::f 
REF_ROUTER1 

Link1=PF1 

TGT_SGW1 

REF_ROUTER1_Link1=PF1::f 

Link2=PF2 

REF_HOST2 
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 Description 
 te s of following parts. 

Purpose: The Purpose is the short statement describing what the test 

attempts to achieve. It is usually phrased as a simple assertion 

e tested. 

 

tegory: The Category shows you who need to satisfy the test shortly. 

Initialization: The Initialization describes how to initialize and configure the 

NUT before starting each test. If a value is n de hen 

used. 

 

 e figure of packe ch sed 

ent, the packet na r ted 

 

Procedure: instruct  c ing 

 

Judgment: d result. If we c ame 

 Judgment, the NU ses th . 

 

References: The References section contains some parts of specification 

related to the tests. It also shows the document names and section numbers. 

 

 

 

 

 

 

3.
Each st scenario consist

 

of the future or capability to b

Ca

 

ot provi d, t

the protocol’s default value is 

Packets: The Packets describes the simpl ts whi is u

in the test. In this docum me is rep esen

in Italic style font. 

The Procedure describes step-by-step ions for arry

out the test. 

The Judgment describes expecte an observe as s

result as the description of T pas e test
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4. Required Tests 

lowing tabl

 

e 

 

Fol e shows you who need which test.  

Device TypFocused 

terface End-Node SGW In

Test Title 

Transport Mode ESP=3DES-CBC HMAC-SHA1 BASIC N/A 

Transport Mode ESP=3DES-CBC AES-XCBC ADVANCED N/A 

Transport Mode ESP=3DES-CBC NULL ADVANCED N/A 

Transport Mode ESP=3DES-CBC HMAC-MD5 ADVANCED N/A 

Transport Mode ESP=AES-CBC(128-bit) HMAC-SHA1 ADVANCED N/A 

Transport Mode ESP=NULL HMAC-SHA1 ADVANCED N/A 

End-Node vs. 

Node 

nsport) 

End-

(Tra

Transport Mode ESP=DES-CBC HMAC-SHA1 ADVANCED N/A 

Tunnel Mode ESP=3DES-CBC HMAC-SHA1 N/A BASIC 

Tunnel Mode ESP=3DES-CBC AES-XCBC N/A ADVANCED 

Tunnel Mode ESP=3DES-CBC NULL N/A ADVANCED 

Tunnel Mode ESP=3DES-CBC HMAC-MD5 N/A ADVANCED 

Tunnel Mode ESP=AES-CBC(128-bit) HMAC-SHA1 N/A ADVANCED 

Tunnel Mode ESP=NULL HMAC-SHA1 N/A ADVANCED 

SGW 

(Tun

*1 

Tunnel Mode ESP=DES-CBC HMAC-SHA1 N/A ADVANCED 

vs. SGW 

nel) 

Tunnel Mode ESP=3DES-CBC HMAC-SHA1 BASIC BASIC 

Tunnel Mode ESP=3DES-CBC AES-XCBC ADVANCED ADVANCED 

Tunnel Mode ESP=3DES-CBC NULL ADVANCED ADVANCED 

Tunnel Mode ESP=3DES-CBC HMAC-MD5 ADVANCED ADVANCED 

Tunnel Mode ESP=AES-CBC(128-bit) HMAC-SHA1 ADVANCED ADVANCED 

Tunnel Mode ESP=NULL HMAC-SHA1 ADVANCED ADVANCED 

End-Node vs. 

W 

unnel) 

 

 

Tunnel Mode ESP=DES-CBC HMAC-SHA1 ADVANCED ADVANCED 

SG

(T

*1

*2

Tunnel Mode ESP=3DES-CBC HMAC-SHA1 BASIC N/A 

Tunnel Mode ESP=3DES-CBC AES-XCBC ADVANCED N/A 

End-Node vs. 

End-Node 

(Tunnel) Tunnel Mode ESP=3DES-CBC NULL ADVANCED N/A 
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Tunnel Mode ESP=3DES-CBC HMAC-MD5 ADVANCED N/A 

Tunnel Mode ESP=AES-CBC(128-bit) HMAC-SHA1 ADVANCED N/A 

Tunnel Mode ESP=NULL HMAC-SHA1 ADVANCED N/A 

*1 

 

ADVANCED N/A 

*2

Tunnel Mode ESP=DES-CBC HMAC-SHA1 

 

*1: If applicant’s device is a SGW, either of them (“SGW vs. SGW “ or “End-Node vs. 

SGW”) more than 2 implementations as 

a coun  you choose SGW as a counter part, 

you ne e case you choose End-Node as a counter 

part, nd-Node vs. SGW”. 

: If applicant’s device is an End-Node and it supports Tunnel Mode, either of them 

must be run. Applicants need to run test with more than 2 implementations as a counter 

 a counter part, you need 

to run the test of “End-Node vs. SGW”. The case you choose End-Node as a counter 

part, you need to run the test of “End-Node vs. End-Node”. 

 must be run. Applicants need to run test with 

ter part regardless equipment type. The case

ed to run the test of “SGW vs. SGW”. Th

you need to run the test of “E

*2

part regardless equipment type. The case you choose SGW as
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. Test Scenario 

er consists of following 4 sections of test scenarios. 

- Transport Mode (End-Node vs. End-Node) 

- Tunnel Mode (End-Node vs. SGW) 

el Mode (SGW vs. SGW) 

5.1 Transport Mode (End-Node vs. End-Node) 
 

llowing tests focus on Transport Mode. 

sts in this section verify that a node properly processes and transmits the 

ed between two End-Nodes. 

5
 

This Chapt

- Tunnel Mode (End-Node vs. End-Node) 

- Tunn

 

 

Scope: 

Fo

 

 

Overview: 

Te

packets to which IPsec Transport Mode is appli
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 Transport Mode ESP=3DES-CBC HMAC-SHA1 

rt mode between two End-Nodes, E CBC HMAC-SHA1 

requirement for all UTs) 

logy described as Fig.1 

SAD and SPD as following: 

  TGT_HOST2 -------------------- TGT_HOST1 

----------------- HOS

y Association Database (SAD) for A-I 

 address ink1 

5.1.1

 

Purpose: 

 

Transpo SP=3DES-

 

 

Category: 

 

End-Node : BASIC (A  End-Node N

SGW      : N/A 

 

Initialization: 

 

Use common topo

 

Set NUT's 

 

  

   HOST2_SA-O --------------------> HOST1_SA-I 

   HOST2_SA-I <--- T1_SA-O 

 

Securit  HOST1_S

source TGT_HOST2_L

destination address T1_Link0 TGT_HOS

SPI 0x1000 

mode transport 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key to1 ipv6readylogsha12

 

Security Policy Database (SPD) for HOST I 

ess HOST2_Link1 

1_SA-

source addr TGT_

destination address T1_Link0 TGT_HOS

upper spec any 

direction in 

protocol ESP 

mode transport 
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Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST2_SA-I 

ress TGT_HOST1_Link0 source add

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6re bc1to2 adylogo3desc

ESP authentication HMAC-SHA1 

ESP authentication e to2 key ipv6r adylogsha11

 

ty Policy Dat (SPD) for HOST2_SA-I

urce address TGT_HOST1_Link0 

Securi abase  

so

destination address TGT_HOST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode transport 
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ation Database (SAD) for HOST2_SA-O 

urce address TGT_HOST2_Link1 

Security Associ

so

de T_HOST1_Link0 stination address TG

SPI 0x1000 

mode transport 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 

 

Security Policy Database (SPD) for TGT_HOST2_SA-O 

ink1 source address TGT_HOST2_L

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

 

Packets: 

CMP Echo Request with ESP 

Source Address TGT_HOST2_Link1 

 

I

IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

KEY ipv6readylogo3descbc2to1 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

ICMP Type 128 (Echo Request) 

 

I

T1_Link0 

CMP Echo Reply with ESP  

Source Address TGT_HOSI

Destination Address TGT_HOST2_Link1 

P Header 

SPI 0x2000 

Algorithm 3DES-CBC 

KEY ipv6readylogo3descbc1to2 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

ICMP Type 129 (Echo Reply) 
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                  TGT_HOST2 

     |                           | 

 |<--------------------------| ICMP Echo Request with ESP 

   |-------------------------->| ICMP Echo Reply with ESP 
   |                           |      (Judgment #2) 

. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 

 3. TGT_HOS P” 
cket transmitted by TGT_HOST1  

. Save the command log on TGT_HOST2 

NOTE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 

an send ICMP Echo Request, it can play either TGT_HOST1 or 

T_HOST2. In either case choose a device which can send ICMP Echo Request as 

dgment: 

t with ESP” 
dgment #2 

 ESP” 

ences: 

: The ESP Triple DES Transform

Use of HMAC-SHA-1-96 wit nd AH  

IP Encapsulating Security Pa

 

 

 

 

 

 

 

Procedure: 

 

TGT_HOST1 

    

     |                           |      (Judgment #1) 

  

  

 

 1

 2. Observe the packet transmitted by TGT_HOST2  

T1 sends “ICMP Echo Reply with ES
 4. Observe the pa

 5

 

If your device c

TG

TGT_HOST2. 

 

 

Ju

 

Judgment #1 

  Step-2: TGT_HOST2 transmits “ICMP Echo Reques
Ju

  Step-4: TGT_HOST1 transmits “ICMP Echo Reply with
 

 

Refer

 

RFC1851  

RFC2404 : The hin ESP a

RFC2406 : yload (ESP) 
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XCBC 

mode between two End-Nodes, E ES-CBC AES-XCBC 

A requirement for a that support AES-XCBC 

as an authentication algori

   : N/A 

e common topology described as Fig.1 

SPD as following: 

------------------- TGT_  

-O --------------------> HOS -I 

A-I <-------------------- HOS -O 

curity Association Database (SAD) for HOST1_SA-I 

k1 

5.1.2 Transport Mode ESP=3DES-CBC AES-
 

Purpose: 

 

Transport SP=3D

 

 

Category: 

 

End-Node : ADVANCED ( ll End-Node NUTs 

thm) 

SGW   

 

 

Initialization: 

 

Us

 

Set NUT's SAD and 

 

    TGT_HOST2 - HOST1

   HOST2_SA T1_SA

   HOST2_S T1_SA

 

Se

source address TGT_HOST2_Lin

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode transport 

protocol ESP 

ESP algorithm C 3DES-CB

ESP key ipv6readylogo3descbc2to1 

ESP authentication AES-XCBC-MAC-96 

ESP authentication key ipv6readaesx2to1 
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Security Policy Database (SPD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication AES-XCBC-MAC-96 

ESP authentication key ipv6readaesx1to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST2_SA-I 

ress TGT_HOST1_Link0 source add

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6re bc1to2 adylogo3desc

ESP authentication AES-XCBC-MAC-96 

ESP authentication ekey ipv6r adaesx1to2 
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) for HOST2_SA-I 

ess TGT_HO

Security Policy Database (SPD

source addr ST1_Link0 

destination address HO TGT_ ST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode ptrans ort 

 

ty Associatio base (SAD) for HOST2

urce address TGT_HOST2_Link1 

Securi n Data _SA-O 

so

destination address TGT_HOST1_Link0 

SPI 0x1000 

mo ansport de tr

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication AES-XCBC-MAC-96 

ESP authentication key ipv6readaesx2to1 

 

Security Policy Database (SPD) for TGT_HOST2_SA-O 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

 

Packets: 

 

ICMP Echo Request with ESP 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

KEY ipv6readylogo3descbc2to1 

Authentication Algorithm AES-XCBC-MAC-96 

ESP 

Authentication Key ipv6readaesx2to1 

ICMP Type 128 (Echo Request) 
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Source Address TGT_HOST1_Link0 

ICMP Echo Reply with ESP  

IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm 3DES-CBC 

KEY ipv6readylogo3descbc1to2 

Authentication Algorithm AES-XCBC-MAC-96 

ESP 

Authentication Key ipv6readaesx1to2 

ICMP Type 129 (Echo Reply) 

 

Procedure: 

 

TGT_HOST1                   TGT_HOST2 

 |                           | 

   |<--------------------------| ICMP Echo Request with ESP 
                |      (Judgment #1) 

 |-------------------------->| ICMP Echo Reply with ESP 
 |                           |      (Judgment #2) 

. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
 TGT_HOST2  

. TGT_HOST1 sends “ICMP Echo Reply with ESP” 
1  

TE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 

play either TGT_HOST1 or 

ther case choose a devi  ICMP Echo Request as 

nt: 

ransmits “ICMP Echo

smits “ICMP Ec  Reply with ESP” 

References: 

 

RFC1851 : The ESP Triple DES Transform 

RFC2406 : IP Encapsulating Security Payload (ESP) 

RFC3566 : The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec 

 

    

  

     |           

    

    

 

 1

 2. Observe the packet transmitted by

 3

 4. Observe the packet transmitted by TGT_HOST

 5. Save the command log on TGT_HOST2 

 

NO

If your device can send ICMP Echo Request, it can 

TGT_HOST2. In ei ce which can send

TGT_HOST2. 

 

Judgme

 

1 Judgment #

  Step-2: TGT_HOST2 t

Judgment #2 

 Request with ESP” 

  Step-4: TGT_HOST1 tran ho
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  IPsec 

 

mode between two End-Nodes, E ES-CBC NULL 

 requirement for  that support NULL as 

an authentication algorithm

   : N/A 

ation: 

e common topology described as Fig.1 

SPD as following: 

------------------- TGT_  

-O --------------------> HOS -I 

A-I <-------------------- HOS -O 

curity Association Database (SAD) for HOST1_SA-I 

5.1.3 Transport Mode ESP=3DES-CBC NULL
 

Purpose: 

 

Transport SP=3D

 

 

Category: 

 

End-Node : ADVANCED (A all End-Node NUTs

) 

SGW   

 

 

Initializ

 

Us

 

Set NUT's SAD and 

 

    TGT_HOST2 - HOST1

   HOST2_SA T1_SA

   HOST2_S T1_SA

 

Se

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode transport 

protocol ESP 

ESP algorithm C 3DES-CB

ESP key ipv6readylogo3descbc2to1 

ESP authentication NULL 

ESP authentication key  
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Security Policy Database (SPD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication NULL 

ESP authentication key  

 

Security Policy Database (SPD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST2_SA-I 

ress TGT_HOST1_Link0 source add

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6re bc1to2 adylogo3desc

ESP authentication NULL 

ESP authentication key  
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) for HOST2_SA-I 

ess TGT_HO

Security Policy Database (SPD

source addr ST1_Link0 

destination address HO TGT_ ST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode ptrans ort 

 

ty Associatio base (SAD) for HOST2

urce address TGT_HOST2_Link1 

Securi n Data _SA-O 

so

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode transport 

pr P otocol ES

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication NULL 

ESP authentication key  

 

Security Policy Database (SPD o OST _SA-O 

Link1 

) f r TGT_H 2

source address TGT_HOST2_

destination address TGT_ ST1_HO Link0 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

 

Packets: 

 

ICMP Echo Request with ESP 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

KEY ipv6readylogo3descbc2to1 

Authentication Algorithm NULL 

ESP 

Authentication Key  

ICMP Type 128 (Echo Request) 

 



 
IPv6 FORUM TECHNICAL DOCUMENT     29   IPv6 Ready Logo Program 
  Phase 2 Test Specification 
  IPsec 

Source Address TGT_HOST1_Link0 

ICMP Echo Reply with ESP  

IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm 3DES-CBC 

KEY ipv6readylogo3descbc1to2 

Authentication Algorithm NULL 

ESP 

Authentication Key  

ICMP Type 129 (Echo Reply) 

 

Procedure: 

 

TGT_HOST1                   TGT_HOST2 

   |                           | 

   |<--------------------------| ICMP Echo Request with ESP 
               |      (Judgment #1) 

-------------->| ICMP Echo Reply with ESP 
   |                           |      (Judgment #2) 

. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
 TGT_HOST2  

. TGT_HOST1 sends “ICMP Echo Reply with ESP” 
1  

TE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 

play either TGT_HOST1 or 

ther case choose a devi  ICMP Echo Request as 

nt: 

 TGT_HOST2 transmits “ICMP Ec

smits “ICMP Ec  

References: 

 

RFC1851 : The ESP Triple DES Transform 

RFC2406 : IP Encapsulating Security Payload (ESP) 

RFC2410 : The NULL Encryption Algorithm and Its Use With IPsec 

  

  

     |            

     |------------

  

 

 1

 2. Observe the packet transmitted by

 3

 4. Observe the packet transmitted by TGT_HOST

 5. Save the command log on TGT_HOST2 

 

NO

If your device can send ICMP Echo Request, it can 

TGT_HOST2. In ei ce which can send

TGT_HOST2. 

 

Judgme

 

Judgment #1 

  Step-2: ho Request with ESP” 
Judgment #2 

  Step-4: TGT_HOST1 tran ho Reply with ESP”
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-MD5 

mode between two End-Nodes, E ES-CBC HMAC-MD5 

A requirement for a that support HMAC-MD5 

as an authentication algori

   : N/A 

 as following: 

T2 -------------------- TGT_H 1 

A-O --------------------> HOST A-I 

A-I <-------------------- HOST A-O 

curity Association Database (SAD) for HOST1_SA-I 

5.1.4 Transport Mode ESP=3DES-CBC HMAC
 

Purpose: 

 

Transport SP=3D

 

 

Category: 

 

End-Node : ADVANCED ( ll End-Node NUTs 

thm) 

SGW   

 

 

Initialization: 

 

Use common topology described as Fig.1 

 

Set NUT's SAD and SPD

 

S    TGT_HO

   HOST2_S

OST

1_S

   HOST2_S 1_S

 

Se

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode transport 

protocol ESP 

ESP algorithm -CBC 3DES

ESP key ipv6readylogo3descbc2to1 

ESP authentication HMAC-MD5 

ESP authentication key d52to1 ipv6readym
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Security Policy Database (SPD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd51to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST2_SA-I 

ress TGT_HOST1_Link0 source add

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6re bc1to2 adylogo3desc

ESP authentication HMAC-MD5 

ESP authentication ekey ipv6r adymd51to2 
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) for HOST2_SA-I 

ess TGT_HO

Security Policy Database (SPD

source addr ST1_Link0 

destination address HO TGT_ ST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode ptrans ort 

 

ty Associatio base (SAD) for HOST2

urce address TGT_HOST2_Link1 

Securi n Data _SA-O 

so

destination address TGT_HOST1_Link0 

SPI 0x1000 

mo ansport de tr

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd52to1 

 

Security Policy Database (SPD) for TGT_HOST2_SA-O 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

 

Packets: 

 

ICMP Echo Request with ESP 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

KEY ipv6readylogo3descbc2to1 

Authentication Algorithm HMAC-MD5 

ESP 

Authentication Key ipv6readymd52to1 

ICMP Type 128 (Echo Request) 
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Source Address TGT_HOST1_Link0 

ICMP Echo Reply with ESP  

IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm 3DES-CBC 

KEY ipv6readylogo3descbc1to2 

Authentication Algorithm HMAC-MD5 

ESP 

Authentication Key ipv6readymd51to2 

ICMP Type 129 (Echo Reply) 

 

Procedure: 

 

              TGT_HOST2 

   |                           | 

   |<--------------------------| ICMP Echo Request with ESP 
               |      (Judgment #1) 

-------------->| ICMP Echo Reply with ESP 
   |                           |      (Judgment #2) 

. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
 TGT_HOST2  

. TGT_HOST1 sends “ICMP Echo Reply with ESP” 
1  

TE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 

play either TGT_HOST1 or 

ther case choose a devi  ICMP Echo Request as 

nt: 

 TGT_HOST2 transmits “ICMP Ec P” 

smits “ICMP Ec

 

References: 

 

RFC1851 : The ESP Triple DES Transform 

RFC2403 : The Use of HMAC-MD5-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 

TGT_HOST1     

  

  

     |            

     |------------

  

 

 1

 2. Observe the packet transmitted by

 3

 4. Observe the packet transmitted by TGT_HOST

 5. Save the command log on TGT_HOST2 

 

NO

If your device can send ICMP Echo Request, it can 

TGT_HOST2. In ei ce which can send

TGT_HOST2. 

 

Judgme

 

Judgment #1 

  Step-2: ho Request with ES
Judgment #2 

  Step-4: TGT_HOST1 tran ho Reply with ESP” 
 



 
IPv6 FORUM TECHNICAL DOCUMENT     34   IPv6 Ready Logo Program 
  Phase 2 Test Specification 
  IPsec 

it) HMAC-SHA1 

mode between two End-Nodes, E S-CBC(128-bit) HMAC-SHA1 

A requirement for at support 

AES-CBC(128-bit) as an encr lgorithm) 

   : N/A 

e common topology described as Fig.1 

SPD as following: 

------------------- TGT_  

-O --------------------> HOS -I 

A-I <-------------------- HOS -O 

curity Association Database (SAD) for HOST1_SA-I 

k1 

5.1.5 Transport Mode ESP=AES-CBC(128-b
 

Purpose: 

 

Transport SP=AE

 

 

Category: 

 

End-Node : ADVANCED ( all End-Node NUTs th

yption a

SGW   

 

 

Initialization: 

 

Us

 

Set NUT's SAD and 

 

    TGT_HOST2 - HOST1

   HOST2_SA T1_SA

   HOST2_S T1_SA

 

Se

source address TGT_HOST2_Lin

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode transport 

protocol ESP 

ESP algorithm (128-bit) AES-CBC

ESP key ipv6readaesc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key gsha12to1 ipv6readylo
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Security Policy Database (SPD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP key ipv6readaesc1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST2_SA-I 

ress TGT_HOST1_Link0 source add

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm AES-CB t) C(128-bi

ESP key ipv6readaesc1to2 

ESP authentication HMAC-SHA1 

ESP authentication e to2 key ipv6r adylogsha11
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) for HOST2_SA-I 

ess TGT_HO

Security Policy Database (SPD

source addr ST1_Link0 

destination address HO TGT_ ST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode ptrans ort 

 

ty Associatio base (SAD) for HOST2

urce address TGT_HOST2_Link1 

Securi n Data _SA-O 

so

destination address TGT_HOST1_Link0 

SPI 0x1000 

mo ansport de tr

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP key ipv6readaesc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 

 

Security Policy Database (SPD) for TGT_HOST2_SA-O 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

 

Packets: 

 

ICMP Echo Request with ESP 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm AES-CBC(128-bit) 

KEY ipv6readaesc2to1 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

ICMP Type 128 (Echo Request) 
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Source Address TGT_HOST1_Link0 

ICMP Echo Reply with ESP  

IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm AES-CBC(128-bit) 

KEY ipv6readaesc1to2 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

ICMP Type 129 (Echo Reply) 

 

Procedure: 

 

              TGT_HOST2 

   |                           | 

   |<--------------------------| ICMP Echo Request with ESP 
               |      (Judgment #1) 

-------------->| ICMP Echo Reply with ESP 
   |                           |      (Judgment #2) 

. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
 TGT_HOST2  

. TGT_HOST1 sends “ICMP Echo Reply with ESP” 
1  

TE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 

play either TGT_HOST1 or 

ther case choose a devi  ICMP Echo Request as 

nt: 

 TGT_HOST2 transmits “ICMP Ec  Request with ESP” 

smits “ICMP Ec

 

References: 

 

RFC2404 : The Use of HMAC-SHA-1-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 

RFC3602 : The AES-CBC Cipher Algorithm and Its Use with IPsec 

TGT_HOST1     

  

  

     |            

     |------------

  

 

 1

 2. Observe the packet transmitted by

 3

 4. Observe the packet transmitted by TGT_HOST

 5. Save the command log on TGT_HOST2 

 

NO

If your device can send ICMP Echo Request, it can 

TGT_HOST2. In ei ce which can send

TGT_HOST2. 

 

Judgme

 

Judgment #1 

  Step-2: ho
Judgment #2 

  Step-4: TGT_HOST1 tran ho Reply with ESP” 
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1 

mode between two End-Nodes, E LL HMAC-SHA1 

 requirement for  that support NULL as 

an encryption algorithm) 

   : N/A 

e common topology described as Fig.1 

SPD as following: 

------------------- TGT_  

-O --------------------> HOS -I 

A-I <-------------------- HOS -O 

curity Association Database (SAD) for HOST1_SA-I 

k1 

5.1.6 Transport Mode ESP=NULL HMAC-SHA
 

Purpose: 

 

Transport SP=NU

 

 

Category: 

 

End-Node : ADVANCED (A all End-Node NUTs

SGW   

 

 

Initialization: 

 

Us

 

Set NUT's SAD and 

 

    TGT_HOST2 - HOST1

   HOST2_SA T1_SA

   HOST2_S T1_SA

 

Se

source address TGT_HOST2_Lin

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode transport 

protocol ESP 

ESP algorithm NULL 

ESP key  

ESP authentication AC-SHA1 HM

ESP authentication key gsha12to1 ipv6readylo
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Security Policy Database (SPD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm NULL 

ESP key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST2_SA-I 

ress TGT_HOST1_Link0 source add

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm NULL 

ESP key  

ESP authentication HMAC-SHA1 

ESP authentication e to2 key ipv6r adylogsha11
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) for HOST2_SA-I 

ess TGT_HO

Security Policy Database (SPD

source addr ST1_Link0 

destination address HO TGT_ ST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode ptrans ort 

 

ty Associatio base (SAD) for HOST2

urce address TGT_HOST2_Link1 

Securi n Data _SA-O 

so

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode transport 

pr P otocol ES

ESP algorithm NULL 

ESP key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 

 

Security Policy Database (SPD) for TGT_HOST2_SA-O 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

 

Packets: 

 

ICMP Echo Request with ESP 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm NULL 

KEY  

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

ICMP Type 128 (Echo Request) 
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Source Address TGT_HOST1_Link0 

ICMP Echo Reply with ESP  

IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm NULL 

KEY  

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

TGT_HOST1                   TGT_HOST2 

   |                           | 

----------------| ICMP Echo Request with ESP 
 |                           |      (Judgment #1) 

 |-------------------------->| ICMP Echo Reply with ESP 
(Judgment #2) 

st with ESP” to TGT_HOST1 
. Observe the packet transmitted by TGT_HOST2  

 

 

 must play TGT_HOST1 roll. 

can send ICMP Echo Requ  either TGT_HOST1 or 

case choose a devi  ICMP Echo Request as 

T2. 

ransmits “ICMP Echo th ESP” 

Step-4: TGT_HOST1 transmits “ICMP Echo Reply with ESP” 
 

References: 

 

RFC2404 : The Use of HMAC-SHA-1-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 

RFC2410 : The NULL Encryption Algorithm and Its Use With IPsec 

 

  

     |<----------

    

    

     |                           |      

 

 1. TGT_HOST2 sends “ICMP Echo Reque
 2

 3. TGT_HOST1 sends “ICMP Echo Reply with ESP”
 4. Observe the packet transmitted by TGT_HOST1 

 5. Save the command log on TGT_HOST2 

 

NOTE: If your device can not send ICMP Echo Request, it

If your device est, it can play

TGT_HOST2. In either ce which can send

TGT_HOS

 

Judgment: 

 

Judgment #1 

  Step-2: TGT_HOST2 t  Request wi
Judgment #2 
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SHA1 

mode between two End-Nodes, E S-CBC HMAC-SHA1 

A requirement for  that support DES-CBC 

as an encryption algorithm)

   : N/A 

ation: 

e common topology described as Fig.1 

SPD as following: 

------------------- TGT_  

-O --------------------> HOS -I 

A-I <-------------------- HOS -O 

curity Association Database (SAD) for HOST1_SA-I 

5.1.7 Transport Mode ESP=DES-CBC HMAC-
 

Purpose: 

 

Transport SP=DE

 

 

Category: 

 

End-Node : ADVANCED ( all End-Node NUTs

 

SGW   

 

 

Initializ

 

Us

 

Set NUT's SAD and 

 

    TGT_HOST2 - HOST1

   HOST2_SA T1_SA

   HOST2_S T1_SA

 

Se

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode transport 

protocol ESP 

ESP algorithm DES-CBC 

ESP key ides2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ogsha12to1 ipv6readyl
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Security Policy Database (SPD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm DES-CBC 

ESP key ides1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

Security Association Database (SAD) for HOST2_SA-I 

ress TGT_HOST1_Link0 source add

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode transport 

protocol ESP 

ESP algorithm DES-CBC 

ESP key ides1to2 

ESP authentication HMAC-SHA1 

ESP authentication e to2 key ipv6r adylogsha11
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) for HOST2_SA-I 

ess TGT_HO

Security Policy Database (SPD

source addr ST1_Link0 

destination address HO TGT_ ST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode ptrans ort 

 

ty Associatio base (SAD) for HOST2

urce address TGT_HOST2_Link1 

Securi n Data _SA-O 

so

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode transport 

pr P otocol ES

ESP algorithm DES-CBC 

ESP key ides2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6 dylogsha o1 rea 12t

 

Security Policy Database (SPD o OST _SA-O 

Link1 

) f r TGT_H 2

source address TGT_HOST2_

destination address TGT_ ST1_HO Link0 

upper spec any 

direction Out 

protocol ESP 

mode transport 

 

 

Packets: 

 

ICMP Echo Request with ESP 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm DES-CBC 

KEY ides2to1 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

ICMP Type 128 (Echo Request) 
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Source Address TGT_HOST1_Link0 

ICMP Echo Reply with ESP  

IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm DES-CBC 

KEY ides1to2 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

ICMP Type 129 (Echo Reply) 

 

Procedure: 

 

TGT_HOST1                   TGT_HOST2 

 |                           | 

 |<--------------------------| ICMP Echo Request with ESP 
 |                           |      (Judgment #1) 

 |-------------------------->| ICMP Echo Reply with ESP 
 |                           |      (Judgment #2) 

TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
Observe the packet transmitted by TGT_HOST2  

TGT_HOST1 sends “ICMP Echo Reply with ESP” 
Observe the packet transmitted by TGT_HOST1  

Save the command log on TGT_HOST2 

: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 

your device can send ICMP Echo Request, it can play either TGT_HOST1 or 

HOST2. In either case choose a device which can send ICMP Echo Request as 

HOST2. 

dgment: 

dgment #1 

Step-2: TGT_HOST2 transmits “ICMP Echo Request with ESP” 
dgment #2 

Step-4: TGT_HOST1 transmits “ICMP Echo Reply with ESP” 

ferences: 

RFC1829 : The ESP DES-CBC Transform 

RFC2404 : The Use of HMAC-SHA-1-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 

    

    

    

    

    

 

 1. 

 2. 

 3. 

 4. 

 5. 

 

NOTE

If 

TGT_

TGT_

 

Ju

 

Ju

  

Ju

  

 

Re
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ope: 

GW. 

sts in this section verify that a node properly processes and transmits the 

Psec Tunnel Mode is applied between two SGWs. 

 

 

 

 

 

 

 

5.2 Tunnel Mode (SGW vs. SGW) 
 

 

Sc

Following tests focus on Tunnel Mode between SGW and S

 

 

Overview: 

Te

packets to which I
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HA1 

ween two SGWs, ESP=3DES- MAC-SHA1 

ry: 

 (A requirement for all S e SGW vs. SGW Tunnel 

on: 

 topology described as Fig.2 

 following: 

_SGW1 -- REF_HOST1 

-------------

-----------

Database (SAD) for A-I 

2_Link2 

5.2.1 Tunnel Mode ESP=3DES-CBC HMAC-S
 

Purpose: 

 

Tunnel mode bet CBC H

 

 

Catego

 

End-Node : N/A 

SGW      : BASIC GW NUTs if you choos

mode) 

 

 

Initializati

 

Use common

 

Set NUT's SAD and SPD as

 

  REF_HOST2 -- TGT_SGW2 ------------------ TGT

              SGW2_SA-O -- --> SGW1_SA-I 

              SGW2_SA-I <--- --- SGW1_SA-O 

 

Security Association  SGW1_S

source address TGT_SGW

destination address 1_Link1 TGT_SGW

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ogsha12to1 ipv6readyl
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Security Policy Database (SPD) for SGW1_SA-I 

Tunnel source address TGT_SGW2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for SGW1_SA-O 

Tunnel source address TGT_SGW1_Link1 

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address Link3 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW2_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 
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olicy Database (SPD) for SGW2_SA-I 

nnel source address TGT_SGW1_Link1 

Security P

Tu

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address 3  Link

upper spec any 

direction in 

protocol ESP 

mode ltunne  

 

sociatio  for SGW2_

source address SG

Security As n Database (SAD) SA-O 

TGT_ W2_Link2 

destination address TGT_SG W1_Link1 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm -C3DES BC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 

 

Security Policy Dat SA-O 

 source addre TGT_SG

abase (SPD) for SGW2_

Tunnel ss W2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0  

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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TGT_SGW2_Link2 

Packets: 

 

ICMP Echo Request within ESP 

Source Address IP Header 

Destination Address TGT_SGW1_Link1 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc2to1 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Request 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

 Echo Reply ICMP

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link3 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply within ESP 

Source Address TGT_SGW1_Link1 IP Header 

Destination Address TGT_SGW2_Link2 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc1to2 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_ ink3 L

ICMP Type 129 (Echo Reply) 
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R HOST2 

   |

 quest 
   |            |           |           | 

   |            |<----------|           | ICMP Echo Request within ESP 
   |            |           |           |      (Judgment #1) 

   |            |           |           | 

   |<-----------|           |           | ICMP Echo Request 
   |            |           |           |      (Judgment #2) 

   |            |           |           | 

   |----------->|           |           | ICMP Echo Reply 
   |            |           |           | 

   |            |---------->|           | ICMP Echo Reply within ESP 
   |            |           |           |      (Judgment #3) 

   |            |           |           | 

   |            |           |---------->| ICMP Echo Reply 
   |            |           |           |      (Judgment #4) 

   |            |           |           | 

 

1. REF_HOST2 sends “ICMP Echo Request” to REF_HOST1 
2. Observe the packet transmitted from TGT_SGW2 to TGT_SGW1  

3. Observe the packet transmitted from TGT_SGW1 to REF_HOST1 

4. Observe the packet transmitted from TGT_SGW1 to TGT_SGW2 

5. Observe the packet transmitted from TGT_SGW2 to REF_HOST2 

6. Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

J gment: 

 

Judgment #1 

  Step-2: TGT_SGW2 transmits “ICMP Echo Request within ESP” 
Judgment #2 

  Step-3: TGT_SGW1 transmits “ICMP Echo Request” 
Judgment #3 

  Step-4: TGT_SGW1 transmits “ICMP Echo Reply within ESP” 
Judgment #4 

  Step-5: TGT_SGW2 transmits “ICMP Echo Reply” 
 

 

Procedure: 

 

EF_HOST1    TGT_SGW1    TGT_SGW2    REF_

            |           |           | 

  |            |           |<----------| ICMP Echo Re

ud
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: The ESP Triple DES Transform 

RFC2404 : The Use of HMAC-SHA-1-96 within ESP and AH  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

References: 

 

RFC1851 

RFC2406 : IP Encapsulating Security Payload (ESP) 
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BC 

ween two SGWs, ESP=3DES- ES-XCBC 

ry: 

D (A requirement for a  support AES-XCBC as an 

ation algorithm if vs. SGW Tunnel Mode) 

 

described as Fig.2 

t NUT's SAD and SPD as following: 

------------- REF_HOST1 

-----------

_SA-I <-------------- 1_SA-O 

ation Database (SAD) for _SA-I 

ess 2_Link2 

5.2.2 Tunnel Mode ESP=3DES-CBC AES-XC
 

Purpose: 

 

Tunnel mode bet CBC A

 

 

Catego

 

End-Node : N/A 

SGW      : ADVANCE ll SGW NUTs that

authentic  you choose SGW 

 

 

Initialization:

 

Use common topology 

 

Se

 

  REF_HOST2 -- TGT_SGW2 -- --- TGT_SGW1 -- 

              SGW2_SA-O ---- --> SGW1_SA-I 

              SGW2 --- SGW

 

Security Associ  SGW1

source addr TGT_SGW

destination address 1_Link1 TGT_SGW

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication AES-XCBC 

ESP authentication key sx2to1 ipv6readae
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Security Policy Database (SPD) for SGW1_SA-I 

Tunnel source address TGT_SGW2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication AES-XCBC 

ESP authentication key ipv6readaesx1to2 

 

Security Policy Database (SPD) for SGW1_SA-O 

Tunnel source address TGT_SGW1_Link1 

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address Link3 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW2_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication AES-XCBC 

ESP authentication key ipv6readaesx1to2 
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olicy Database (SPD) for SGW2_SA-I 

nnel source address TGT_SGW1_Link1 

Security P

Tu

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address 3  Link

upper spec any 

direction in 

protocol ESP 

mode ltunne  

 

sociatio  for SGW2_

source address SG

Security As n Database (SAD) SA-O 

TGT_ W2_Link2 

destination address TGT_SG W1_Link1 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm -C3DES BC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication AES-XCBC 

ESP authentication key ipv6readaesx2to1 

 

Security Policy Dat SA-O 

 source addre TGT_SG

abase (SPD) for SGW2_

Tunnel ss W2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0  

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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TGT_SGW2_Link2 

Packets: 

 

ICMP Echo Request within ESP 

Source Address IP Header 

Destination Address TGT_SGW1_Link1 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc2to1 

Authentication Algorithm AES-XCBC 

ESP 

Authentication Key ipv6readaesx2to1 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Request 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

 Echo Reply ICMP

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link3 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply within ESP 

Source Address TGT_SGW1_Link1 IP Header 

Destination Address TGT_SGW2_Link2 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc1to2 

Authentication Algorithm AES-XCBC 

ESP 

Authentication Key ipv6readaesx1to2 

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_ ink3 L

ICMP Type 129 (Echo Reply) 
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R HOST2 

   |

 quest 
   |            |           |           | 

   |            |<----------|           | ICMP Echo Request within ESP 
   |            |           |           |      (Judgment #1) 

   |            |           |           | 

   |<-----------|           |           | ICMP Echo Request 
   |            |           |           |      (Judgment #2) 

   |            |           |           | 

   |----------->|           |           | ICMP Echo Reply 
   |            |           |           | 

   |            |---------->|           | ICMP Echo Reply within ESP 
   |            |           |           |      (Judgment #3) 

   |            |           |           | 

   |            |           |---------->| ICMP Echo Reply 
   |            |           |           |      (Judgment #4) 

   |            |           |           | 

 

1. REF_HOST2 sends “ICMP Echo Request” to REF_HOST1 
2. Observe the packet transmitted from TGT_SGW2 to TGT_SGW1  

3. Observe the packet transmitted from TGT_SGW1 to REF_HOST1 

4. Observe the packet transmitted from TGT_SGW1 to TGT_SGW2 

5. Observe the packet transmitted from TGT_SGW2 to REF_HOST2 

6. Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

J gment: 

 

Judgment #1 

  Step-2: TGT_SGW2 transmits “ICMP Echo Request within ESP” 
Judgment #2 

  Step-3: TGT_SGW1 transmits “ICMP Echo Request” 
Judgment #3 

  Step-4: TGT_SGW1 transmits “ICMP Echo Reply within ESP” 
Judgment #4 

  Step-5: TGT_SGW2 transmits “ICMP Echo Reply” 
 

 

Procedure: 

 

EF_HOST1    TGT_SGW1    TGT_SGW2    REF_

            |           |           | 

  |            |           |<----------| ICMP Echo Re

ud
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: The ESP Triple DES Transform 

RFC2404 : The Use of HMAC-SHA-1-96 within ESP and AH  

P) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

References: 

 

RFC1851 

RFC2406 : IP Encapsulating Security Payload (ES
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ween two SGWs, ESP=3DES- ULL 

ry: 

D (A requirement for t support NULL as an 

ation algorithm if vs. SGW Tunnel Mode) 

on: 

described as Fig.2 

t NUT's SAD and SPD as following: 

------------- REF_HOST1 

-----------

_SA-I <-------------- 1_SA-O 

ation Database (SAD) for _SA-I 

ress 2_Link2 

5.2.3 Tunnel Mode ESP=3DES-CBC NULL 
 

Purpose: 

 

Tunnel mode bet CBC N

 

 

Catego

 

End-Node : N/A 

SGW      : ADVANCE all SGW NUTs tha

authentic  you choose SGW 

 

 

Initializati

 

Use common topology 

 

Se

 

  REF_HOST2 -- TGT_SGW2 -- --- TGT_SGW1 -- 

              SGW2_SA-O ---- --> SGW1_SA-I 

              SGW2 --- SGW

 

Security Associ  SGW1

source add TGT_SGW

destination address 1_Link1 TGT_SGW

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication NULL 

ESP authentication key  
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Security Policy Database (SPD) for SGW1_SA-I 

Tunnel source address TGT_SGW2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication NULL 

ESP authentication key  

 

Security Policy Database (SPD) for SGW1_SA-O 

Tunnel source address TGT_SGW1_Link1 

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address Link3 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW2_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication NULL 

ESP authentication key  
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olicy Database (SPD) for SGW2_SA-I 

nnel source address TGT_SGW1_Link1 

Security P

Tu

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address 3  Link

upper spec any 

direction in 

protocol ESP 

mode ltunne  

 

sociatio  for SGW2_

source address SG

Security As n Database (SAD) SA-O 

TGT_ W2_Link2 

destination address TGT_SG W1_Link1 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm -C3DES BC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication NULL 

ESP authentication key  

 

Security Policy Dat SA-O 

 source addre TGT_SG

abase (SPD) for SGW2_

Tunnel ss W2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0  

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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TGT_SGW2_Link2 

Packets: 

 

ICMP Echo Request within ESP 

Source Address IP Header 

Destination Address TGT_SGW1_Link1 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc2to1 

Authentication Algorithm NULL 

ESP 

Authentication Key  

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Request 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

 Echo Reply ICMP

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link3 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply within ESP 

Source Address TGT_SGW1_Link1 IP Header 

Destination Address TGT_SGW2_Link2 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc1to2 

Authentication Algorithm NULL 

ESP 

Authentication Key  

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_ ink3 L

ICMP Type 129 (Echo Reply) 
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R HOST2 

   |

 quest 
   |            |           |           | 

   |            |<----------|           | ICMP Echo Request within ESP 
   |            |           |           |      (Judgment #1) 

   |            |           |           | 

   |<-----------|           |           | ICMP Echo Request 
   |            |           |           |      (Judgment #2) 

   |            |           |           | 

   |----------->|           |           | ICMP Echo Reply 
   |            |           |           | 

   |            |---------->|           | ICMP Echo Reply within ESP 
   |            |           |           |      (Judgment #3) 

   |            |           |           | 

   |            |           |---------->| ICMP Echo Reply 
   |            |           |           |      (Judgment #4) 

   |            |           |           | 

 

1. REF_HOST2 sends “ICMP Echo Request” to REF_HOST1 
2. Observe the packet transmitted from TGT_SGW2 to TGT_SGW1  

3. Observe the packet transmitted from TGT_SGW1 to REF_HOST1 

4. Observe the packet transmitted from TGT_SGW1 to TGT_SGW2 

5. Observe the packet transmitted from TGT_SGW2 to REF_HOST2 

6. Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

J gment: 

 

Judgment #1 

  Step-2: TGT_SGW2 transmits “ICMP Echo Request within ESP” 
Judgment #2 

  Step-3: TGT_SGW1 transmits “ICMP Echo Request” 
Judgment #3 

  Step-4: TGT_SGW1 transmits “ICMP Echo Reply within ESP” 
Judgment #4 

  Step-5: TGT_SGW2 transmits “ICMP Echo Reply” 
 

 

Procedure: 

 

EF_HOST1    TGT_SGW1    TGT_SGW2    REF_

            |           |           | 

  |            |           |<----------| ICMP Echo Re

ud
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D5 

ween two SGWs, ESP=3DES- MAC-MD5 

ry: 

D (A requirement for a  support HMAC-MD5 as an 

ation algorithm if vs. SGW Tunnel Mode) 

on: 

 topology described as Fig.2 

 following: 

_SGW1 -- REF_HOST1 

-------------

-----------

Database (SAD) for A-I 

2_Link2 

5.2.4 Tunnel Mode ESP=3DES-CBC HMAC-M
 

Purpose: 

 

Tunnel mode bet CBC H

 

 

Catego

 

End-Node : N/A 

SGW      : ADVANCE ll SGW NUTs that

authentic  you choose SGW 

 

 

Initializati

 

Use common

 

Set NUT's SAD and SPD as

 

  REF_HOST2 -- TGT_SGW2 ------------------ TGT

              SGW2_SA-O -- --> SGW1_SA-I 

              SGW2_SA-I <--- --- SGW1_SA-O 

 

Security Association  SGW1_S

source address TGT_SGW

destination address 1_Link1 TGT_SGW

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication HMAC-MD5 

ESP authentication key d52to1 ipv6readym
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Security Policy Database (SPD) for SGW1_SA-I 

Tunnel source address TGT_SGW2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd51to2 

 

Security Policy Database (SPD) for SGW1_SA-O 

Tunnel source address TGT_SGW1_Link1 

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address Link3 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW2_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP key ipv6readylogo3descbc1to2 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd51to2 
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olicy Database (SPD) for SGW2_SA-I 

nnel source address TGT_SGW1_Link1 

Security P

Tu

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address 3  Link

upper spec any 

direction in 

protocol ESP 

mode ltunne  

 

sociatio  for SGW2_

source address SG

Security As n Database (SAD) SA-O 

TGT_ W2_Link2 

destination address TGT_SG W1_Link1 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm -C3DES BC 

ESP key ipv6readylogo3descbc2to1 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd52to1 

 

Security Policy Dat SA-O 

 source addre TGT_SG

abase (SPD) for SGW2_

Tunnel ss W2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0  

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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TGT_SGW2_Link2 

Packets: 

 

ICMP Echo Request within ESP 

Source Address IP Header 

Destination Address TGT_SGW1_Link1 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc2to1 

Authentication Algorithm HMAC-MD5 

ESP 

Authentication Key ipv6readymd52to1 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Request 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

 Echo Reply ICMP

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link3 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply within ESP 

Source Address TGT_SGW1_Link1 IP Header 

Destination Address TGT_SGW2_Link2 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc1to2 

Authentication Algorithm HMAC-MD5 

ESP 

Authentication Key ipv6readymd51to2 

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_ ink3 L

ICMP Type 129 (Echo Reply) 
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R HOST2 

   |

 quest 
   |            |           |           | 

   |            |<----------|           | ICMP Echo Request within ESP 
   |            |           |           |      (Judgment #1) 

   |            |           |           | 

   |<-----------|           |           | ICMP Echo Request 
   |            |           |           |      (Judgment #2) 

   |            |           |           | 

   |----------->|           |           | ICMP Echo Reply 
   |            |           |           | 

   |            |---------->|           | ICMP Echo Reply within ESP 
   |            |           |           |      (Judgment #3) 

   |            |           |           | 

   |            |           |---------->| ICMP Echo Reply 
   |            |           |           |      (Judgment #4) 

   |            |           |           | 

 

1. REF_HOST2 sends “ICMP Echo Request” to REF_HOST1 
2. Observe the packet transmitted from TGT_SGW2 to TGT_SGW1  

3. Observe the packet transmitted from TGT_SGW1 to REF_HOST1 

4. Observe the packet transmitted from TGT_SGW1 to TGT_SGW2 

5. Observe the packet transmitted from TGT_SGW2 to REF_HOST2 

6. Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

J gment: 

 

Judgment #1 

  Step-2: TGT_SGW2 transmits “ICMP Echo Request within ESP” 
Judgment #2 

  Step-3: TGT_SGW1 transmits “ICMP Echo Request” 
Judgment #3 

  Step-4: TGT_SGW1 transmits “ICMP Echo Reply within ESP” 
Judgment #4 

  Step-5: TGT_SGW2 transmits “ICMP Echo Reply” 
 

 

Procedure: 

 

EF_HOST1    TGT_SGW1    TGT_SGW2    REF_

            |           |           | 

  |            |           |<----------| ICMP Echo Re

ud
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RFC2404 : The Use of HMAC-SHA-1-96 within ESP and AH  
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) HMAC-SHA1 

ween two SGWs, ESP=AES-C 8-bit) HMAC-SHA1 

ry: 

CED (A requirement for al pport AES-CBC(128-bit) 

ryption algorithm W vs. SGW Tunnel Mode) 

on: 

described as Fig.2 

t NUT's SAD and SPD as following: 

------------- REF_HOST1 

-----------

_SA-I <-------------- 1_SA-O 

ation Database (SAD) for _SA-I 

ress 2_Link2 

5.2.5 Tunnel Mode ESP=AES-CBC(128-bit
 

Purpose: 

 

Tunnel mode bet BC(12

 

 

Catego

 

End-Node : N/A 

SGW      : ADVAN l SGW NUTs that su

as an enc if you choose SG

 

 

Initializati

 

Use common topology 

 

Se

 

  REF_HOST2 -- TGT_SGW2 -- --- TGT_SGW1 -- 

              SGW2_SA-O ---- --> SGW1_SA-I 

              SGW2 --- SGW

 

Security Associ  SGW1

source add TGT_SGW

destination address 1_Link1 TGT_SGW

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP key ipv6readaesc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key dylogsha12to1 ipv6rea
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Security Policy Database (SPD) for SGW1_SA-I 

Tunnel source address TGT_SGW2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP key ipv6readaesc1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for SGW1_SA-O 

Tunnel source address TGT_SGW1_Link1 

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address Link3 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW2_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP key ipv6readaesc1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 
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olicy Database (SPD) for SGW2_SA-I 

nnel source address TGT_SGW1_Link1 

Security P

Tu

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address 3  Link

upper spec any 

direction in 

protocol ESP 

mode ltunne  

 

sociatio  for SGW2_

source address SG

Security As n Database (SAD) SA-O 

TGT_ W2_Link2 

destination address TGT_SG W1_Link1 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm CBAES- C(128-bit) 

ESP key ipv6readaesc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 

 

Security Policy Dat SA-O 

 source addre TGT_SG

abase (SPD) for SGW2_

Tunnel ss W2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0  

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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TGT_SGW2_Link2 

Packets: 

 

ICMP Echo Request within ESP 

Source Address IP Header 

Destination Address TGT_SGW1_Link1 

SPI 0x1000 

Algorithm AES-CBC(128-bit) 

Key ipv6readaesc2to1 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Request 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

 Echo Reply ICMP

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link3 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply within ESP 

Source Address TGT_SGW1_Link1 IP Header 

Destination Address TGT_SGW2_Link2 

SPI 0x2000 

Algorithm AES-CBC(128-bit) 

Key ipv6readaesc1to2 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_ ink3 L

ICMP Type 129 (Echo Reply) 
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R HOST2 

   |

 quest 
   |            |           |           | 

   |            |<----------|           | ICMP Echo Request within ESP 
   |            |           |           |      (Judgment #1) 

   |            |           |           | 

   |<-----------|           |           | ICMP Echo Request 
   |            |           |           |      (Judgment #2) 

   |            |           |           | 

   |----------->|           |           | ICMP Echo Reply 
   |            |           |           | 

   |            |---------->|           | ICMP Echo Reply within ESP 
   |            |           |           |      (Judgment #3) 

   |            |           |           | 

   |            |           |---------->| ICMP Echo Reply 
   |            |           |           |      (Judgment #4) 

   |            |           |           | 

 

1. REF_HOST2 sends “ICMP Echo Request” to REF_HOST1 
2. Observe the packet transmitted from TGT_SGW2 to TGT_SGW1  

3. Observe the packet transmitted from TGT_SGW1 to REF_HOST1 

4. Observe the packet transmitted from TGT_SGW1 to TGT_SGW2 

5. Observe the packet transmitted from TGT_SGW2 to REF_HOST2 

6. Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

J gment: 

 

Judgment #1 

  Step-2: TGT_SGW2 transmits “ICMP Echo Request within ESP” 
Judgment #2 

  Step-3: TGT_SGW1 transmits “ICMP Echo Request” 
Judgment #3 

  Step-4: TGT_SGW1 transmits “ICMP Echo Reply within ESP” 
Judgment #4 

  Step-5: TGT_SGW2 transmits “ICMP Echo Reply” 
 

 

Procedure: 

 

EF_HOST1    TGT_SGW1    TGT_SGW2    REF_

            |           |           | 

  |            |           |<----------| ICMP Echo Re

ud
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RFC2404 : The Use of HMAC-SHA-1-96 within ESP and AH  
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ween two SGWs, ESP=NULL SHA1 

ry: 

D (A requirement for t support NULL as an 

n algorithm are req  if you choose SGW vs. 

SGW Tunnel Mode) 

 

ribed as Fig.2 

----------- REF_HOST1 

_SA-O --------------- 1_SA-I 

-I <--------------- SA-O 

ssociation Database (SAD) for _SA-I 

ress 2_Link2 

5.2.6 Tunnel Mode ESP=NULL HMAC-SHA1 
 

Purpose: 

 

Tunnel mode bet HMAC-

 

 

Catego

 

End-Node : N/A 

SGW      : ADVANCE all SGW NUTs tha

encryptio uired to satisfy

 

 

Initialization:

 

Use common topology desc

 

Set NUT's SAD and SPD as following: 

 

  REF_HOST2 -- TGT_SGW2 ---- --- TGT_SGW1 -- 

              SGW2 --> SGW

              SGW2_SA -- SGW1_

 

Security A SGW1

source add TGT_SGW

destination address 1_Link1 TGT_SGW

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP key  

ESP authentication A1 HMAC-SH

ESP authentication key dylogsha12to1 ipv6rea
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Security Policy Database (SPD) for SGW1_SA-I 

Tunnel source address TGT_SGW2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for SGW1_SA-O 

Tunnel source address TGT_SGW1_Link1 

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address Link3 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW2_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 
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olicy Database (SPD) for SGW2_SA-I 

nnel source address TGT_SGW1_Link1 

Security P

Tu

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address 3  Link

upper spec any 

direction in 

protocol ESP 

mode ltunne  

 

sociatio  for SGW2_

source address SG

Security As n Database (SAD) SA-O 

TGT_ W2_Link2 

destination address TGT_SG W1_Link1 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 

 

Security Policy Dat SA-O 

 source addre TGT_SG

abase (SPD) for SGW2_

Tunnel ss W2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0  

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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TGT_SGW2_Link2 

Packets: 

 

ICMP Echo Request within ESP 

Source Address IP Header 

Destination Address TGT_SGW1_Link1 

SPI 0x1000 

Algorithm NULL 

Key  

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Request 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

 Echo Reply ICMP

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link3 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply within ESP 

Source Address TGT_SGW1_Link1 IP Header 

Destination Address TGT_SGW2_Link2 

SPI 0x2000 

Algorithm NULL 

Key  

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_ ink3 L

ICMP Type 129 (Echo Reply) 
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R HOST2 

   |

 quest 
   |            |           |           | 

   |            |<----------|           | ICMP Echo Request within ESP 
   |            |           |           |      (Judgment #1) 

   |            |           |           | 

   |<-----------|           |           | ICMP Echo Request 
   |            |           |           |      (Judgment #2) 

   |            |           |           | 

   |----------->|           |           | ICMP Echo Reply 
   |            |           |           | 

   |            |---------->|           | ICMP Echo Reply within ESP 
   |            |           |           |      (Judgment #3) 

   |            |           |           | 

   |            |           |---------->| ICMP Echo Reply 
   |            |           |           |      (Judgment #4) 

   |            |           |           | 

 

1. REF_HOST2 sends “ICMP Echo Request” to REF_HOST1 
2. Observe the packet transmitted from TGT_SGW2 to TGT_SGW1  

3. Observe the packet transmitted from TGT_SGW1 to REF_HOST1 

4. Observe the packet transmitted from TGT_SGW1 to TGT_SGW2 

5. Observe the packet transmitted from TGT_SGW2 to REF_HOST2 

6. Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

J gment: 

 

Judgment #1 

  Step-2: TGT_SGW2 transmits “ICMP Echo Request within ESP” 
Judgment #2 

  Step-3: TGT_SGW1 transmits “ICMP Echo Request” 
Judgment #3 

  Step-4: TGT_SGW1 transmits “ICMP Echo Reply within ESP” 
Judgment #4 

  Step-5: TGT_SGW2 transmits “ICMP Echo Reply” 
 

 

Procedure: 

 

EF_HOST1    TGT_SGW1    TGT_SGW2    REF_

            |           |           | 

  |            |           |<----------| ICMP Echo Re

ud
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A1 

ween two SGWs, ESP=DES-C AC-SHA1 

ry: 

D (A requirement for a  support DES-CBC as an 

n algorithm are req  if you choose SGW vs. 

SGW Tunnel Mode) 

 

ribed as Fig.2 

----------- REF_HOST1 

_SA-O --------------- 1_SA-I 

-I <--------------- SA-O 

ssociation Database (SAD) for _SA-I 

ress 2_Link2 

5.2.7 Tunnel Mode ESP=DES-CBC HMAC-SH
 

Purpose: 

 

Tunnel mode bet BC HM

 

 

Catego

 

End-Node : N/A 

SGW      : ADVANCE ll SGW NUTs that

encryptio uired to satisfy

 

 

Initialization:

 

Use common topology desc

 

Set NUT's SAD and SPD as following: 

 

  REF_HOST2 -- TGT_SGW2 ---- --- TGT_SGW1 -- 

              SGW2 --> SGW

              SGW2_SA -- SGW1_

 

Security A SGW1

source add TGT_SGW

destination address 1_Link1 TGT_SGW

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm DES-CBC 

ESP key 1 ides2to

ESP authentication A1 HMAC-SH

ESP authentication key dylogsha12to1 ipv6rea
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Security Policy Database (SPD) for SGW1_SA-I 

Tunnel source address TGT_SGW2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm DES-CBC 

ESP key ides1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for SGW1_SA-O 

Tunnel source address TGT_SGW1_Link1 

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address Link3 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW2_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_SGW2_Link2 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm DES-CBC 

ESP key ides1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 
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olicy Database (SPD) for SGW2_SA-I 

nnel source address TGT_SGW1_Link1 

Security P

Tu

Tunnel destination address TGT_SGW2_Link2 

source address Link0 

destination address 3  Link

upper spec any 

direction in 

protocol ESP 

mode ltunne  

 

sociatio  for SGW2_

source address SG

Security As n Database (SAD) SA-O 

TGT_ W2_Link2 

destination address TGT_SG W1_Link1 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm CBDES- C 

ESP key ides2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 

 

Security Policy Dat SA-O 

 source addre TGT_SG

abase (SPD) for SGW2_

Tunnel ss W2_Link2 

Tunnel destination address TGT_SGW1_Link1 

source address Link3 

destination address Link0  

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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TGT_SGW2_Link2 

Packets: 

 

ICMP Echo Request within ESP 

Source Address IP Header 

Destination Address TGT_SGW1_Link1 

SPI 0x1000 

Algorithm DES-CBC 

Key ides2to1 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Request 

Source Address REF_HOST2_Link3 IP Header 

Destination Address REF_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

 Echo Reply ICMP

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link3 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply within ESP 

Source Address TGT_SGW1_Link1 IP Header 

Destination Address TGT_SGW2_Link2 

SPI 0x2000 

Algorithm DES-CBC 

Key ides1to2 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

Source Address REF_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link3 

ICMP Type 129 (Echo Reply) 
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Procedure: 

 

REF_HOST1    TGT_SGW1    TGT_SGW2    REF_HOST2 

   |            |           |           | 

   |            |           |<----------| ICMP Echo Request 
   |            |           |           | 

   |            |<----------|           | ICMP Echo Request within ESP 
   |            |           |           |      (Judgment #1) 

   |            |           |           | 

   |<-----------|           |           | ICMP Echo Request 
   |            |           |           |      (Judgment #2) 

   |            |           |           | 

   |----------->|           |           | ICMP Echo Reply 
   |            |           |           | 

   |            |---------->|           | ICMP Echo Reply within ESP 
   |            |           |           |      (Judgment #3) 

   |            |           |           | 

   |            |           |---------->| ICMP Echo Reply 
   |            |           |           |      (Judgment #4) 

   |            |           |           | 

 

1. REF_HOST2 sends “ICMP Echo Request” to REF_HOST1 
2. Observe the packet transmitted from TGT_SGW2 to TGT_SGW1  

3. Observe the packet transmitted from TGT_SGW1 to REF_HOST1 

4. Observe the packet transmitted from TGT_SGW1 to TGT_SGW2 

5. Observe the packet transmitted from TGT_SGW2 to REF_HOST2 

6. Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT_SGW2 transmits “ICMP Echo Request within ESP” 
Judgment #2 

  Step-3: TGT_SGW1 transmits “ICMP Echo Request” 
Judgment #3 

  Step-4: TGT_SGW1 transmits “ICMP Echo Reply within ESP” 
Judgment #4 

  Step-5: TGT_SGW2 transmits “ICMP Echo Reply” 
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References: 

 

RFC1851 : The ESP Triple DES Transform 

RFC2404 : The Use of HMAC-SHA-1-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 
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5.3 Tunnel Mode (End-Node vs. SGW) 
 

 

Scope: 

Following tests focus on Tunnel Mode between End-Node and SGW. 

 

 

Overview: 

Tests in this section verify that a node properly processes and transmits the 

packets to which IPsec Tunnel Mode is applied between End-Node and SGWs. 
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5.3.1 Tunnel Mode ESP=3DES-CBC HMAC-SHA1 
 

Purpose: 

 

Tunnel mode between End-Node and SGW, ESP=3DES-CBC HMAC-SHA1 

 

 

Category: 

 

End-Node : BASIC (A requirement for all End-Node NUTs if you choose End-Node vs. 

SGW Tunnel Mode) 

SGW      : BASIC (A requirement for all SGW NUTs if you choose End-Node vs. SGW 

Tunnel Mode) 

 

 

Initialization: 

 

Use common topology described as Fig.3 

Set NUT's SAD and SPD as following: 

 

     TGT_HOST1 ------------------------ TGT_SGW1 -- REF_HOST2 

    HOST1_SA-O -----------------------> SGW1_SA-I 

    HOST1_SA-I <----------------------- SGW1_SA-O 

 

Security Association Database (SAD) for SGW1_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcetos 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1etos 
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Security Policy Database (SPD) for SGW1_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

 Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcstoe 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1stoe 

 

Security Policy Database (SPD) for SGW1_SA-O 

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcstoe 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1stoe 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcetos 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1etos 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_SGW_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbcetos 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha1etos 

Source Address REF_HOST2_Link2 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_SGW_Link1 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbcstoe 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha1stoe 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1    TGT_SGW1    REF_HOST2 

   |            |           | 

   |            |<----------| ICMP Echo Request 
   |            |           | 

   |<-----------|           | ICMP Echo Request within ESP 
   |            |           |      (Judgment #1) 

   |            |           | 

   |----------->|           | ICMP Echo Reply within ESP 
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   |            |           |      (Judgment #2) 

   |            |           | 

   |            |---------->| ICMP Echo Reply 
   |            |           |      (Judgment #3) 

   |            |           |  

 

 

1. REF_HOST2 sends “ICMP Echo Request” to TGT_HOST1 
 2. Observe the packet transmitted from TGT_SGW1 to TGT_HOST1 

 3. Observe the packet transmitted from TGT_HOST1 to TGT_SGW1 

 4. Observe the packet transmitted from TGT_SGW1 to REF_HOST2 

 5.Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT-SGW1 transmits the packet “ICMP Echo Request within ESP tunnel”. 
Judgment #2 

  Step-3: TGT-HOST1 transmits the packet “ICMP Echo Reply within ESP tunnel”. 
Judgment #3 

  Step-4: TGT-SGW1 transmits the packet “ICMP Echo Reply”. 
 

 

References: 

 

   -- RFC2401 page 10, line 512 -- 

   a) A host MUST support both transport and tunnel mode. 

   -- RFC2401 page 14, line 781 – 
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5.3.2 Tunnel Mode ESP=3DES-CBC AES-XCBC 
 

Purpose: 

 

Tunnel mode between End-Node and SGW, ESP=3DES-CBC AES-XCBC 

 

 

Category: 

 

End-Node : ADVANCED (A requirement for all End-Node NUTs that support AES-XCBC 

as an authentication algorithm if you choose End-Node vs. SGW Tunnel 

Mode) 

SGW      : ADVANCED (A requirement for all SGW NUTs that support AES-XCBC as an 

authentication algorithm if you choose End-Node vs. SGW Tunnel Mode) 

 

 

Initialization: 

 

Use common topology described as Fig.3 

Set NUT's SAD and SPD as following: 

 

     TGT_HOST1 ------------------------ TGT_SGW1 -- REF_HOST2 

    HOST1_SA-O -----------------------> SGW1_SA-I 

    HOST1_SA-I <----------------------- SGW1_SA-O 

 

Security Association Database (SAD) for SGW1_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcetos 

ESP authentication AES-XCBC 

ESP authentication key ipv6readaesxetos 
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Security Policy Database (SPD) for SGW1_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcstoe 

ESP authentication AES-XCBC 

ESP authentication key ipv6readaesxstoe 

 

Security Policy Database (SPD) for SGW1_SA-O 

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcstoe 

ESP authentication AES-XCBC 

ESP authentication key ipv6readaesxstoe 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcetos 

ESP authentication AES-XCBC 

ESP authentication key ipv6readaesxetos 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_SGW_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbcetos 

Authentication Algorithm AES-XCBC 

ESP 

Authentication Key ipv6readaesxetos 

Source Address REF_HOST2_Link2 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_SGW_Link1 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbcstoe 

Authentication Algorithm AES-XCBC 

ESP 

Authentication Key ipv6readaesxstoe 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1    TGT_SGW1    REF_HOST2 

   |            |           | 

   |            |<----------| ICMP Echo Request 
   |            |           | 

   |<-----------|           | ICMP Echo Request within ESP 
   |            |           |      (Judgment #1) 

   |            |           | 

   |----------->|           | ICMP Echo Reply within ESP 
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   |            |           |      (Judgment #2) 

   |            |           | 

   |            |---------->| ICMP Echo Reply 
   |            |           |      (Judgment #3) 

   |            |           |  

 

 

1. REF_HOST2 sends “ICMP Echo Request” to TGT_HOST1 
 2. Observe the packet transmitted from TGT_SGW1 to TGT_HOST1 

 3. Observe the packet transmitted from TGT_HOST1 to TGT_SGW1 

 4. Observe the packet transmitted from TGT_SGW1 to REF_HOST2 

 5.Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT-SGW1 transmits the packet “ICMP Echo Request within ESP tunnel”. 
Judgment #2 

  Step-3: TGT-HOST1 transmits the packet “ICMP Echo Reply within ESP tunnel”. 
Judgment #3 

  Step-4: TGT-SGW1 transmits the packet “ICMP Echo Reply”. 
 

 

References: 

 

   -- RFC2401 page 10, line 512 -- 

   a) A host MUST support both transport and tunnel mode. 

   -- RFC2401 page 14, line 781 – 
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5.3.3 Tunnel Mode ESP=3DES-CBC NULL 
 

Purpose: 

 

Tunnel mode between End-Node and SGW, ESP=3DES-CBC NULL 

 

 

Category: 

 

End-Node : ADVANCED (A requirement for all End-Node NUTs that support NULL as 

an authentication algorithm if you choose End-Node vs. SGW Tunnel 

Mode) 

SGW      : ADVANCED (A requirement for all SGW NUTs that support NULL as an 

authentication algorithm if you choose End-Node vs. SGW Tunnel Mode) 

 

 

Initialization: 

 

Use common topology described as Fig.3 

Set NUT's SAD and SPD as following: 

 

     TGT_HOST1 ------------------------ TGT_SGW1 -- REF_HOST2 

    HOST1_SA-O -----------------------> SGW1_SA-I 

    HOST1_SA-I <----------------------- SGW1_SA-O 

 

Security Association Database (SAD) for SGW1_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcetos 

ESP authentication NULL 

ESP authentication key  
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Security Policy Database (SPD) for SGW1_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcstoe 

ESP authentication NULL 

ESP authentication key  

 

Security Policy Database (SPD) for SGW1_SA-O 

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcstoe 

ESP authentication NULL 

ESP authentication key  
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcetos 

ESP authentication NULL 

ESP authentication key  

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_SGW_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbcetos 

Authentication Algorithm NULL 

ESP 

Authentication Key  

Source Address REF_HOST2_Link2 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_SGW_Link1 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbcstoe 

Authentication Algorithm NULL 

ESP 

Authentication Key  

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1    TGT_SGW1    REF_HOST2 

   |            |           | 

   |            |<----------| ICMP Echo Request 
   |            |           | 

   |<-----------|           | ICMP Echo Request within ESP 
   |            |           |      (Judgment #1) 

   |            |           | 

   |----------->|           | ICMP Echo Reply within ESP 
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   |            |           |      (Judgment #2) 

   |            |           | 

   |            |---------->| ICMP Echo Reply 
   |            |           |      (Judgment #3) 

   |            |           |  

 

 

1. REF_HOST2 sends “ICMP Echo Request” to TGT_HOST1 
 2. Observe the packet transmitted from TGT_SGW1 to TGT_HOST1 

 3. Observe the packet transmitted from TGT_HOST1 to TGT_SGW1 

 4. Observe the packet transmitted from TGT_SGW1 to REF_HOST2 

 5.Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT-SGW1 transmits the packet “ICMP Echo Request within ESP tunnel”. 
Judgment #2 

  Step-3: TGT-HOST1 transmits the packet “ICMP Echo Reply within ESP tunnel”. 
Judgment #3 

  Step-4: TGT-SGW1 transmits the packet “ICMP Echo Reply”. 
 

 

References: 

 

   -- RFC2401 page 10, line 512 -- 

   a) A host MUST support both transport and tunnel mode. 

   -- RFC2401 page 14, line 781 – 
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5.3.4 Tunnel Mode ESP=3DES-CBC HMAC-MD5 
 
 

Purpose: 

 

Tunnel mode between End-Node and SGW, ESP=3DES-CBC HMAC-MD5 

 

 

Category: 

 

End-Node : ADVANCED (A requirement for all End-Node NUTs that support HMAC-MD5 

as an authentication algorithm if you choose End-Node vs. SGW Tunnel 

Mode) 

SGW      : ADVANCED (A requirement for all SGW NUTs that support HMAC-MD5 as an 

authentication algorithm if you choose End-Node vs. SGW Tunnel Mode) 

 

 

Initialization: 

 

Use common topology described as Fig.3 

Set NUT's SAD and SPD as following: 

 

     TGT_HOST1 ------------------------ TGT_SGW1 -- REF_HOST2 

    HOST1_SA-O -----------------------> SGW1_SA-I 

    HOST1_SA-I <----------------------- SGW1_SA-O 

 

Security Association Database (SAD) for SGW1_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcetos 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd5etos 
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Security Policy Database (SPD) for SGW1_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcstoe 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd5stoe 

 

Security Policy Database (SPD) for SGW1_SA-O 

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcstoe 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd5stoe 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbcetos 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd5etos 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_SGW_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbcetos 

Authentication Algorithm HMAC-MD5 

ESP 

Authentication Key ipv6readymd5etos 

Source Address REF_HOST2_Link2 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_SGW_Link1 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbcstoe 

Authentication Algorithm HMAC-MD5 

ESP 

Authentication Key ipv6readymd5stoe 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1    TGT_SGW1    REF_HOST2 

   |            |           | 

   |            |<----------| ICMP Echo Request 
   |            |           | 

   |<-----------|           | ICMP Echo Request within ESP 
   |            |           |      (Judgment #1) 

   |            |           | 

   |----------->|           | ICMP Echo Reply within ESP 
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   |            |           |      (Judgment #2) 

   |            |           | 

   |            |---------->| ICMP Echo Reply 
   |            |           |      (Judgment #3) 

   |            |           |  

 

 

1. REF_HOST2 sends “ICMP Echo Request” to TGT_HOST1 
 2. Observe the packet transmitted from TGT_SGW1 to TGT_HOST1 

 3. Observe the packet transmitted from TGT_HOST1 to TGT_SGW1 

 4. Observe the packet transmitted from TGT_SGW1 to REF_HOST2 

 5.Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT-SGW1 transmits the packet “ICMP Echo Request within ESP tunnel”. 
Judgment #2 

  Step-3: TGT-HOST1 transmits the packet “ICMP Echo Reply within ESP tunnel”. 
Judgment #3 

  Step-4: TGT-SGW1 transmits the packet “ICMP Echo Reply”. 
 

 

References: 

 

   -- RFC2401 page 10, line 512 -- 

   a) A host MUST support both transport and tunnel mode. 

   -- RFC2401 page 14, line 781 – 
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5.3.5 Tunnel Mode ESP=AES-CBC(128-bit) HMAC-SHA1 
 

Purpose: 

 

Tunnel mode between End-Node and SGW, ESP=DES-CBC HMAC-SHA1 

 

 

Category: 

 

End-Node : ADVANCED (A requirement for all End-Node NUTs that support 

AES-CBC(128-bit) as an encryption algorithm if you choose End-Node 

vs. SGW Tunnel Mode) 

SGW      : ADVANCED (A requirement for all SGW NUTs that support AES-CBC(128-bit) 

as an encryption algorithm if you choose End-Node vs. SGW Tunnel Mode) 

 

 

Initialization: 

 

Use common topology described as Fig.3 

Set NUT's SAD and SPD as following: 

 

     TGT_HOST1 ------------------------ TGT_SGW1 -- REF_HOST2 

    HOST1_SA-O -----------------------> SGW1_SA-I 

    HOST1_SA-I <----------------------- SGW1_SA-O 

 

Security Association Database (SAD) for SGW1_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP algorithm key ipv6readaescetos 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1etos 
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Security Policy Database (SPD) for SGW1_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

 Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP algorithm key ipv6readaescstoe 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1stoe 

 

Security Policy Database (SPD) for SGW1_SA-O 

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP algorithm key ipv6readaescstoe 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1stoe 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP algorithm key ipv6readaescetos 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1etos 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_SGW_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm AES-CBC(128-bit) 

Key ipv6readaescetos 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha1etos 

Source Address REF_HOST2_Link2 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_SGW_Link1 

SPI 0x2000 

Algorithm AES-CBC(128-bit) 

Key ipv6readaescstoe 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha1stoe 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1    TGT_SGW1    REF_HOST2 

   |            |           | 

   |            |<----------| ICMP Echo Request 
   |            |           | 

   |<-----------|           | ICMP Echo Request within ESP 
   |            |           |      (Judgment #1) 

   |            |           | 

   |----------->|           | ICMP Echo Reply within ESP 
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   |            |           |      (Judgment #2) 

   |            |           | 

   |            |---------->| ICMP Echo Reply 
   |            |           |      (Judgment #3) 

   |            |           |  

 

 

1. REF_HOST2 sends “ICMP Echo Request” to TGT_HOST1 
 2. Observe the packet transmitted from TGT_SGW1 to TGT_HOST1 

 3. Observe the packet transmitted from TGT_HOST1 to TGT_SGW1 

 4. Observe the packet transmitted from TGT_SGW1 to REF_HOST2 

 5.Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT-SGW1 transmits the packet “ICMP Echo Request within ESP tunnel”. 
Judgment #2 

  Step-3: TGT-HOST1 transmits the packet “ICMP Echo Reply within ESP tunnel”. 
Judgment #3 

  Step-4: TGT-SGW1 transmits the packet “ICMP Echo Reply”. 
 

 

References: 

 

   -- RFC2401 page 10, line 512 -- 

   a) A host MUST support both transport and tunnel mode. 

   -- RFC2401 page 14, line 781 – 
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5.3.6 Tunnel Mode ESP=NULL HMAC-SHA1 
 

Purpose: 

 

Tunnel mode between End-Node and SGW, ESP=NULL HMAC-SHA1 

 

 

Category: 

End-Node : ADVANCED (A requirement for all End-Node NUTs that support NULL as 

an encryption algorithm are required to satisfy if you choose 

End-Node vs. SGW Tunnel Mode) 

SGW      : ADVANCED (A requirement for all SGW NUTs that support NULL as an 

encryption algorithm are required to satisfy if you choose End-Node 

vs. SGW Tunnel Mode) 

 

 

Initialization: 

 

Use common topology described as Fig.3 

Set NUT's SAD and SPD as following: 

 

     TGT_HOST1 ------------------------ TGT_SGW1 -- REF_HOST2 

    HOST1_SA-O -----------------------> SGW1_SA-I 

    HOST1_SA-I <----------------------- SGW1_SA-O 

 

Security Association Database (SAD) for SGW1_SA-I 

source address TGT_HOST1_Link0 

 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP algorithm key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1etos 
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Security Policy Database (SPD) for SGW1_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

 Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP algorithm key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1stoe 

 

Security Policy Database (SPD) for SGW1_SA-O 

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP algorithm key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1stoe 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP algorithm key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1etos 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_SGW_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm NULL 

Key  

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha1etos 

Source Address REF_HOST2_Link2 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_SGW_Link1 

SPI 0x2000 

Algorithm NULL 

Key  

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha1stoe 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1    TGT_SGW1    REF_HOST2 

   |            |           | 

   |            |<----------| ICMP Echo Request 
   |            |           | 

   |<-----------|           | ICMP Echo Request within ESP 
   |            |           |      (Judgment #1) 

   |            |           | 

   |----------->|           | ICMP Echo Reply within ESP 
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   |            |           |      (Judgment #2) 

   |            |           | 

   |            |---------->| ICMP Echo Reply 
   |            |           |      (Judgment #3) 

   |            |           |  

 

 

1. REF_HOST2 sends “ICMP Echo Request” to TGT_HOST1 
 2. Observe the packet transmitted from TGT_SGW1 to TGT_HOST1 

 3. Observe the packet transmitted from TGT_HOST1 to TGT_SGW1 

 4. Observe the packet transmitted from TGT_SGW1 to REF_HOST2 

 5.Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT-SGW1 transmits the packet “ICMP Echo Request within ESP tunnel”. 
Judgment #2 

  Step-3: TGT-HOST1 transmits the packet “ICMP Echo Reply within ESP tunnel”. 
Judgment #3 

  Step-4: TGT-SGW1 transmits the packet “ICMP Echo Reply”. 
 

 

References: 

 

   -- RFC2401 page 10, line 512 -- 

   a) A host MUST support both transport and tunnel mode. 

   -- RFC2401 page 14, line 781 – 
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5.3.7 Tunnel Mode ESP=DES-CBC HMAC-SHA1 
 

Purpose: 

 

Tunnel mode between End-Node and SGW, ESP=DES-CBC HMAC-SHA1 

 

 

Category: 

 

End-Node  : ADVANCED (A requirement for all End-Node NUTs that support DES-CBC 

as an encryption algorithm are required to satisfy if you choose 

End-Node vs. SGW Tunnel Mode) 

SGW      : ADVANCED (A requirement for all SGW NUTs that support DES-CBC as an 

encryption algorithm are required to satisfy if you choose End-Node 

vs. SGW Tunnel Mode) 

 

 

Initialization: 

 

Use common topology described as Fig.3 

Set NUT's SAD and SPD as following: 

 

     TGT_HOST1 ------------------------ TGT_SGW1 -- REF_HOST2 

    HOST1_SA-O -----------------------> SGW1_SA-I 

    HOST1_SA-I <----------------------- SGW1_SA-O 

 

Security Association Database (SAD) for SGW1_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm DES-CBC 

ESP algorithm key idesetos 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1etos 
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Security Policy Database (SPD) for SGW1_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

 Security Association Database (SAD) for SGW1_SA-O 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm DES-CBC 

ESP algorithm key idesstoe 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1stoe 

 

Security Policy Database (SPD) for SGW1_SA-O 

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_SGW1_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm DES-CBC 

ESP algorithm key idesstoe 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1stoe 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_SGW1_Link1 

tunnel destination address TGT_HOST1_Link0 

source address REF_HOST2_Link2 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_SGW1_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm DES-CBC 

ESP algorithm key idesetos 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha1etos 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_SGW1_Link1 

source address TGT_HOST1_Link0 

destination address REF_HOST2_Link2 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_SGW_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm DES-CBC 

Key idesetos 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha1etos 

Source Address REF_HOST2_Link2 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_SGW_Link1 

SPI 0x2000 

Algorithm DES-CBC 

Key idesstoe 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha1stoe 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

ICMP Echo Reply 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address REF_HOST2_Link2 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1    TGT_SGW1    REF_HOST2 

   |            |           | 

   |            |<----------| ICMP Echo Request 
   |            |           | 

   |<-----------|           | ICMP Echo Request within ESP 
   |            |           |      (Judgment #1) 

   |            |           | 

   |----------->|           | ICMP Echo Reply within ESP 
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   |            |           |      (Judgment #2) 

   |            |           | 

   |            |---------->| ICMP Echo Reply 
   |            |           |      (Judgment #3) 

   |            |           |  

 

 

1. REF_HOST2 sends “ICMP Echo Request” to TGT_HOST1 
 2. Observe the packet transmitted from TGT_SGW1 to TGT_HOST1 

 3. Observe the packet transmitted from TGT_HOST1 to TGT_SGW1 

 4. Observe the packet transmitted from TGT_SGW1 to REF_HOST2 

 5.Save the command log on REF_HOST2 

 

NOTE: Please choose a device which can send ICMP Echo Request as REF_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT-SGW1 transmits the packet “ICMP Echo Request within ESP tunnel”. 
Judgment #2 

  Step-3: TGT-HOST1 transmits the packet “ICMP Echo Reply within ESP tunnel”. 
Judgment #3 

  Step-4: TGT-SGW1 transmits the packet “ICMP Echo Reply”. 
 

 

References: 

 

   -- RFC2401 page 10, line 512 -- 

   a) A host MUST support both transport and tunnel mode. 

   -- RFC2401 page 14, line 781 – 
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5.4 Tunnel Mode (End-Node vs. End-Node) 
 

 

Scope: 

Following tests focus on Tunnel Mode between End-Node and End-Node. 

 

 

Overview: 

Tests in this section verify that a node properly processes and transmits the 

packets to which IPsec Tunnel Mode is applied between two End-Nodes. 
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5.4.1 Tunnel Mode ESP=3DES-CBC HMAC-SHA1 
 

Purpose: 

 

Tunnel mode between two End-Nodes, ESP=3DES-CBC HMAC-SHA1 

 

 

Category: 

 

End-Node : BASIC (A requirement for all End-Node NUTs if you choose End-Node vs. 

End-Node Tunnel Mode) 

SGW      : N/A 

 

 

Initialization: 

 

Use common topology described as Fig.1 

Set NUT's SAD and SPD as following: 

 

    TGT_HOST2 -------------------- TGT_HOST1 

   HOST2_SA-O --------------------> HOST1_SA-I 

   HOST2_SA-I <-------------------- HOST1_SA-O 

 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

 Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 
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Security Policy Database (SPD) for HOST2_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-O 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 

 

Security Policy Database (SPD) for HOST2_SA-O 

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc2to1 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc1to2 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1                   TGT_HOST2 

     |                           | 

     |<--------------------------| ICMP Echo Request with ESP 
     |                           |      (Judgment #1) 

     |-------------------------->| ICMP Echo Reply with ESP 
     |                           |      (Judgment #2) 

 

 1. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
 2. Observe the packet transmitted by TGT_HOST2  

 3. TGT_HOST1 sends “ICMP Echo Reply with ESP” 
 4. Observe the packet transmitted by TGT_HOST1  

 5. Save the command log on TGT_HOST2 

 

NOTE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 
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If your device can send ICMP Echo Request, it can play either TGT_HOST1 or 

TGT_HOST2. In either case choose a device which can send ICMP Echo Request as 

TGT_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT_HOST2 transmits “ICMP Echo Request with ESP” 
Judgment #2 

  Step-4: TGT_HOST1 transmits “ICMP Echo Reply with ESP” 
 

 

References: 

 

RFC1851 : The ESP Triple DES Transform 

RFC2403 : The Use of HMAC-MD5-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 
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5.4.2 Tunnel Mode ESP=3DES-CBC AES-XCBC 
 

Purpose: 

 

Tunnel mode between two End-Nodes, ESP=3DES-CBC AES-XCBC 

 

 

Category: 

 

End-Node : ADVANCED (A requirement for all End-Node NUTs that support AES-XCBC 

as an authentication algorithm if you choose End-Node vs. End-Node 

Tunnel Mode) 

SGW      : N/A 

 

 

Initialization: 

 

Use common topology described as Fig.1 

Set NUT's SAD and SPD as following: 

 

    TGT_HOST2 -------------------- TGT_HOST1 

   HOST2_SA-O --------------------> HOST1_SA-I 

   HOST2_SA-I <-------------------- HOST1_SA-O 

 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc2to1 

ESP authentication AES-XCBC 

ESP authentication key ipv6readaesx2to1 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

 Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc1to2 

ESP authentication AES-XCBC 

ESP authentication key ipv6readaesx1to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc1to2 

ESP authentication AES-XCBC 

ESP authentication key ipv6readaesx1to2 
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Security Policy Database (SPD) for HOST2_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-O 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc2to1 

ESP authentication AES-XCBC 

ESP authentication key ipv6readaesx2to1 

 

Security Policy Database (SPD) for HOST2_SA-O 

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc2to1 

Authentication Algorithm AES-XCBC 

ESP 

Authentication Key ipv6readaesx2to1 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc1to2 

Authentication Algorithm AES-XCBC 

ESP 

Authentication Key ipv6readaesx1to2 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1                   TGT_HOST2 

     |                           | 

     |<--------------------------| ICMP Echo Request with ESP 
     |                           |      (Judgment #1) 

     |-------------------------->| ICMP Echo Reply with ESP 
     |                           |      (Judgment #2) 

 

 1. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
 2. Observe the packet transmitted by TGT_HOST2  

 3. TGT_HOST1 sends “ICMP Echo Reply with ESP” 
 4. Observe the packet transmitted by TGT_HOST1  

 5. Save the command log on TGT_HOST2 

 

NOTE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 
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If your device can send ICMP Echo Request, it can play either TGT_HOST1 or 

TGT_HOST2. In either case choose a device which can send ICMP Echo Request as 

TGT_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT_HOST2 transmits “ICMP Echo Request with ESP” 
Judgment #2 

  Step-4: TGT_HOST1 transmits “ICMP Echo Reply with ESP” 
 

 

References: 

 

RFC1851 : The ESP Triple DES Transform 

RFC2403 : The Use of HMAC-MD5-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 
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5.4.3 Tunnel Mode ESP=3DES-CBC NULL 
 

Purpose: 

 

Tunnel mode between two End-Nodes, ESP=3DES-CBC NULL 

 

 

Category: 

 

End-Node : ADVANCED (A requirement for all End-Node NUTs that support NULL as 

an authentication algorithm if you choose End-Node vs. End-Node 

Tunnel Mode) 

SGW      : N/A 

 

 

Initialization: 

 

Use common topology described as Fig.1 

Set NUT's SAD and SPD as following: 

 

    TGT_HOST2 -------------------- TGT_HOST1 

   HOST2_SA-O --------------------> HOST1_SA-I 

   HOST2_SA-I <-------------------- HOST1_SA-O 

 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc2to1 

ESP authentication NULL 

ESP authentication key  
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

 Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc1to2 

ESP authentication NULL 

ESP authentication key  

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc1to2 

ESP authentication NULL 

ESP authentication key  
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Security Policy Database (SPD) for HOST2_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-O 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc2to1 

ESP authentication NULL 

ESP authentication key  

 

Security Policy Database (SPD) for HOST2_SA-O 

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc2to1 

Authentication Algorithm NULL 

ESP 

Authentication Key  

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc1to2 

Authentication Algorithm NULL 

ESP 

Authentication Key  

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1                   TGT_HOST2 

     |                           | 

     |<--------------------------| ICMP Echo Request with ESP 
     |                           |      (Judgment #1) 

     |-------------------------->| ICMP Echo Reply with ESP 
     |                           |      (Judgment #2) 

 

 1. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
 2. Observe the packet transmitted by TGT_HOST2  

 3. TGT_HOST1 sends “ICMP Echo Reply with ESP” 
 4. Observe the packet transmitted by TGT_HOST1  

 5. Save the command log on TGT_HOST2 

 

NOTE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 
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If your device can send ICMP Echo Request, it can play either TGT_HOST1 or 

TGT_HOST2. In either case choose a device which can send ICMP Echo Request as 

TGT_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT_HOST2 transmits “ICMP Echo Request with ESP” 
Judgment #2 

  Step-4: TGT_HOST1 transmits “ICMP Echo Reply with ESP” 
 

 

References: 

 

RFC1851 : The ESP Triple DES Transform 

RFC2403 : The Use of HMAC-MD5-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 
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5.4.4 Tunnel Mode ESP=3DES-CBC HMAC-MD5 
 

Purpose: 

 

Tunnel mode between two End-Nodes, ESP=3DES-CBC HMAC-MD5 

 

 

Category: 

 

End-Node : ADVANCED (A requirement for all End-Node NUTs that support HMAC-MD5 

as an authentication algorithm if you choose End-Node vs. End-Node 

Tunnel Mode) 

SGW      : N/A 

 

 

Initialization: 

 

Use common topology described as Fig.1 

Set NUT's SAD and SPD as following: 

 

    TGT_HOST2 -------------------- TGT_HOST1 

   HOST2_SA-O --------------------> HOST1_SA-I 

   HOST2_SA-I <-------------------- HOST1_SA-O 

 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc2to1 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd52to1 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

 Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc1to2 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd51to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc1to2 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd51to2 
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Security Policy Database (SPD) for HOST2_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-O 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm 3DES-CBC 

ESP algorithm key ipv6readylogo3descbc2to1 

ESP authentication HMAC-MD5 

ESP authentication key ipv6readymd52to1 

 

Security Policy Database (SPD) for HOST2_SA-O 

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc2to1 

Authentication Algorithm HMAC-MD5 

ESP 

Authentication Key ipv6readymd52to1 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm 3DES-CBC 

Key ipv6readylogo3descbc1to2 

Authentication Algorithm HMAC-MD5 

ESP 

Authentication Key ipv6readymd51to2 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1                   TGT_HOST2 

     |                           | 

     |<--------------------------| ICMP Echo Request with ESP 
     |                           |      (Judgment #1) 

     |-------------------------->| ICMP Echo Reply with ESP 
     |                           |      (Judgment #2) 

 

 1. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
 2. Observe the packet transmitted by TGT_HOST2  

 3. TGT_HOST1 sends “ICMP Echo Reply with ESP” 
 4. Observe the packet transmitted by TGT_HOST1  

 5. Save the command log on TGT_HOST2 

 

NOTE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 



 
IPv6 FORUM TECHNICAL DOCUMENT     145   IPv6 Ready Logo Program 
  Phase 2 Test Specification 
  IPsec 

If your device can send ICMP Echo Request, it can play either TGT_HOST1 or 

TGT_HOST2. In either case choose a device which can send ICMP Echo Request as 

TGT_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT_HOST2 transmits “ICMP Echo Request with ESP” 
Judgment #2 

  Step-4: TGT_HOST1 transmits “ICMP Echo Reply with ESP” 
 

 

References: 

 

RFC1851 : The ESP Triple DES Transform 

RFC2403 : The Use of HMAC-MD5-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 
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5.4.5 Tunnel Mode ESP=AES-CBC(128-bit) HMAC-SHA1 
 

Purpose: 

 

Tunnel mode between two End-Nodes, ESP=AES-CBC(128-bit) HMAC-SHA1 

 

 

Category: 

 

End-Node : ADVANCED (A requirement for all End-Node NUTs that support 

AES-CBC(128-bit) as an encryption algorithm if you choose End-Node 

vs. End-Node Tunnel Mode) 

SGW      : N/A 

 

 

Initialization: 

 

Use common topology described as Fig.1 

Set NUT's SAD and SPD as following: 

 

    TGT_HOST2 -------------------- TGT_HOST1 

   HOST2_SA-O --------------------> HOST1_SA-I 

   HOST2_SA-I <-------------------- HOST1_SA-O 

 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP algorithm key ipv6readaesc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

 Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP algorithm key ipv6readaesc1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP algorithm key ipv6readaesc1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 
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Security Policy Database (SPD) for HOST2_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-O 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm AES-CBC(128-bit) 

ESP algorithm key ipv6readaesc2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 

 

Security Policy Database (SPD) for HOST2_SA-O 

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm AES-CBC(128-bit) 

Key ipv6readaesc2to1 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm AES-CBC(128-bit) 

Key ipv6readaesc1to2 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1                   TGT_HOST2 

     |                           | 

     |<--------------------------| ICMP Echo Request with ESP 
     |                           |      (Judgment #1) 

     |-------------------------->| ICMP Echo Reply with ESP 
     |                           |      (Judgment #2) 

 

 1. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
 2. Observe the packet transmitted by TGT_HOST2  

 3. TGT_HOST1 sends “ICMP Echo Reply with ESP” 
 4. Observe the packet transmitted by TGT_HOST1  

 5. Save the command log on TGT_HOST2 

 

NOTE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 
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If your device can send ICMP Echo Request, it can play either TGT_HOST1 or 

TGT_HOST2. In either case choose a device which can send ICMP Echo Request as 

TGT_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT_HOST2 transmits “ICMP Echo Request with ESP” 
Judgment #2 

  Step-4: TGT_HOST1 transmits “ICMP Echo Reply with ESP” 
 

 

References: 

 

RFC1851 : The ESP Triple DES Transform 

RFC2403 : The Use of HMAC-MD5-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 
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5.4.6 Tunnel Mode ESP=NULL HMAC-SHA1 
 

Purpose: 

 

Tunnel mode between two End-Nodes, ESP=NULL HMAC-SHA1 

 

 

Category: 

 

End-Node : ADVANCED (A requirement for all End-Node NUTs that support NULL as 

an encryption algorithm if you choose End-Node vs. End-Node Tunnel 

Mode) 

SGW      : N/A 

 

 

Initialization: 

 

Use common topology described as Fig.1 

Set NUT's SAD and SPD as following: 

 

    TGT_HOST2 -------------------- TGT_HOST1 

   HOST2_SA-O --------------------> HOST1_SA-I 

   HOST2_SA-I <-------------------- HOST1_SA-O 

 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP algorithm key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

 Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP algorithm key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP algorithm key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 
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Security Policy Database (SPD) for HOST2_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-O 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm NULL 

ESP algorithm key  

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 

 

Security Policy Database (SPD) for HOST2_SA-O 

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm NULL 

Key  

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm NULL 

Key  

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1                   TGT_HOST2 

     |                           | 

     |<--------------------------| ICMP Echo Request with ESP 
     |                           |      (Judgment #1) 

     |-------------------------->| ICMP Echo Reply with ESP 
     |                           |      (Judgment #2) 

 

 1. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
 2. Observe the packet transmitted by TGT_HOST2  

 3. TGT_HOST1 sends “ICMP Echo Reply with ESP” 
 4. Observe the packet transmitted by TGT_HOST1  

 5. Save the command log on TGT_HOST2 

 

NOTE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 
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If your device can send ICMP Echo Request, it can play either TGT_HOST1 or 

TGT_HOST2. In either case choose a device which can send ICMP Echo Request as 

TGT_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT_HOST2 transmits “ICMP Echo Request with ESP” 
Judgment #2 

  Step-4: TGT_HOST1 transmits “ICMP Echo Reply with ESP” 
 

 

References: 

 

RFC1851 : The ESP Triple DES Transform 

RFC2403 : The Use of HMAC-MD5-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 
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5.4.7 Tunnel Mode ESP=DES-CBC HMAC-SHA1 
 

Purpose: 

 

Tunnel mode between two End-Nodes, ESP=DES-CBC HMAC-SHA1 

 

 

Category: 

 

End-Node : ADVANCED (A requirement for all End-Node NUTs that support DES-CBC 

as an encryption algorithm if you choose End-Node vs. End-Node Tunnel 

Mode) 

SGW      : N/A 

 

 

Initialization: 

 

Use common topology described as Fig.1 

Set NUT's SAD and SPD as following: 

 

    TGT_HOST2 -------------------- TGT_HOST1 

   HOST2_SA-O --------------------> HOST1_SA-I 

   HOST2_SA-I <-------------------- HOST1_SA-O 

 

 

Security Association Database (SAD) for HOST1_SA-I 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm DES-CBC 

ESP algorithm key ides2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 
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Security Policy Database (SPD) for HOST1_SA-I  

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

 Security Association Database (SAD) for HOST1_SA-O 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm DES-CBC 

ESP algorithm key ides1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 

 

Security Policy Database (SPD) for HOST1_SA-O 

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-I 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

SPI 0x2000 

mode tunnel 

protocol ESP 

ESP algorithm DES-CBC 

ESP algorithm key ides1to2 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha11to2 
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Security Policy Database (SPD) for HOST2_SA-I  

tunnel source address TGT_HOST1_Link0 

tunnel destination address TGT_HOST2_Link1 

source address TGT_HOST1_Link0 

destination address TGT_HOST2_Link1 

upper spec any 

direction in 

protocol ESP 

mode tunnel 

 

Security Association Database (SAD) for HOST2_SA-O 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

SPI 0x1000 

mode tunnel 

protocol ESP 

ESP algorithm DES-CBC 

ESP algorithm key ides2to1 

ESP authentication HMAC-SHA1 

ESP authentication key ipv6readylogsha12to1 

 

Security Policy Database (SPD) for HOST2_SA-O 

tunnel source address TGT_HOST2_Link1 

tunnel destination address TGT_HOST1_Link0 

source address TGT_HOST2_Link1 

destination address TGT_HOST1_Link0 

upper spec any 

direction Out 

protocol ESP 

mode tunnel 
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Packets: 

 

ICMP Echo Request within ESP tunnel 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

SPI 0x1000 

Algorithm DES-CBC 

Key ides2to1 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha12to1 

Source Address TGT_HOST2_Link1 IP Header 

Destination Address TGT_HOST1_Link0 

ICMP Type 128 (Echo Request) 

 

ICMP Echo Reply within ESP tunnel 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

SPI 0x2000 

Algorithm DES-CBC 

Key ides1to2 

Authentication Algorithm HMAC-SHA1 

ESP 

Authentication Key ipv6readylogsha11to2 

Source Address TGT_HOST1_Link0 IP Header 

Destination Address TGT_HOST2_Link1 

ICMP Type 129 (Echo Reply) 

 

 

Procedure: 

 

TGT_HOST1                   TGT_HOST2 

     |                           | 

     |<--------------------------| ICMP Echo Request with ESP 
     |                           |      (Judgment #1) 

     |-------------------------->| ICMP Echo Reply with ESP 
     |                           |      (Judgment #2) 

 

 1. TGT_HOST2 sends “ICMP Echo Request with ESP” to TGT_HOST1 
 2. Observe the packet transmitted by TGT_HOST2  

 3. TGT_HOST1 sends “ICMP Echo Reply with ESP” 
 4. Observe the packet transmitted by TGT_HOST1  

 5. Save the command log on TGT_HOST2 

 

NOTE: If your device can not send ICMP Echo Request, it must play TGT_HOST1 roll. 
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If your device can send ICMP Echo Request, it can play either TGT_HOST1 or 

TGT_HOST2. In either case choose a device which can send ICMP Echo Request as 

TGT_HOST2. 

 

 

Judgment: 

 

Judgment #1 

  Step-2: TGT_HOST2 transmits “ICMP Echo Request with ESP” 
Judgment #2 

  Step-4: TGT_HOST1 transmits “ICMP Echo Reply with ESP” 
 

 

References: 

 

RFC1851 : The ESP Triple DES Transform 

RFC2403 : The Use of HMAC-MD5-96 within ESP and AH  

RFC2406 : IP Encapsulating Security Payload (ESP) 
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Appendix-A Required Data 
 

When you apply for an IPv6 Ready Logo Phase-2(IPsec) you need to submit test logs. 

In this appendix the detail requirement for the test log is described. 

 

1.1. Required Data Type 
 

As "IPv6 Ready Logo Phase-2" the following interoperability test result data 

are required. 

 

A) Topology map 
Network topology figures or address list, with IPv6 addresses and MAC 

address of each attached interfaces, are required. Fig.1 is an example 

of topology figure. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

REF-ROUTER1 
Reference Router 

PF1::/64 

PF0::/64 

TGT-HOST2 
(Target Host) 

Link-Local=fe80::aaaa 
Global=PF1::aaaa 
MAC=aa:aa:aa:aa:aa:aa 

Link0 

Link1 

PF0=3ffe:501:ffff:0000::/64 
PF1=3ffe:501:ffff:0001::/64 

Link-Local=fe80::zzzz 
Global=PF2::zzzz 
MAC=zz:zz:zz:zz:zz:zz

Link-Local=fe80::yyyy 
Global=PF2::yyyy 
MAC=yy:yy:yy:yy:yy:yy 

Link-Local=fe80::bbbb 
Global=PF1::bbbb 
MAC=bb:bb:bb:bb:bb:bb 

TGT-HOST1 
(Target Host) 
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Fig. 1 Topology map example 

 

Fig.2 is an example of address list. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2 Address List example 

 

B) Command Log  

Ping is used as default application. When you run test with ping 

application, please save the command log into individual files.  

We allow using other protocol than ICMP Echo Request and Reply. Even though 

you use other kind of application, please save the command log. 

Save the command files for each test on each node. 

 

C) Packet Capture File  
Capture all packets on each link during the test with a device that is 

not part of the test. 

Make individual tcpdump(pcap) format file for each test and link or put 

the packet dump in a readable HTML file. 

TGT_HOST1: 
 Link-Local=fe80::aaaa 

Global=PF1::aaaa 
MAC=aa:aa:aa:aa:aa:aa 

REF_ROUTER1 [Link0]: 
Link-Local=fe80::bbbb 
Global=PF1::bbbb 
MAC=bb:bb:bb:bb:bb:bb 

REF_ROUTER1 [Link1]: 
Link-Local=fe80::yyyy 
Global=PF2::yyyy 
MAC=yy:yy:yy:yy:yy:yy 

TGT_HOST2: 
Link-Local=fe80::zzzz 
Global=PF2::zzzz 
MAC=zz:zz:zz:zz:zz:zz 
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If you run tcpdump, please specify packet size as 4096. 

    e.g.,) tcpdump -i if0 -s 4096 –w 5.1.A.VendorA.Link0.dump 

 

 

D) Test Result Table  

Collect all test result tables in a file and fill the tables as required. 

This file must contain a table where all passes are clearly marked. 

 

1.2. Data file name syntax 

 

Please use following syntax in the file name.  

 

A) Topology Map 
Chapter.Section.ON.topology 

For "ON", use the Node’s vendor name which behaved as a Opposite 

side target Node(ON). 

e.g.,)  

If your device is a kind of End-Node, the name should be like 

following. 

ON: Host [vendor: VendorA, model: rHost1, version: 1.0] 

5.1. VendorA.topology. 

If your device is a kind of SGW, the name should be like following. 

ON: Router [vendor: VendorB, model: rRouter1, version: 2.0] 

5.2.VendorB.topology 

 

B) Command Results  
Chapter.Section.Sub_Section.SRC.DST.result 

For "SRC", use the vendor name on which the commands were run. If 

SRC is a Reference Host, just specify REF-Hostn as SRC. For "DST", 

use the vendor name to which the commands were run, in other word, 

destination of ping command. If SRC is a Reference Host, just specify 
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REF-Hostn as DST 

e.g.,)  

Typical Naming sample are following. 

 

5.1.1 Transport Mode ESP=3DES-CBC HMAC-SHA1 

TGT-Host1: Host [vendor: VendorA, model: rHost1, version: 1.0] 

TGT-Host2: Host [vendor: VendorB, model: rHost2, version: 2.0] 

 

5.1.1.VendorB.VendorA.result 

 

5.2.1 Tunnel Mode ESP=3DES-CBC HMAC-SHA1 

TGT-Router1: Host [vendor: VendorA, model: rHost1, version: 1.0] 

TGT-Router2: Host [vendor: VendorB, model: rHost2, version: 2.0] 

REF-Host1: Host [vendor: VendorC, model: rHost1, version: 1.0] 

REF-Host2: Host [vendor: VendorD, model: rHost2, version: 2.0] 

 

5.2.1.REF-Host2.REF-Host1.result 

 

C) Captured packet file 
Syntax:Chapter.Section.Sub_Section.ON.Link.dump 

For "Link", use the captured link name. 

For "ON", use the Node’s vendor name which behaved as a Opposite 

side target Node(ON). 

Even if the command run on a Reference Node, you should list ON’s 

vendor name rather than REF-Hostn. 

e.g.,)  

5.1.1 Transport Mode ESP=3DES-CBC HMAC-SHA1 

TGT-Host1(Your Device):  

Host [vendor: VendorA, model: rHost1, version: 1.0] 

TGT-Host2(Opposite side device):  

Host [vendor: VendorB, model: rHost2, version: 2.0] 
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5.1.A.VendorB.Link0.dump 

5.1.A.VendorB.Link1.dump 

 

D) Test Result Table 
Syntax: Vendor.table 

In this file you must make table for each sub-section. 

 

For End-Node vs. End-Node tests, following table is required. 

 VendorA(HOST) VendorB(HOST) 

Applicants_name(HOST)   

 

For End-Node vs. SGW tests, following table is required.(If your device 

is a End-Node) 

 VendorC(ROUTER) VendorD(ROUTER) 

Applicants_name(HOST)   

 

For End-Node vs. SGW tests, following table is required. (If your device 

is a SGW) 

 VendorA(HOST) VendorB(HOST) 

Applicants_name(ROUTER)   

 

For SGW vs. SGW tests, following table is required. 

 VendorC(ROUTER) VendorD(ROUTER) 

Applicants_name(ROUTER)   

 

e.g.,)  

Test result of following host. 

TAR-Host1: Host [vendor: VendorA, model: rHost1, version: 1.0] 

VendorA.table 
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1.3. Data Archive 

Please organize your data as following directory structure. 

 

$YourDeviceName_ver/ 

 Conformance/ 

 Interoperability/ 

 

Put all interoperability data file in "Interoperability" directory. 

Put all conformance Self-Test results or conformance Lab test results in 

"Conformance" directory.  

Make a tar.gz format archive file, and put all files under 

"$YourDeviceName_ver" in it. 
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