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Test

Result

v6LC.1.2.15.A

The RUT sent an ICMPv6 Parameter Problem message with an incorrect Pointer field
of Ox1 after receiving a packet with a Routing Header with an odd Header Extension
Length.

v6LC.1.2.15.E

The RUT sent a Destination Unreachable message instead of discarding the echo
request from TN2 and transmitting an ICMP Time Exceeded — Hop Limit Exceeded
message.

v6LC.1.2.15.F

The RUT sent a Destination Unreachable message instead of discarding the echo
request from TN2 and transmitting an ICMP Time Exceeded —%mit Exceeded
message.

v6LC.2.1.6.A.B

The Retransmit Timer variable could not be configured by systsm mghagement.

v6LC.2.1.18.1,K,O

After receiving a Neighbor Advertisement while in stat Rlis HABIE with certain
bits set, the NUT did not change to the new state STANE\andg’did nog tkansmit a uni-

cast Neighbor Solicitation after DELAY_EIRST| PRQBE\ T

v6LC.2.2.8.B The RUT transmitted Router Ad\%ﬁn@wﬁﬁé{i)xcbﬂxe(\i@e?{ifetime field
of 120 seconds.

v6LC.2.2.9.B The RUT transmitted Rouger AdyErtisemelts more\than ghce every 3 seconds.

v6LC.3.1.3.D,H The NUT did not send a Iiﬁrﬁe eighbon\Aljvertisement for it’s autoconfigured
link-local address;Ingicating‘that/ th idnot ignore the received DAD
Neighbor Solicitation,, D

v6LC.4.1.6.AB

The NUT djid nog iclude a Rraymenk Yieader in the Echo Reply after receiving a
_ReCket Yqo Big message, fro 1

Regards,

Do
If you have any gquestiols tast pr ures or results, please feel free to contact me via e-mail at
jtester@j61.unh.edd oK by Rhonid at §03-862-2804.

John Tester
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The following table contains the test results and their meanings.

Result Interpretation
PASS The NUT was observed to exhibit conformant behavior.
FAIL The NUT was observed to exhibit non-compliant behavior.

PASS with Com-
ments

The NUT was observed to exhibit conformant behavior, however there are additional com-
ments supplied.

The NUT was observed to exhibit behavior that is not recommended.

Refer to From the observations, a valid pass or fail could not be determined. An additional explana-

Comments tion of the situation is included.

Not Applicable The NUT does not support the technology required to perform these tests.

(N/A)

Not Available Due to testing station or time limitations, the tests could not be perfor ere performed
in a limited capacity.

Not Tested Not tested due to time constraint of the test period. ( \\ & \&

(N/T)

Borderline The observed values of the parameter is vahd@%t@n \m j\ﬁ\)
the other extreme.

Informative Results are for informative purposes qafy any| gre4ot\jlidged on\a pass or fail basis.

e

g




IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Section 1: RFC 2460

These tests are designed to verify the readiness of an IPv6 implementation vis-a-
vis the IPv6 Base specification.

Group 1: IPv6 Header

The following tests cover the fields in the basic IPv6 header.

Test # Result
v6LC.1.1.1 Version Field A PASS
Purpose: Verify that a node properly processes the Version field of received packets. \\/\ \

Comments on Test Procedure

A. TN1 transmits an ICMPv6 Echo Request to the NUT with versmn fieldgOf 4, | g&ﬁ packet
followed by a valid ICMPv6 Echo Request.

Comments on Test Results \ \ / \

A. The NUT did not crash or generate invalid pa ets” The N T es the second Echo Request from
TNZ1, with a valid version field of 6.

) mﬂ\\“) L

Test # Result

V6LC.1.1.2 ( (\_>\ \T‘Eﬂn\xd{isi\lﬁruero —End Node A PASS

Purpose: VeNfy thak3 n eperly processes the Traffic Class field of received packets and generates a valid
value in transmitte ts

Comments on Yest Procedure

A. TN1 transmits an ICMPv6 Echo Request with a Traffic Class field of 32, a non-zero value to the NUT.

Comments on Test Results

A. The NUT generated an Echo Reply. The Traffic Class field is zero. The NUT does not support a specific use
of the Traffic Class field, so the Traffic Class field in the Echo Reply is zero.

InterOperability Lab 1 IPv6 Ready Logo Program
Phase Il Test Report
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IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

v6LC.1.1.3 Traffic Class Non-Zero —Intermediate Node (Routers Only) A PASS

Purpose: Verify that a router properly processes the Traffic Class field of received packets and generates a valid
value in transmitted packets.

Comments on Test Procedure

A. TN1 transmits an ICMPv6 Echo Request with a Traffic Class field of 32, a non-zero value to TN2, with a first
hop through the RUT.

Comments on Test Results

A. The RUT forwarded the Echo Request. The Traffic Class field is passed on to TN2 unchanged e RUT does
not support a specific use of the Traffic Class field, so the Traffic Class field in the Echﬂst is{inchanged.

NN

Test # Result

v6LC.1.1.4 Flow Label Non-Zero v w A | PASS
(\\ B | PASS

Purpose: Verify that a node properly processes the Label Yiéld of récei ‘qﬁackets and generates a valid
value in transmitted packets.

Comments on Test Procedure A\ W\ r\\\ A\~
\) N

A. NUT receives Non-Zero Fl
to the NUT.

B. RUT forwards N e
Label Ox3/5£§t TNR’
N\

ansmitsan {CMPv6 Echo Request with a Flow Label of 0x34567

ly): TNL1 transmits an ICMPv6 Echo Request with a Flow
a first hop through the RUT.

Comments dn Fest\Résklts \\\)\) i

A. The NUT a eu\i,g\Eﬁho Reply. The Flow Label field is zero. The NUT does not support use of the Flow
Label field,Xhe Flow Label in the Echo Reply is zero.

B. The RUT forwarded the Echo Reply from TN1 to TN2. The RUT does not support the use of the Flow Label
field; the field is unchanged in the forwarded packet.

InterOperability Lab 2 IPv6 Ready Logo Program
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IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result
v6LC.1.1.5 Payload Length A PASS
B PASS

Purpose: Verify that a node properly processes the Payload Length field of received packets.

Comments on Test Procedure

A. Payload Length Odd: TNL1 transmits an ICMPv6 Echo Request that has an IPv6 header with a Payload Length
of 0x33 (51) to the NUT.

B. Payload Length Even: TN1 transmits an ICMPv6 Echo Request that has an IPv6 header with a Payload Length
of 0x32 (50) to the NUT.

Comments on Test Results

A. The NUT generated an Echo Reply, indicating successful processing of the packet.
B. The NUT generated an Echo Reply, indicating successful processing of the packet.

el
AN

Test # Result

v6LC.1.1.6 No Next Header after IPv6 Header \V U A PASS
N\ B | PASS

Purpose: Verify proper behavior of a node when it encounteks § Next\Header Value of 59 (no next header).

Comments on Test Procedure )\ A\
6

A. NUT Receives No Next Header: equest to the NUT, which contains an IPv6
header with a Next Header g

angmits\an Pv
VIPv equest Header following the IPv6 header.
\IYA TN transmits an ICMPv6 Echo Request containing an IPv6
header with a NextHead ) Xddress with a first hop through the RUT.

A. The NUTdid n
B. The RUT foxwgr
(the ICMPY6 Re

d\the*Echo Request to TN2. The octets after the IPv6 header with a Next Header field of 59
St octets) were unchanged.

InterOperability Lab 1 IPv6 Ready Logo Program
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IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result
veLC.1.1.7 Unrecognized Next Header A PASS
B PASS

Purpose: Verify that a node generates the appropriate response to an unrecognized or unexpected Next Header
field.

Comments on Test Procedure

A. Unrecognized Next Header in IPv6 Header (Multiple Values): TN1 transmits an ICMPv6 Echo Request to the
NUT, which has an IPv6 header with a Next Header field of 136. This is followed by a valid Echo Request,
destined for the NUT. Repeat with all unrecognized Next Header values between 137 and 254.

B. Unexpected Next Header in IPv6 Header: TN1 transmits an ICMPv6 Echo Request to the NUT, which has an
IPv6 header with a Next Header field of 0. The actual extension header that follows is a Fragment header. The
Fragment ID is 135.

Comments on Test Results c )

A. The NUT sent an ICMPv6 Parameter Problem message to TN1 with a code field of4 i ext
Header type encountered), and a pointer field of 0x06 (offset of the Next Heade figld)) sponded to
the valid Echo Requests that follow each version of the Echo Requests i & iz& t h adgrvalues.

B. The NUT sent an ICMPv6 Parameter Problem message to TN1 wjtha d IPv6 Op-
tion encountered) and a Pointer field of Ox2e (offset of the E e Frage er). The NUT

discarded the Echo Request and did not send a reply to T 1

AN

Test # Result

v6LC.1.1.8 Hop ijkt/Zeko\—:Eﬁd\dig‘\ D) A | PASS

Purpose: Verify that a node c rkecthy\processas tie NopLimit field of received packets and generates a valid value
in transmitted packetg.

Comments oprTest P\rqqécjuke\\‘ \ \\ \

A. TN1 tran(@ o Request with a Hop Limit field of zero to the NUT.

Comments on (est Results

A. The NUT generated an Echo Reply with a Hop Limit field value of greater than zero.

InterOperability Lab 1 IPv6 Ready Logo Program
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IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Test #

Result

v6LC.1.1.9

Hop Limit Decrement — Intermediate Node (Routers Only) A | PASS

Purpose: Verify that a router correctly processes the Hop Limit field of received packets and generates a valid
value in transmitted packets.

Comments on Test Procedure

A. TN1 transmits an ICMPv6 Echo Request to TN2’s Global Address with a first hop through the RUT. The Hop
Limit field is set to 15.

Comments on Test Results

A. The RUT forwarded the Echo Request to TN2 with the Hop Limit field decremented to 14.

InterOperability Lab

1 IPv6 Ready Logo Program
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IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Group 2: Extension Headers and Options

The following tests cover the processing of options and extension headers, par-
ticularly the Hop-by-Hop Options, Destination Options, and Routing headers.

Test # Result

v6LC.1.2.1 Next Header Zero A | PASS

Purpose: Verify that a node discards a packet that has a Next Header field of zero in a header other than an IPv6
header and generates an ICMPv6 Parameter Problem message to the source of the packet.

Comments on Test Procedure

A. TN1 transmits an ICMPv6 Echo Request to the NUT, which has a Hop-by-Hop Options header y# Next
Header field of zero.

Comments on Test Results N\ \ 98

A. The NUT sent an ICMPv6 Parameter Problem message to TN1 with i ni ext

) Hop Options
header). The NUT discarded the Echo Request and did M

& W

Test # Result

v6LC.1.2.2 No aylar ftel Extensiyn Header A PASS
i AL S A o e s

Purpose: Verify proper behivioNdfia\npde wherf it encounters a Next Header value of 59 (no next header).

Comments g Tess Pfopedure\\ |\ \\
> \Shg

A. End Node 1 \transtm ICMPv6 Echo Request to the NUT, which contains a Destination Options header
with a Ne ep of 59.

B. Intermediate Node (Routers Only): TN1 transmits an ICMPv6 Echo Request to TN2, which contains a Desti-
nation Options header with a Next Header of 59, with a first hop through the RUT.

Comments on Test Results

A. The NUT did not send any packets in response to the Echo Request.
B. The RUT forwarded the Echo Request to TN2 on Link A. The octets past the end of the header whose Next
Header field contains 59 are unchanged.

InterOperability Lab 2 IPv6 Ready Logo Program
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IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result
v6LC.1.2.3 Unrecognized Next Header in Extension Header — End Node A PASS
B PASS

Purpose: Verify that a node discards a packet with an unrecognized or unexpected next header in an extension
header and transmits an ICMPv6 Parameter Problem message to the source of the packet.

Comments on Test Procedure

A. Unrecognized Next Header in Extension Header (Multiple Values): TN1 transmits an IPv6 packet, which has a
Destination Options header with a Next Header field of 136, followed by a valid Echo Request to the NUT.
This is repeated with all unrecognized Next Header values between 137 and 254.

B. Unexpected Next Header in Extension Header: TN1 transmits an ICMPv6 Echo Request, which has a Destina-
tion Options header with a Next Header field of 60. The actual extension header that follows is a Fragment
header, whose offset is 0x10EO (so that the first 8 bits of this 13 bit field would be 135). The second reserved
field is 0x2 and the more bit is clear. (If processed as a Destination Options header, this would be processed as
Option Data Length equals 4.) C?

Comments on Test Results VO ) VN
\V4

Header packet (Packet A).

B. From the Next Header field in the Destination Opti 3
Destination Options header. Thus, the Fragm g iNtey as if it were an Option Type. The
NUT sent an ICMPv6 Parameter Problera Messade ! d was 2 (unrecognized IPv6 Option
encountered). The Pointer fleld 2 offsgt of the Fragment@ffset in the Fragment header). The NUT
discarded the Echo Request an £c

InterOperability Lab 1 IPv6 Ready Logo Program
Phase Il Test Report
Core Protocols




IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

veLC.1.2.4 Extension Header Processing Order A PASS
B PASS
C PASS
D PASS

Purpose: Verify that a node properly processes the headers of an IPv6 packet in the correct order.

Comments on Test Procedure

A. Destination Options Header precedes Fragment Header, Error from Destination Options Header: TN1 trans-
mits an Echo Request that has a Hop-by-Hop Options header, Destination Options header, and Fragment
header, in that order. The Destination Options header has an unknown Option Type of 135. The IPv6 header
has a Payload Length that is not a multiple of 8 octets, and the Fragment header has the M-bit set.

B. Destination Options Header precedes Fragment Header, Error from Fragment Header: TN1 transmits an
Echo Request that has a Hop-by-Hop Options header, Destination Options header, and Fragment hed¥er, in that

Length that is not a multiple of 8 octets, and the Fragment header has the M-bit set.
C. Fragment Header precedes Destination Options Header, Error from Fragment Heas

mits an Echo Request that has a Hop-by-Hop Options h

header, in that order. The IPv6 header has a Paylgad Le
header does not have the M-bit set. The Destipation’Options h

A A
Comments on Test Results ~\\ \ _~ \\\v
v

A. The NUT sent an ICMPx¥8 0 TN1 with a Code field of 2 (Unrecognized IPv6 Op-
tion Encountered of the Option type field in the Destination Options
Header). The NUT

B. The NU Broblem message to TN1 with a Code field of O (erroneous header field
encountare d pRox04 (offset of the Payload Length field in the IPv6 Header). The NUT dis-
carded th C .

C. The NUT sg Parameter Problem message to TN1 with a Code field of O (erroneous header field

encountere '
carded the 0 Request from TN1.

D. The NUT sent an ICMPv6 Parameter Problem message to TN1 with a Code field of 2 (Unrecognized IPv6 Op-
tion Encountered), and Pointer field of Ox3A (offset of the Option type field in the Destination Options
Header). The NUT discarded the Echo Request from TNL1.

InterOperability Lab 1 IPv6 Ready Logo Program
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IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

v6LC.1.2.5 Option Processing Order A PASS
B PASS
C PASS

Purpose: Verify that a node properly processes the options in a single header in the order of occurrence.

Comments on Test Procedure

A. First Option has Most Significant Bits 00,, Next has Most Significant Bits 01,: TN1 transmits an Echo Request
to the NUT that has a Destination Options header with four unknown Options. The Option Types are 7, 71,
135, and 199.

B. First Option has Most Significant Bits 00,, Next has Most Significant Bits 10,: TN1 transmits an Echo Request
to the NUT that has a Destination Options header with four unknown Options. The Option Types are 7, 135,
199, and 71.

C. First Option has Most Significant Bits 00,, Next has Most Significant Bits 11,; TN1 transmits an 0 Request
to the NUT’s Link-Local address that has a Destination Options header with four unknown Ogtions,The Op-
tion Types are 7, 199, 71, and 135.

Comments on Test Results \\ V

A. The NUT silently discarded the ICMPv6 Echo Request and did ng P k s t

B. The NUT sent an ICMPv6 Parameter Problem message to TN Wi u gnlzed IPv6 Op-
tion encountered) and a Pointer field of 0x30 (offset of tké i e nd option). The NUT
discarded the Echo Request sent by TN1 and did .

C. The NUT sent an ICMPv6 Parameter Proble i ield of 2 (unrecognized IPv6 Op-
tion encountered) and a Pointer field o } pe-field of the second option). The NUT
discarded the Echo Request sent b ﬁd di

InterOperability Lab 1 IPv6 Ready Logo Program
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IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

v6LC.1.2.6 Option Processing, Hop-by-Hop Options Header — End Node A PASS
B PASS
C PASS
D PASS
E PASS
F PASS
G PASS
H PASS

Purpose: Verify that a node properly processes both known and unknown options, and acts in accordance with the
highest order two bits of the option.

Comments on Test Procedure

Options
PadN Option: TN1 transmits an ICMPv6 Echo Request that has a Hop-by-Hop Optio
PadN Option.

Most Significant Bits 00,: TN1 transmits an ICMPv6 Echo Request that h
with an unknown Option Type of 7.

Most Significant Bits 01,: TN1 transmits an ICMPv6 Echo Req
with an unknown Option Type of 71.

Most Significant Bits 10, unicast destination: TN1 transf
Options header with an unknown Option Type 0f£43
Most Significant Bits 11, unicast destination:
Options header with an unknown Optigg
Most Significant Bits 10,, multic
address that has a Hop-by-
Most Significant Bits
address that has g Hop

ansmits an ICMPV6 Echo Request to a local multicast
an unknown Option Type of 199.

moow>»

to TNL1.
The NUT sent an|Echo Reply to TN1.
The NUT ski e unknown option and the header was processed. The NUT sent an Echo Reply to TN1.
The NUT did not generate any packets sent to TN1. The NUT discarded the Echo Request.
The NUT sent an ICMPv6 Parameter Problem message to TN1. The Code field was 2 (unrecognized IPv6 Op-
tion encountered) and the Pointer field was 0x2A (offset of the option field of Hop-by -Hop Options header).
The NUT discarded the Echo Request, and did not send and Echo Reply. The invoking Echo Request packet
contained in the Parameter Problem message did not exceed the minimum Ipvé MTU, and:

e The Source Address of the Parameter Problem Message was the same as the Destination Address in

TN1’s Echo Request Packet.

e The Destination Address was the same as the Source Address in TN1’s Echo Request Packet.

The NUT sent an ICMPv6 Parameter Problem message to TN1. The Code field was 2 (unrecognized IPv6 Op-
tion encountered) and the Pointer field was 0x2A (offset of the option field of Hop-by -Hop Options header).
The NUT discarded the Echo Request, and did not send and Echo Reply. The invoking Echo Request packet
contained in the Parameter Problem message did not exceed the minimum Ipv6 MTU, and:
e The Source Address of the Parameter Problem Message was the same as the Destination Address in
TN21’s Echo Request Packet.

e The Destination Address was the same as the Source Address in TN1’s Echo Request Packet.

InterOperability Lab 1 IPv6 Ready Logo Program
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IPv6 Ready
NUT: Device A, Release abcd
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G. The NUT sent an ICMPv6 Parameter Problem message to TN1. The Code field was 2 (unrecognized IPv6 Op-
tion encountered) and the Pointer field was 0x2A (offset of the option field of Hop-by -Hop Options header).
The NUT discarded the Echo Request, and did not send and Echo Reply. The invoking Echo Request packet
contained in the Parameter Problem message did not exceed the minimum Ipvé MTU, and:

e The Destination Address of the Parameter Problem Message was the same as the Source Address in
TN1’s Echo Request Packet.

H. The NUT did not generate any packets sent to TN1. The Echo Request was discarded, as the destination ad-

dress was multicast. The NUT did not send an ICMPv6 Parameter Problem message.
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IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result
veLC.1.2.7 Options Processing, Hop-by-Hop Options Header — Intermediate A PASS
Node (Routers Only) B PASS
C PASS
D PASS
E PASS
F PASS
G PASS
H PASS

Purpose: Verify that a router properly processes both known and unknown options, and acts in accordance with
the highest order two bits of the option.

Comments on Test Procedure

Options
PadN Option: TN1 transmits an ICMPv6 Echo Request that has a Hop-by-Hop Optio
PadN Option.

Most Significant Bits 00,: TN1 transmits an ICMPv6 Echo Request that h
with an unknown Option Type of 7.

Most Significant Bits 01,: TN1 transmits an ICMPv6 Echo Req
with an unknown Option Type of 71.
Most Significant Bits 10, unicast destination: TN1 transf
Options header with an unknown Option Type 0f£43
Most Significant Bits 11, unicast destination:
Options header with an unknown Optigg
Most Significant Bits 10,, multic
address that has a Hop-by-
Most Significant Bits
address that has g Hop

ansmits an ICMPV6 Echo Request to a local multicast
an unknown Option Type of 199.

Comments off Test Reshltg \ \\ |\ \ \}

moow>»

H.

The RUT\qust the\Echo Request to TN2.
The RUT must)fi rd the Echo Request to TN2.
The unknown option is skipped and the header is processed. The RUT must forward the Echo Request to TN2.
The RUT must not forward the Echo Request to TN2. The Echo Request is discarded.
The RUT sent an ICMPv6 Parameter Problem message to TN1. The Code field was 2 (unrecognized IPv6 Op-
tion encountered) and the Pointer field was 0x2A (offset of the option field of Hop-by -Hop Options header).
The RUT discarded the Echo Request, and did not forward it to TN2. The invoking Echo Request packet con-
tained in the Parameter Problem message did not exceed the minimum Ipv6 MTU, and:

e The Destination Address was the same as the Source Address in TN1’s Echo Request Packet.
The RUT sent an ICMPv6 Parameter Problem message to TN1. The Code field was 2 (unrecognized IPv6 Op-
tion encountered) and the Pointer field was 0x2A (offset of the option field of Hop-by -Hop Options header).
The RUT discarded the Echo Request, and did not forward it to TN2. The invoking Echo Request packet con-
tained in the Parameter Problem message did not exceed the minimum Ipvé MTU, and:

e The Destination Address was the same as the Source Address in TN1’s Echo Request Packet.
The RUT sent an ICMPv6 Parameter Problem message to TN1. The Code field was 2 (unrecognized IPv6 Op-
tion encountered) and the Pointer field was 0x2A (offset of the option field of Hop-by -Hop Options header).
The RUT discarded the Echo Request, and did not forward it to TR1. The invoking Echo Request packet con-
tained in the Parameter Problem message did not exceed the minimum Ipvé MTU.
The RUT must not forward the Echo Request to TR1. The Echo Request is discarded, as the destination ad-
dress is multicast. The RUT must not send an ICMPv6 Parameter Problem message.
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Test # Result

v6LC.1.2.8 Option Processing, Destination Options Header A PASS
B PASS
C PASS
D PASS
E PASS
F PASS
G PASS
H PASS

Purpose: Verify that a node properly processes both known and unknown options, and acts in accordance with the
highest order two bits of the option.

Comments on Test Procedure

tion, to the NUT.
C. Most Significant Bits 00,: TN1 transmits an Echo Request, that has a Destin
known Option type of 7, to the NUT.
D. Most Significant Bits 01,: TN1 transmits an Echo Request, that ha
known Option type of 71, to the NUT.

F. Most Significant Bits 11, unicast destination:
header with an unknown Option type o
G. Most Significant Bits 10p, multic
dress that has a Destination
H. Most Significant Bits
dress that has a Destinati

. c to TN1.

B. The NUT sext an|Echo Reply to TN1.

C. The unknown option in the Destination Options header was skipped and the header was processed. The NUT
sent an Echo Reply to TN1.

D. The NUT did not generate any packets sent to TN1. The Echo Request was discarded and not replied to.

E. The NUT sent and ICMPv6 Parameter Problem message to TN1 with a Code field of 2 (unrecognized IPv6
Option encountered) and a Pointer field of Ox2A (offset of the option field of Destination Options header). The
NUT discarded the Echo Request and did not send a Reply. The invoking Echo Request packet included in the
Error Message did not exceed the minimum IPv6 MTU, in addition:

e The Source Address of the Parameter Problem Message was the same as the Destination Address in
the Echo Request Packets sent from TN1.

e The Destination Address was the same as the Source Address in the Echo Request Packet sent from
TNL.

F. The NUT sent and ICMPv6 Parameter Problem message to TN1 with a Code field of 2 (unrecognized IPv6
Option encountered) and a Pointer field of Ox2A (offset of the option field of Destination Options header). The
NUT discarded the Echo Request and did not send a Reply. The invoking Echo Request packet included in the
Error Message did not exceed the minimum IPv6 MTU, in addition:

e The Source Address of the Parameter Problem Message was the same as the Destination Address in
the Echo Request Packets sent from TN1.
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e The Destination Address was the same as the Source Address in the Echo Request Packet sent from
TNL.

G. The NUT sent and ICMPv6 Parameter Problem message to TN1 with a Code field of 2 (unrecognized IPv6
Option encountered) and a Pointer field of Ox2A (offset of the option field of Destination Options header). The
NUT discarded the Echo Request and did not send a Reply. The invoking Echo Request packet included in the
Error Message did not exceed the minimum IPv6 MTU, in addition:

e The Destination Address in the Parameter Problem message was the same as the Source Address in the
Echo Request Packet sent from TN1.

H. The NUT did not generate any packets sent to TN1. The Echo Request was discarded and not replied to, since

the destination address was multicast. The NUT did not send an ICMPv6 Parameter Problem message.

Test # Result

v6LC.1.2.9 Responding to Routing Header - End Node A PASS

P
Purpose: Verify that a node properly responds to an IPv6 packet destined for it that ontain aRoytind\h&ader.

Comments on Test Procedure N\ ( (\ \\ c\\ \ \

A. Ifthe NUT is a Host, TR1 transmits a Router Advertisement to tke a M&éﬁoz::n. The
X t

he\L and A bits set. The
Router and Prefix Lifetimes are long enough such that thgy g0, nbt\expire during the test. 1f the NUT is a
router, configure a default route with TR1 as theiex} hop) ¢ if$ an Echo Request to the NUT.
Observe the packets sent by the NUT. TR1 trapseriits,a Ne isement. After an Echo Reply is re-
ceived, TR1 forwards an Echo Re t\that has\a Rouyting Headex with three segments which is destined for the
NUT.

outer List, configured a global address, and computed Reachable Time.
cho Reply to TR1, no other packets were sent, indicating the NUT’s NCE

InterOperability Lab 3 IPv6 Ready Logo Program
Phase Il Test Report
Core Protocols




IPv6 Ready
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

v6LC.1.2.10 Unrecognized Routing Type - End Node A PASS

Purpose: Verify that a node properly processes an IPv6 packet destined for it that contains a Routing header with
an unrecognized Routing Type value.

Comments on Test Procedure

A. Ifthe NUT is a Host, TR1 transmits a Router Advertisement to the all-nodes multicast address (FF02::1). The
Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. The
Router and Prefix Lifetimes are long enough such that they do not expire during the test. 1f the NUT is a
router, configure a default route with TR1 as the next hop. TR1 then transmits an Echo Request to the NUT.
Observe the packets sent by the NUT. TR1 transmits a Neighbor Advertisement. After an Echo Reply is re-
ceived, TR1 forwards an Echo Request that has a Routing Header with a Routing Type value of 33 and a Seg-
ments Left value of 0. The Echo Request is destined for the NUT.

Comments on Test Results e\
A. The NUT added TR1 to its Default Router List, configured a global address, and \ ha\N&ime.
The NUT Solicited TR1 and sent an Echo Reply to TR1, no other packets'we 1 ’s NCE
' ponded to

for TR1 is in state REACHABLE. The NUT ignored the unrecognize cgy
the Echo Request with an Echo Reply sent to TN2 with TR the first-Ropr

. © AN

Test # Result

v6LC.1.2.11 Uanzek\\i(\myd\%Wediate Node (Routers Only) A PASS
A\ \ \\

Purpose: Verify that\a rout r&p I\ pracesses-an IPv6 packet as the intermediate node that contains a Routing
header with arf untecogiiz i value.

Comments dn %Pkotﬁdﬁ(ﬁ\l\J v

A. Configure route with TR1 as the next hop. TR1 and TR2 transmit an Echo Request to the RUT. Ob-
serve the packets sent by the RUT. TR1 and TR2 transmit a Neighbor Advertisement. After an Echo Reply is
received, TNZ transmits an Echo Request that has a Routing Header with a Routing Type value of 33 and Seg-
ments Left value of 1. The Echo Request is destined for TN1 and has a first hop through the RUT.

Comments on Test Results

A. The RUT should have discarded the Echo Request from TN2 and transmitted an ICMP Parameter Problem
message, Code 0, and a pointer field of 0x2A (the offset of the Routing type field of the Routing Header) to the
global address of TN2.
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Test # Result

v6LC.1.2.12 Routing Header Reserved Field — End Node A PASS

Purpose: Verify that a node properly processes an IPv6 packet destined for it that contains a Routing header with a
non-zero Reserved field.

Comments on Test Procedure

A. Ifthe NUT is a Host, TR1 transmits a Router Advertisement to the all-nodes multicast address (FF02::1). The
Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. The
Router and Prefix Lifetimes are long enough such that they do not expire during the test. 1f the NUT is a
router, configure an address with the advertised prefix. TR1 then transmits an Echo Request to the NUT. Ob-
serve the packets sent by the NUT. TR1 transmits a Neighbor Advertisement. After an Echo Reply is received,
TR1 forwards, to the NUT, an Echo Request that has a Routing Header with a non-zero reserved field.

Comments on Test Results

1§ Time.
T’s NCE
ho Re-

A. The NUT added TR1 to its Default Router List, configured a global address, and
The NUT Solicited TR1 and sent an Echo Reply to TR1, no other packets were gent..in
tr
ply to TN2’s Global Address using TR1 as the first hop.

for TR1 is in state REACHABLE. The NUT ignored the non-zero rese@

~ o\

Test # Result

v6LC.1.2.13 Routing Heade(rsuﬁir\ed ﬁ'\elael nterkq%ﬁal;éﬁode (Routers Only) A PASS

Purpose: Verify that a routg p h))c e& an{Pv6 patket destined for it that contains a Routing header with
a non-zero Reserved field.

Comments on Test Fﬁ'obedh(rk\\ \ \\ \ \/

A. Configute It as the next hop. TR1 then transmits an Echo Request to the RUT. Observe
the packets sent 1 transmits a Neighbor Advertisement. After an Echo Reply is received, TN1
transmits an to the RUT that has a Routing header with a non-zero reserved field.

Comments on Test Results

A. The RUT Solicited TR1 and sent an Echo Reply to TR1, no other packets were sent, indicating the RUT’s NCE
for TR1 is in state REACHABLE. The RUT ignored the non-zero reserved field and forwarded the Echo Re-
quest to TR1’s Global Address. The RUT did not change the value of the reserved field when the packet was
forwarded.
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Test # Result
v6LC.1.2.14 Routing Header Processing — End Node A PASS
B PASS

Purpose: Verify that a node properly processes an IPv6 packet destined for it that contains a Routing header.

Comments on Test Procedure

Setup for each part: If the NUT is a Host, TR1 transmits a Router Advertisement to the all-nodes multicast address
(FF02::1). The Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits
set. The Router and Prefix Lifetimes are long enough such that they do not expire during the test. If the NUT
is a router, configure a default route with TR1 as the next hop. TR1 then transmits an Echo Request to the

NUT. Observe the packets sent by the NUT. TR1 transmits a Neighbor Advertisement. After an Echo Reply is
received setup is complete.

A. Header Extension Length Odd: TR1 transmits an Echo Request to the NUT that has a Routing H r with an
odd Header Extension Length value of 5.

B. Address[i] is Multicast: TN2 transmits an Echo Request to the NUT that has a Routin a ith the first

address in the Routing Header as TR1’s Solicited-Node Multicast Address. O

Comments on Test Results \\ o\ \UJ

Observations of Setup for Each Part: The NUT added TR1 to its D€ RO tQL w& global address,
and computed Reachable Time. The NUT Solicited TR1@nd seN Echo,Reply toIRY, no other packets were
sent, indicating the NUT’s NCE for TR1 is in state REAQG

A. The NUT ignored the invalid field of th der and\proce e Echo Request from TN1. The

B. The NUT ignored the |nvaI|d
NUT responded to TN1

"
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Test # Result

v6LC.1.2.15 Routing Header Processing — Intermediate Node (Routers Only) A FAIL
B PASS
C PASS
D PASS
E FAIL
F FAIL
G PASS

Purpose: Verify that a router properly processes an IPv6 packet destined for it that contains a Routing header.

Comments on Test Procedure

Setup for each part: Configure a default route with TR1 as the next hop. TR1 then transmits an Echo Request to
the RUT. Observe the packets sent by the RUT. TR1 transmits a Neighbor Advertisement. After an Echo Re-

ply is received setup is complete.

A. Header Extension Length Odd: TNZ2 transmits an Echo Request that has a Routing Hegder wikp
Extension Length value of 5. The Echo Request is destined for TN1 with the R
B. Segments Left Greater Than Number of Addresses: TN2 transmits an Echg

tined for TN1 with the RUT as the first hop.

C. Address[i] is Multicast: TN2 transmits an Echo Request th 34
Routing Header as TR1’s Solicited-Node Multicast Addkgss, TNe
RUT as the first hop. O

D. Destination is Multicast: TN2 transmits an Eg
address of the RUT’s Solicited-Node i
as the first hop.

E. Hop Limit =0: TN2 transmi
the IPv6 header. The

F. HopLimit=1: T

G. Valid Prgcessing
which isft h

ak odd Header

N\
Comments on Tes Results
1%

Observations OM for Each Part: The RUT Solicited TR1 and sent an Echo Reply to TR1, no other packets

were sent, indicating the RUT’s NCE for TR1 is in state REACHABLE.

A. The RUT discarded the Echo Request and sent an ICMPv6 Parameter Problem message to TN2’s Global Ad-

dress. The Parameter Problem message had a code field of 0, and an invalid Pointer field of Ox01.

According to RFC 2460, Section 4.4: “If the header extension length is odd, send an ICMP Parameter Problem

message, Code 0, to the Source Address, pointing to the Hdr Ext Len field, and discard the packet.”

Therefore, the RUT should have sent to TN2’s Global Address an ICMPv6 Parameter Problem message, Code

0, with a Pointer field of 0x29 (offset of the Header Extension Length field of the Routing Header).

B. The RUT discarded the Echo Request and sent an ICMPv6 Parameter Problem message to TN2’s Global Ad-
dress. The Parameter Problem message had a code field of 0, and a Pointer field of 0x2B (offset of the Seg-

ments Left field of the Routing Header).
C. The RUT discarded the Echo Request.
D. The RUT discarded the Echo Request.
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E. The RUT discarded the Echo Request and transmitted a Destination Unreachable message to TN2’s Global
Address.

According to RFC2460, Section 4.4: “If the Ipv6 Hop Limit is less than or equal to 1, send an ICMP Time Ex-
ceeded — Hop Limit Exceeded in Transit message to the Source address and discard the packet”

Therefore, the RUT should have discarded the Echo Request from TN2 and transmitted an ICMPv6 Time Ex-
ceeded — Hop Limit Exceeded in Transit Message to TN2’s Global Address.

F. The RUT discarded the Echo Request and transmitted a Destination Unreachable message to TN2’s Global
Address.

According to RFC2460, Section 4.4: “If the Ipv6 Hop Limit is less than or equal to 1, send an ICMP Time Ex-
ceeded — Hop Limit Exceeded in Transit message to the Source address and discard the packet”

Therefore, the RUT should have discarded the Echo Request from TN2 and transmitted an 1C Ime Ex-
ceeded — Hop Limit Exceeded in Transit Message to TN2’s Global Address.

G. The RUT transmitted the Echo Request to TR1 with the following values:
e |Pv6 Source Address TN2’s Global Address
e |Pv6 Destination Address TR1’s Global Address
e Hop Limit 9

Routing Header:
e Hdr. Ext. Length 6

e Routing Type
e  Segments Left
e Address[1] R
e Address[2] D G
o Addresst (\ \ T
%&Xw
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Group 3: Fragmentation

The following tests cover fragmentation in IPv6.

Test # Result

veLC.1.3.1 Fragment Reassembly A PASS
B PASS
C PASS
D PASS
E PASS
F PASS

Purpose: Verify that a node correctly reassembles fragmented packets and distinguishes between packet fragments

using the Source Address, Destination Address, and Fragment ID.

Comments on Test Procedure

A.

B.

All Fragments are Valid, reverse order: TN1 transmits 3 Fragments.
tination Address, and Fragment ID. The fragments come in reverse

Source Addresses Differ Between Fragments:
der with the correct fragment offsets. T 8 first

each packet is the same.
Destination Address Diffe

Comments on Test Results

A. The NUT transmitted an Echo Reply to TN1 in response to the reassembled Echo Request.

B. The NUT transmitted an Echo Reply to TN1 in response to the reassembled Echo Request.

C. The NUT did not transmit an Echo Reply to TN1, due to the Echo Request not being reassembled because of
different Fragment IDs. The NUT transmitted an ICMPv6 Time Exceeded Message to TN1 sixty seconds after
it received the first fragment.

D. The NUT did not transmit an Echo Reply to TN1, due to the Echo Request not being reassembled because of
different Source Addresses. The NUT transmitted an ICMPv6 Time Exceeded Message to TN1 sixty seconds
after it received the first fragment.

E. The NUT did not transmit an Echo Reply to TN1, due to the Echo Request not being reassembled because of
different Destination Addresses. The NUT transmitted an ICMPv6 Time Exceeded Message to TN1 sixty sec-
onds after it received the first fragment.

F. The NUT responded to the Echo Request from TN1.
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Test # Result

v6LC.1.3.2 Reassembly Time Exceeded A PASS
B PASS
C PASS
D PASS

Purpose: Verify that a node takes the proper actions when the reassembly time has been exceeded for a packet.

Comments on Test Procedure

A. Time Elapsed Between Fragments less than Sixty Seconds: TN1 transmits three Fragments, in normal order.
There is a 55-second delay between the transmission of the first and second fragments.

B. Time Exceeded Before Last Fragments Arrive: TN1 transmits three Fragments, in normal order. There is a 65-
second delay between the transmission of the first and second fragments.

C. Time Exceeded, Only First Fragment Received: TN1 transmits only the first of many fragments.

D. Time Exceeded, Only Second Fragment Received: TN1 transmits only the second of many frag .

Comments on Test Results < W\ 1\

A. The NUT’s reassembly timer expired just after it received the second and third ftal
Echo Reply to TN1 in response to the reassembled Echo Request.

genty, and4tansinitted an
B. The NUT’s reassembly timer expired just before it received the seechda i %
) inkiNee

not trans-
transmitted an

properties:
e The Code Field has a value of 1 (Frag

quest Packet
The Destinatig

e The unused field was initialized to zero

e The Source Address of the Packet was the same as the Global Destination Address of TN1’s Echo Re-
quest Packet
e The Destination Address was the same as the Global Source Address of TN1’s Echo Request Packet
e The size of the invoking Echo Request packet included in the Error Message did not exceed minimum
IPvé MTU.
D. The NUT did not transmit an Echo Reply or an ICMPv6 Time Exceed Message to TN1.
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Test # Result

v6LC.1.3.3 Fragment Header M-Bit Set, Payload Length Invalid A PASS

Purpose: Verify that a node takes the proper actions when it receives a fragment with the M-bit set (more frag-
ments), but which has a Payload Length that is not a multiple of 8 bytes.

Comments on Test Procedure

A. TN1 transmits an Echo Request that has a Fragment Header with the M-bit set. The Payload length is 21,
which is not a multiple of 8 octets.

Comments on Test Results -\

A. The NUT did not transmit an Echo Reply to TN1, since the fragment was discarded. Th& NU smitted an
ICMPv6 Parameter Problem message to TN1 with a Code Field of 0 (erroneous header ie@en ountar), and a
Pointer field of 0x04 (offset of the Payload Length field of the IPv6 header

(C d\v)\\)) oo

Test # Result

v6LC.1.3.4 StubFragmentHeader (é\ \ vV A PASS
N

Purpose: Verify that a node accepts theoff: ket\zero\fragmént W|\h Yh&-lore Fragments flag clear.

Comments on Test Procedure _~\ \ (\

A. TN1 transmits an Echo\R Sa rag %der with a Fragment Offset of 0 and the More Frag-
ments flag Clear.

Comments dn tIZ&LR\ES\J)B\\ WY

A. The NUT tted an Echo Reply, which did not include a fragment header, to TN1.
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Section 2: RFC 2461

These tests are designed to verify the readiness of an IPv6 implementation vis-a-
vis the Neighbor Discovery specification.
Group 1: Address Resolution and Neighbor Unreachability Detection

The following tests cover Address Resolution and Neighbor Unreachability D
tection in IPv6.

Test # Result
v6LC.2.1.1 On-link Determination A PASS
% B PASS
C PASS
D PASS

Purpose: Verify that a node correctly determines thawdestlhaﬂ |}; bn-Jfﬁk

Comments on Test Procedure P
A. Link-local Address: TN1 transmis ith \Q nk-Local source address.
B. Global Address, No Default i ho Request with TN1’s Global Address.

C. Global Address, On-link-Rrg |ts a Router Advertisement with a Prefix Length of 64,

the “L-Bit” set (0

N\
Comments on Tesy Résults™”
1>

A. The NUT senta Neighbor Solicitation with a Target Address equal to TN1’s Link-Local address, an indication
that the NUT has successfully determined that TN1 was on-link.

B. Since there were no routers on the link, the NUT considered all global addresses as being on-link. Thus, the
NUT sent a Neighbor Solicitation with a Target Address equal to TN1’s Global Address, an indication that the
NUT has successfully determined that TN1 was on-link.

C. TN2’s Global Address was covered by the on-link prefix. Hence, the NUT considered TN1’s Global Address
as on-link. The NUT sent a Neighbor Solicitation with a Target Address equal to TN1’s Global Address, an
indication that the NUT successfully determined that TN1 was on-link.

D. TN2’s Global Address was not covered by the on-link prefix. Hence, the NUT considered TN2’s Global Ad-
dress as off-link. The NUT sent a Neighbor Solicitation with a Target Address equal to TR1’s address, an indi-
cation that the NUT successfully determined that TN2 was off-link.
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Test # Result
v6LC.2.1.2 Resolution Wait Queue A PASS
B PASS

Purpose: Verify that a node properly queues packets while waiting for address resolution of the next hop.

Comments on Test Procedure

A. Single Queue: TN1 transmits an Echo Request 3 times, each time incrementing its ID. TN1 then transmits a
Neighbor Advertisement with the Router flag not set, and the Solicited and Override flags set, and a Target Ad-
dress of TN1’s Link-Local Address, in response to any Neighbor Solicitations from the NUT.

B. Multiple Queues: TN1 transmits an Echo Request 3 times, each time incrementing its 1D, followed by another
group of 4 Echo Requests, with increasing ID numbers. TN1 and TN2 transmit Neighbor Advertiséments with

the Router flag not set, and the Solicited and Override flags set, and a Target Address of ei ink-
Local Address or TN2’s Link-Local Address, in response to any Neighbor Solicitation rom t

Comments on Test Results ~ \\ V

A. The NUT transmitted a Neighbor Solicitation with a Target Add ’ Li k dress fol-
lowed by Echo Replies in response to the 3 Requests. The Ech d Iast 3 Echo Re-
quests sent by TN1 to the NUT, an indication that the qugui s while wal for address resolution
to complete was done successfully. The number.efEcho R ‘ ss\than 1.

B. The NUT transmitted a Neighbor Solicitation N1’s Link-Local address, fol-
lowed by Echo Replies in response to the 3 The Echo\Rephes corresponded to the last 3 Echo Re-
quests sent by TN1 to the NUT, 3 % ‘ packets while waiting for address resolution
to complete was done succegsfyily.(he Echg Replies was not less than 1. The NUT transmitted a
Neighbor Solicitation \with & 5S ey 2’s Link-Local address, followed by Echo Replies in
response to the 4 asts.\ TR 3 ofresponded to the last 3 Echo Requests sent by TN2 to the
NUT, an indication that th& queuiRgd of packets while waiting for address resolution to complete was done
successf@h \ i

)

Test # Result

v6LC.2.1.3 Prefix Information Option Processing, On-link Flag (Hosts Only) A | NA

Purpose: Verify that a host properly processes the on-link flag of a Prefix Information Option.

Comments on Test Procedure

A. TR1 transmits a Router Advertisement with a Lifetime of 100 seconds, Reachable time of 10 seconds, a Re-
trans Interval of 1 second, with a Valid and Preferred Prefix Lifetime of 20 seconds a prefix of TR1’s Global
Prefix and the on-link flag set. TR1 then transmits an Echo Request. TR1 does not respond to Neighbor
Solicitations from the HUT. TR1 transmits the same Router Advertisement, but with the on-link flag clear.
TR1 then transmits an Echo Request , and does not respond to Neighbor Solicitation from the HUT.

Comments on Test Results

A. This test is performed on Hosts only.
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Test # Result

veLC.2.1.4 Prefix Invalidation (Hosts Only) A | NA

Purpose: Verify that a host takes the appropriate actions when the Invalidation Timer expires for a Prefix List entry.

Comments on Test Procedure

A. TR1 transmits a Router Advertisement with a Lifetime of 100 seconds, Reachable time of 10 seconds, a Retrans
interval of 1 second, with a Valid and Preferred Prefix Lifetime of 10 seconds a Prefix of TR1’s Global Prefix
and the on-link flag set. TR1 then transmits an Echo Request to the HUT’s Link-Local address. TR1 transmits a
Neighbor Advertisement with the Router Flag clear, and the Solicited and Override flags set, in response to any
Neighbor Solicitations from the HUT. TR1 transmits the same Router Advertisement as previously, but with the

Preferred and Valid Lifetime fields set to 0. TR1 then transmits an Echo Request to the HUT’s Lipk<\pcal ad-
dress.
Comments on Test Results N\ \ V) ) O\

A. This test is performed on Hosts only. K Q\\ @\)

AR

Test # Result

V6LC.2.1.5 Host Prefix List (Hosts On}y)(/\ AN AB [ NA

Purpose: Verify that a host properly s\it3 Prefix upon\ﬁe‘m}of Prefix Information Options, which have
the on-link flag set.

Comments on Test Proceduyre\ \ ‘ \\ )\ \/\\\//

A. Prefix Lifetime ha$ nos : ansmitS a Router Advertisement with a Lifetime of 20 seconds, a Reach-
able time gf 60§ sd g apd\a Ra ime of 1 second, and no Prefix option. TR1 transmits a link-local Echo
Request t the U ansRitsta Neighbor Advertisement in response to any Neighbor Solicitations from the
HUT. TRXthen txansmits ¥le-same Router Advertisement, but with the Prefix option header, the on-link flag set
Valid and Pr t\Lifetimes of 10 seconds, and a prefix of TN1’s Global Prefix. After 8 seconds TN1 trans-
mits an Echg Reguest to the NUT’s Link-Local address, the source address is covered by the prefix advertised in

the Router Advertisement.

B. Prefix Lifetime updated by Router Advertisement; TR1 transmits a Router Advertisement with a Lifetime of 20
seconds, a Reachable time of 600 seconds and a Retrans time of 1 second, and no prefix option. TR1 transmits a
link-local Echo Request to the HUT, and transmits a Neighbor Advertisement in response to any Neighbor So-
licitations from the HUT. TR1 transmits the same Router Advertisement, but with the prefix option header, the
on-link flag set, Valid and Preferred Lifetimes of 10 seconds, and a prefix of TN1’s Global Prefix. After 8 sec-
onds, retransmit the Routing Advertisement. After 8 more seconds, TN1 transmits an Echo Request to the
NUT’s Link-Local address, the source address is covered by the prefix advertised in the Router Advertisement.

Comments on Test Results

These tests are performed on Hosts only.
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Test # Result
v6LC.2.1.6 Neighbor Solicitation Origination, Address Resolution A FAIL
B FAIL

Purpose: Verify that a node properly originates Neighbor Solicitations when trying to resolve the address of a
neighbor.

Comments on Test Procedure

A. Neighbor Solicitation Origination, Target Address Being Link-Local: If the NUT is a host, perform Common

Test Setup 1.1 with a Retransmit Interval value of 1 second. If the NUT is a router, configure the Retransmit In-
terval value to 1 second. TR1 transmits an Echo Request to the NUT and responds to Neighbor Solicitations

vertisements. Repeat with a Retransmit Interval value of 5 seconds.
Neighbor Solicitation Origination, Target Address Being Global: If the NU

from its Global Address to the NUT’s Global Ad :
peat with a Retransmit Interval value of 5 secords.

Comments on Test Results

A\
“N\\\

A

In response to Packet A
equal to TN1’s Lin
licitatfon had a Source Link-Layer Address Option. The maximum

, which is equal to MAX_MULTICAST_SOLICIT. This test could not

number of Neighbt
be repeated With a
Managem

According Y0 REC 2461, Section 6.2.1: “A router MUST allow for [Neighbor Solicitation Retransmit Interval]
to be configured by system management. [...] an implementation is not required to have [it] so long as its ex-
ternal behavior is consistent with that described in this document. [...] Some of these host variables (e.g., Cur-
HopLimit, RetransTimer, and ReachableTime) apply to all nodes including routers.”

Therefore, the NUT should have allowed for the configuration of the Neighbor Solicitation Retransmit Interval
to 5 seconds so that it transmitted Neighbor Solicitations with a Target Address equal to TN1’s Link-Local Ad-
dress at intervals of 5 seconds.

In response to Packet A (referenced above), the NUT transmitted Neighbor Solicitations with a Target Address
equal to TN1’s Link-Local Address at intervals of 1 second. The NUT transmitted no more than 1 Neighbor So-
licitation per second. Each Neighbor Solicitation had a Source Link-Layer Address Option. The maximum
number of Neighbor Solicitations was 3, which is equal to MAX_MULTICAST_SOLICIT. This test could not
be repeated with a Retransmit value of 5 seconds because that variable was unable to be configured by System
Management, and the external behavior of the device did not change.

According to RFC 2461, Section 6.2.1: “A router MUST allow for [Neighbor Solicitation Retransmit Interval]
to be configured by system management. [...] an implementation is not required to have [it] so long as its ex-
ternal behavior is consistent with that described in this document. [...] Some of these host variables (e.g., Cur-
HopLimit, RetransTimer, and ReachableTime) apply to all nodes including routers.”
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Therefore, the NUT should have allowed for the configuration of the Neighbor Solicitation Retransmit Interval
to 5 seconds so that it transmitted Neighbor Solicitations with a Target Address equal to TN1’s Global Address
at intervals of 5 seconds.

Test # Result
veLC.2.1.7 Neighbor Solicitation Origination, Reachability Confirmation A | PASS
Purpose: Verify that a node properly originates Neighbor Solicitations when trying to confirm the reachability of a
neighbor.

Comments on Test Procedure

A. If the NUT is a host, TR1 transmits a Router Advertisement to the all-nodes multicast address

is to send a Neighbor Advertisement upon rectivirg Neig i from the NUT. Wait (REACH-
ABLE_TIME * MAX_RANDOM E Nat\tr of TN1 transit to state STALE and then
transmit an Echo Request (Packet’A) i cal agdress to the NUT’s Link-Local address.

. )
Comments on Test Result§. \ \\ \\ _ / \ Y \\—

A. Inresponsetq Packe ansmitted Neighbor Solicitations with a Target Address equal to

rvals of 1 second. The NUT then transmitted 1 Neighbor Solicitation

bor Advertisement was received from TN1, the NUT sent an Echo Reply in re-
sponse to Ra . E of TN1 was set to state REACHABLE. In response to Packet A, the NUT
transmitted an Reply. After (DELAY_FIRST_PROBE_TIME) the NUT transmitted Neighbor Solicita-
tions with the MUT’s Link-Local address being the source address and TN1’s Link-Local address as the desti-
nation address. The maximum number of Neighbor Solicitations that the NUT can transmit is 3.
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Test # Result
v6LC.2.1.8 Invalid Neighbor Solicitation Handling A PASS
PASS

C PASS
D PASS
E PASS
F PASS
G PASS
H PASS

Purpose: Verify that a node takes the proper actions upon receipt of an invalid Neighbor Solicitation.

Comments on Test Procedure _\

A. Invalid Target Address: TN1 transmits a Neighbor Solicitation from its Link-Local Addr T’s

Link-Local Address the Target Address is set to the All Nodes Multicast.
B. Invalid Destmatlon Address TN1 transmits a Nelghbor Solicitation W|th 2

local Address
C. Invalid Source Link-layer Address Option: TN1 transmits.a

IIom
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3

. Option of Length 0: T

A\ N\
Comments onFest Results \ \ V |\ \\\/\ ~

A-H.The N ithat trans tx\)ﬁpackets corresponding to the Neighbor Solicitation.
MV
Test # Result
v6LC.2.1.9 Neighbor Solicitation Processing, No NCE A PASS
B PASS

Purpose: Verify that a node properly updates its neighbor cache upon receipt of neighbor solicitations when there
is no NCE exists for that neighbor.

Comments on Test Procedure

A. Unicast Neighbor Solicitation: TN1 transmits a Neighbor Solicitation (Packet A).
B. Multicast Neighbor Solicitation: TN21 transmits a Neighbor Solicitation (Packet B).

Comments on Test Results

A. The NUT created a Neighbor Cache Entry for TN1 and set the state of the Entry to STALE. The NUT replied
to the Neighbor Solicitation (Packet A) by sending a Neighbor Advertisement and set the state of the Entry to
DELAY. After DELAY_FIRST _PROBE_TIME, the NUT sent a Unicast Neighbor Solicitation to TN1.

B. The NUT should create a Neighbor Cache Entry for TN1 and set the state of the Entry to STALE. The NUT
should reply to Neighbor Solicitation B by sending a Neighbor Advertisement and set the state of the Entry to
DELAY. After DELAY_FIRST_PROBE_TIME, the NUT should send a Unicast Neighbor Solicitation to
TNL1.
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Test # Result
v6LC.2.1.10 Neighbor Solicitation Processing, NCE State INCOMPLETE A PASS
B PASS

Purpose: Verify that a node properly updates its neighbor cache upon receipt of neighbor solicitations when the
NCE of the neighbor is in state INCOMPLETE.

Comments on Test Procedure

A. Unicast Neighbor Solicitation: TN1 transmits an Echo Request (Packet A) and then TN1 transmits.a Neighbor
Solicitation (Packet B).
B. Multicast Neighbor Solicitation: TN1 transmits an Echo Request (Packet A) and then T its a
Neighbor Solicitation (Packet C).
Comments on Test Results PaNTaW YR
\%

A. The NUT created a Neighbor Cache Entry for TN1. TN1 set th I LETE. The
NUT sent a multicast Neighbor Solicitation to TN1 which-afterYeceuwriy ighber Solicitation, the
NUT sent its queued Echo Reply to TN1. The NUT then\u of\ TN1 to state STALE and updated
its link-layer address for TN1 accordingly. T hqr Solicitation (Packet B) by send-
ing a Neighbor Advertisement and set the,state
LAY_FIRST_PROBE_TIME, the

B. The NUT created a Neighbor
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Test # Result

v6LC.2.1.11 Neighbor Solicitation Processing, NCE State REACHABLE A PASS
B PASS
C PASS
D PASS

Purpose: Verify that a node properly updates its neighbor cache upon receipt of neighbor solicitations when the
NCE of the neighbor is in statt REACHABLE.

Comments on Test Procedure

A. Unicast Neighbor Solicitation with the same SLLA: TN1 transmits an Echo Request (Packet A) and then TN1

Neighbor Solicitation (Packet C) W|th a different address as the
C. Multicast Neighbor Solicitation with the same SLLA: TN1tr

TN1 transmits a solicited Neigh
ter TN1 sends out the Echo
Neighbor SoI|C|tat|on W

Comments on Test Fﬁes‘t}{\ts\ \\\ \\ \\ v

|g o e Entry for TN1 and set the state of the Entry to INCOMPLETE. The NUT
senta mu 'cast icitation to TN1, which after receiving TN1’s Neighbor Advertisement, the NUT
should sen cho Reply to TN1. The NUT then updated the NCE of TN1 to state REACHABLE
and updated\its link-layer address for TN1 accordingly. Because the NUT is in state REACHABLE, after re-
ceiving the Echo Request from TN1, the NUT sent an Echo Reply. After DELAY_FIRST_PROBE_TIME, the
NUT did not send a unicast Neighbor Solicitation to TN1. The NUT did not update the NCE of TN1, the NUT
replied to the Neighbor Solicitation (Packet C) by sending a Neighbor Advertisement. TN1 stayed in state
REACHABLE.

B. The NUT created a Neighbor Cache Entry for TN1 and set the state of the Entry to INCOMPLETE. The NUT
sent a multicast Neighbor Solicitation to TN1, which after receiving TN1’s Neighbor Advertisement, the NUT
should send its queued Echo Reply to TN1. The NUT then updated the NCE of TN1 to state REACHABLE
and updated its link-layer address for TN1 accordingly. Because the NUT is in state REACHABLE, after re-
ceiving the Echo Request from TN1, the NUT sent an Echo Reply. After DELAY_FIRST_PROBE_TIME, the
NUT did not send a unicast Neighbor Solicitation to TN1. The NUT updated the NCE of TN1 to state STALE
and updated TN1’s Link-layer address to its new Link-layer address from the received Neighbor Solicitation
(Packet C). The NUT replied to Neighbor Solicitation (Packet C) by sending a Neighbor Advertisement and set
the state of the Entry to DELAY. After DELAY_FIRST_PROBE_TIME, the NUT sent a unicast Neighbor So-
licitation to TN1 with the Target set the new Link-Layer address of TNL1.

C. The NUT created a Neighbor Cache Entry for TN1 and set the state of the Entry to INCOMPLETE. The NUT
sent a multicast Neighbor Solicitation to TN1, which after receiving TN1’s Neighbor Advertisement, the NUT
should send its queued Echo Reply to TN1. The NUT then updated the NCE of TN1 to state REACHABLE
and updated its link-layer address for TN1 accordingly. Because the NUT is in state REACHABLE, after re-
ceiving the Echo Request from TN1, the NUT sent an Echo Reply. After DELAY_FIRST_PROBE_TIME, the
NUT did not send a unicast Neighbor Solicitation to TN1. The NUT did not update the NCE of TN1, the NUT
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replied to the Neighbor Solicitation (Packet D) by sending a Neighbor Advertisement. TN1 stayed in state
REACHABLE.

D. The NUT created a Neighbor Cache Entry for TN1 and set the state of the Entry to INCOMPLETE. The NUT
sent a multicast Neighbor Solicitation to TN1, which after receiving TN1’s Neighbor Advertisement, the NUT
should send its queued Echo Reply to TN1. The NUT then updated the NCE of TN1 to state REACHABLE
and updated its link-layer address for TN1 accordingly. Because the NUT is in state REACHABLE, after re-
ceiving the Echo Request from TN1, the NUT sent an Echo Reply. After DELAY_FIRST_PROBE_TIME, the
NUT did not send a unicast Neighbor Solicitation to TN1. The NUT updated the NCE of TN1 to state STALE
and updated TN1’s Link-layer address to its new Link-layer address from the received Neighbor Solicitation
(Packet C). The NUT replied to Neighbor Solicitation (Packet C) by sending a Neighbor Advertisement and set
the state of the Entry to DELAY. After DELAY_FIRST_PROBE_TIME, the NUT sent a unic?éghbor So-

licitation to TN1 with the Target set the new Link-Layer address of TN1.
N\
Q\ L\

Test # Result

v6LC.2.1.12 Neighbor Solicitation Processing, NCE Stat \ A PASS
B PASS

C PASS

PASS

Purpose: Verify that a node properly update |ts cac )e\ce)ptfbf neighbor soI|C|tat|ons when the
NCE of the neighbor is in state STALE. e\ ?\

Comments on Test Procedure ( \\ \ \ (/\

A. Unicast Neighbor Solidjtation e SLL N1 transmits an Echo Request (Packet A) and then TN1
transmits a SO|IC ed ) i acket B). The NCE should be set to REACHABLE after TN1
sends ou JO\RSB smits another Echo Request (Packet A) and waits (REACHABLE_TIME *
MAX_RANDO éconds to transmit a Neighbor Solicitation

(Packet @

B. Unicast icitation with a different SLLA: TN1 transmits an Echo Request (Packet A) and then
TNL1 trans salicited Neighbor Advertisement (Packet B). The NCE should be set to REACHABLE after
TN1 sends s e Echo Reply. TN1 transmits another Echo Request (Packet A) and waits (REACH-
ABLE_TIME * MAX_RANDOM_FACTOR) seconds to transmit a Neighbor Solicitation with a different ad-
dress as the Source Link-layer Address (Packet C).

C. Multicast Neighbor Solicitation with the same SLLA: TN1 transmits an Echo Request (Packet A) and then
TN1 transmits a solicited Neighbor Advertisement (Packet B). The NCE should be sent to REACHABLE af-
ter TN1 sends out the Echo Reply. TN1 transmits another Echo Request (Packet A) and waits (REACH-
ABLE_TIME * MAX_RANDOM_FACTOR) seconds to transmit a Neighbor Solicitation
(Packet D).

D. Multicast Neighbor Solicitation with a different SLLA: TN1 transmits an Echo Request (Packet A) and then
TN1 transmits a solicited Neighbor Advertisement (Packet B). The NCE should be sent to REACHABLE af-
ter TN1 sends out the Echo Reply. TN1 transmits another Echo Request (Packet A) and waits (REACH-
ABLE_TIME * MAX_RANDOM_FACTOR) seconds to transmit a Neighbor Solicitation with a different ad-
dress as the Source Link-layer Address (Packet D).

Comments on Test Results

A. The NUT created a Neighbor Cache Entry for TN1 and set the state of the Entry to INCOMPLETE. The NUT
sent a multicast Neighbor Solicitation to TN1, which after receiving TN1’s Neighbor Advertisement, the NUT
should send its queued Echo Reply to TN1. The NUT then updated the NCE of TN1 to state REACHABLE
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and updated its link-layer address for TN1 accordingly. Because the NUT is in state REACHABLE, after re-
ceiving the Echo Request from TN1, the NUT sent an Echo Reply. After DELAY_FIRST_PROBE_TIME, the
NUT did not send a Unicast Neighbor Solicitation to TN1. The NUT should update the NCE of TN1 to state
STALE, and after transmitting the Neighbor Solicitation (Packet C), the NUT did not update its NCE and the
NUT stayed in state STALE. The NUT replied to the Neighbor Solicitation by sending a Neighbor Advertise-
ment and set the state of the TN1’s Entry to DELAY. After DELAY_FIRST_PROBE_TIME, the NUT sent a
unicast Neighbor Solicitation to TN1.

B. The NUT created a Neighbor Cache Entry for TN1 and set the state of the Entry to INCOMPLETE. The NUT
sent a multicast Neighbor Solicitation to TN1, which after receiving TN1’s Neighbor Advertisement, the NUT
should send its queued Echo Reply to TN1. The NUT then updated the NCE of TN1 to state REACHABLE
and updated its link-layer address for TN1 accordingly. Because the NUT is in state REACHABL.E after re-

ceiving the Echo Request from TN1, the NUT sent an Echo Reply. After DELAY_FIRST_PRE FIME, the
NUT did not send a Unicast Neighbor Solicitation to TN1. The NUT should update the I \ to state
STALE, and the NUT should update TN1’s Link-Layer address to its new Link-Layer & e re-
ceived Neighbor Solicitation (Packet C). The NUT did not update the NCE of TN 1 any §t STALE
The NUT replied to the Neighbor Solicitation by sending a Neighbor Advefti -Layer
address and set the state of the TN1’s Entry to DELAY. After DE e NUT sent
a unicast Neighbor Solicitation to TN1 using the new link-layer §

C. The NUT created a Neighbor Cache Entry for TN1 and sg OMPLETE. The NUT
sent a multicast Neighbor Solicitation to TN1, whi ’s\Neighbor Advertisement, the NUT

and updated its link-layer address for T Il A F'is in state REACHABLE, after re-
ceiving the Echo Request from TN : After DELAY_FIRST_PROBE_TIME, the
NUT did not send a Unicast N . Tbe NUT should update the NCE of TN1 to state
STALE, and after transmitti (Packet D), the NUT did not update its NCE and the

NUT stayed in state STA q the Neighbor Solicitation by sending a Neighbor Advertise-
ment and set the §tatg o AY. After DELAY_FIRST_PROBE_TIME, the NUT sent a
unicast i

D. The NU ntry for TN1 and set the state of the Entry to INCOMPLETE. The NUT
sent a mu\ticast iCitation to TN1, which after receiving TN1’s Neighbor Advertisement, the NUT
should send 0 Reply to TN1. The NUT then updated the NCE of TN1 to state REACHABLE
and updateq its’link<tayer address for TN1 accordingly. Because the NUT is in state REACHABLE, after re-
ceiving the Beho Request from TN1, the NUT sent an Echo Reply. After DELAY_FIRST_PROBE_TIME, the

NUT did not send a Unicast Neighbor Solicitation to TN1. The NUT should update the NCE of TN1 to state
STALE, and the NUT should update TN1’s Link-Layer address to its new Link-Layer address from the re-
ceived Neighbor Solicitation (Packet D). The NUT did not update the NCE of TN1 and stayed in state STALE.
The NUT replied to the Neighbor Solicitation by sending a Neighbor Advertisement to TN1’s new Link-Layer
address and set the state of the TN1’s Entry to DELAY. After DELAY_FIRST_PROBE_TIME, the NUT sent
a unicast Neighbor Solicitation to TN1 using the new link-layer address as the Target.
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Test # Result

v6LC.2.1.13 Neighbor Solicitation Processing, NCE State PROBE A PASS
B PASS
C PASS
D PASS

Purpose: Verify that a node properly updates its neighbor cache upon receipt of neighbor solicitations when the
NCE of the neighbor is in state Probe.

Comments on Test Procedure

A. Unicast Neighbor Solicitation with the same SLLA: TN1 transmits an Echo Request (Packet A) to th

NUT and

D. Multicast Nelghbor Solicitation
and also transmits a Neighb
from the NUT. The N
LAY _FIRST P

astheSoALm \Ii

Comments dn F&st | Rks\ﬂts\\\}\) v

A. The NUT yptajed the NCE of TN1 to state STALE. After receiving the Echo Request from TN1, the NUT
sent an Echg Reply and entered state DELAY. After DELAY_FIRST_PROBE_TIME, the NUT transitioned to
state PROBE by sending a unicast Neighbor Solicitation to TN1. The NUT did not update the state of TN1’s
NCE and stayed in state PROBE. The NUT retransmitted its unicast Neighbor Solicitation (Packet C) to TN1.

B. The NUT updated the NCE of TN1 to state STALE. After receiving the Echo Request from TN1, the NUT
sent an Echo Reply and entered state DELAY. After DELAY_FIRST_PROBE_TIME, the NUT transitioned to
state PROBE by sending a unicast Neighbor Solicitation to TN1. The NUT did not update the state of TN1’s
NCE and stayed in state PROBE. The NUT updated TN1’s Link-layer address to its new link-layer address
from the received Neighbor Solicitation (Packet C) and then updated the state of TN1’s NCE to STALE. The
NUT replied to the Neighbor Solicitation by sending a Neighbor Advertisement using TN1’s new Link-Layer
address and set the state of the TN1’s Entry to DELAY. After DELAY_FIRST_PROBE_TIME, the NUT sent
a unicast Neighbor Solicitation to TN1 using the new Link-layer address as the Target.

C. The NUT updated the NCE of TN1 to state STALE. After receiving the Echo Request from TN1, the NUT
sent an Echo Reply and entered state DELAY. After DELAY_FIRST_PROBE_TIME, the NUT transitioned to
state PROBE by sending a unicast Neighbor Solicitation to TN1. The NUT did not update the state of TN1’s
NCE and stayed in state PROBE. The NUT retransmitted its unicast Neighbor Solicitation (Packet D) to TN1.

D. The NUT updated the NCE of TN1 to state STALE. After receiving the Echo Request from TN1, the NUT
sent an Echo Reply and entered state DELAY. After DELAY_FIRST_PROBE_TIME, the NUT transitioned to
state PROBE by sending a unicast Neighbor Solicitation to TN1. The NUT did not update the state of TN1’s
NCE and stayed in state PROBE. The NUT updated TN1’s Link-layer address to its new link-layer address
from the received Neighbor Solicitation (Packet D) and then updated the state of TN1’s NCE to STALE. The
NUT replied to the Neighbor Solicitation by sending a Neighbor Advertisement using TN1’s new Link-Layer
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address and set the state of the TN1’s Entry to DELAY. After DELAY_FIRST_PROBE_TIME, the NUT sent
a unicast Neighbor Solicitation to TN1 using the new Link-layer address as the Target.

Test # Result

veLC.2.1.14 Neighbor Solicitation Processing, Anycast (Routers Only) A | PASS

Purpose: Verify that a router properly processes a Neighbor Solicitation for an anycast address.

Comments on Test Procedure

A. TN1 transmits a Neighbor Solicitation to the RUT’s Subnet-Router anycast address.

Comments on Test Results \ O \ \ \
v

A. The RUT should responds to TN1 by sending a Neighbor Advertiseme
MAX_ANYCAST_DELAY_TIME after it receives the Neighbor Sefigi at@n
tisement should contain a value of 0 in the override flag field

A AUV NN

Test # Result

PASS

PASS

PASS

PASS

PASS

PASS

O|mim|olO|m|>

v6LC.2.1.15 Invalid Neighbor AWM\E\)\/

PASS

Purpose: Vexify that &1 node h‘k,és\fﬁe proper actions upon receipt of an invalid Neighbor Advertisement.

Commentson\;esq Prpcedine

\/

A. NUT receivesinvalid NA (Solicited Flag ==1): TN1 transmits an Echo Request to the NUT. TNL1 transmits
Neighbor Advertisement (Packet A) with the Solicited flag set to 1.

B. NUT receives invalid NA (Hop Limit == 254): TNL1 transmits an Echo Request to the NUT. TN1 transmits

Neighbor Advertisement (Packet A) with the Hop Limit set to 254.

NUT receives invalid NA (Invalid Checksum): TN1 transmits an Echo Request to the NUT. TN1 transmits

Neighbor Advertisement (Packet A) with an invalid checksum.

NUT receives invalid NA (ICMP code! = zero): TN1 transmits an Echo Request to the NUT. TN1 transmits

Neighbor Advertisement (Packet A) with the ICMP code set to 1.

E. NUT receives invalid NA (ICMP length < 24 octets): TN1 transmits an Echo Request to the NUT. TN1
transmits Neighbor Advertisement (Packet A) with the ICMP length set to 16.

F. NUT receives invalid NA (target == multicast address): TN1 transmits an Echo Request to the NUT. TN1
transmits Neighbor Advertisement (Packet A) with the Target Address set to the solicited multicast of TN1’s
Link-Local address.

G. NUT receives invalid NA (option length ==zero): TNL1 transmits an Echo Request to the NUT. TNL1 transmits
Neighbor Advertisement (Packet A) with the Option length set to 0.

o O

Comments on Test Results

A. The NUT transmitted a Neighbor Solicitation to TN1’s solicited-node multicast address. The NUT then
transmitted a Neighbor Solicitation to TN1’s solicited-node multicast address.

InterOperability Lab 13 IPv6 Ready Logo
Phase Il Test Report
Core Protocols




IPv6Ready Phasell Base Specification
NUT: Device A, Release abcd
Date: March 18, 2005

B. The NUT transmitted a Neighbor Solicitation to TN1’s solicited-node multicast address. The NUT then ig-
nored the Neighbor Advertisement sent by TN1 and continued to transmit Neighbor Solicitations to TN1’s so-
licited-node multicast address.

C. The NUT transmitted a Neighbor Solicitation to TN1’s solicited-node multicast address. The NUT then ig-
nored the Neighbor Advertisement sent by TN1 and continued to transmit Neighbor Solicitations to TN1’s so-
licited-node multicast address.

D. The NUT transmitted a Neighbor Solicitation to TN1’s solicited-node multicast address. The NUT then ig-
nored the Neighbor Advertisement sent by TN1 and continued to transmit Neighbor Solicitations to TN1’s so-
licited-node multicast address.

E. The NUT transmitted a Neighbor Solicitation to TN1’s solicited-node multicast address. The NUT then ig-
nored the Neighbor Advertisement sent by TN1 and continued to transmit Neighbor Solicitations tg AN1’s so-
licited-node multicast address.

F. The NUT transmitted a Neighbor Solicitation to TN1’s solicited-node multicast address. then ig-

licited-node multicast address.
G. The NUT transmitted a Neighbor Solicitation to TN1’s solicited-node m
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Test # Result

v6LC.2.1.16 Neighbor Advertisement Processing, No NCE A PASS
B PASS
C PASS
D PASS
E PASS
F PASS
G PASS
H PASS

Purpose: Verify that a node silently discards a Neighbor Advertisement if the target does not have a Nejghbor

Cache entry. /lg

Comments on Test Procedure ~\ . O

A. Receiving NA with S=0, O =0, and TLLA: TR1 transmits Neighbor Advertisenient {P c@ igh after

TN1 transmits an Echo Request to the NUT.
B. Receiving NAwith S =0, 0 =1, and TLLA: hich after

TN1 transmits an Echo Request to the NUT.
Receiving NAwithS=1, 0 =0, and TLLA: itsNel . isemaqt (Packet C), which after
TN1 transmits an Echo Request to the NUT.
Receiving NAwithS=1,0 =1, and TLLA:
TN1 transmits an Echo Request to the NUT.

o O

G. Receiving NA wi
the Target ik-I

Comments on Jast Rekults
NN

A-H. For each part, after receiving the Neighbor Advertisement from TN1, the NUT did not transmit any packets
and no NCE’s be created for TR1. After receiving the Echo Request from TN1, the NUT created a Neighbor
Cache Entry for TN1 and set the state of the Entry to INCOMPLETE. The NUT sent a multicast Neighbor
Solicitation to TN1.
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Test # Result

veLC.2.1.17 Neighbor Advertisement Processing, NCE State INCOMPLETE A PASS
B PASS
C PASS
D PASS
E PASS

Purpose: Verify that a node properly updates its Neighbor Cache from the INCOMPLETE state upon receipt of a
Neighbor Advertisement.

Comments on Test Procedure

A. Receiving NAwith S=1and O = 1: TN1 transmits an Echo Request to the NUT’s Link- Local aetdress. Fol-
lowing the Echo Request, after observing traffic transmitted by the NUT, TN1 transmits a Neiy
tisement with both the Solicited and Override flags set. Observe both the packets tran i by the\NUT and
the NCE of TN1 on the NUT. TNL1 then transmits an Echo Request. Lastly, aga S 8 pa
transmitted by the NUT and the NCE of TN1 on the NUT.

B. Receiving NA with S=1and O = 0: TNL1 transmits an Echo Requesttg
lowing the Echo Request, after observing traffic transmitted by th

tisement with the Solicited flag set, and the Override flag cle

Re'NUT’s Link-Local address. Fol-
, TN1 transmits a Neighbor Adver-

Receiving Db out Target Link-Layer Address Option: TN1 transmits an Echo Request to the NUT’s Link-
Local addre ollowing the Echo Request, after observing traffic transmitted by the NUT, TN1 transmits a
Neighbor Advertisement without any Target Link-Layer Address Option. Lastly, again observe both the pack-
ets transmitted by the NUT and the NCE of TN1 on the NUT.

Comments on Test Results

A. After it received the Echo Request from TN1, the NUT created a Neighbor Cache Entry for TN1 and set the
state of the Entry to INCOMPLETE. The NUT sent a multicast Neighbor Solicitation to TN1. After it re-
ceived the Neighbor Advertisement from TN1, the NUT sent the queued Echo Reply to TN1 and updated its
NCE for TN1 with the received Target Link-layer Address and changed the state of the NCE to REACH-
ABLE. The NUT sent only an Echo Reply to TN1 since the NUT is in state REACHABLE. After DE-
LAY_FIRST_PROBE_TIME, the NUT did not send a unicast Neighbor Solicitation to TN1.

B. After it received the Echo Request from TN1, the NUT created a Neighbor Cache Entry for TN1 and set the
state of the Entry to INCOMPLETE. The NUT sent a multicast Neighbor Solicitation to TN1. After it re-
ceived the Neighbor Advertisement from TN1, the NUT sent the queued Echo Reply to TN1 and updated its
NCE for TN1 with the received Target Link-layer Address and changed the state of the NCE to REACH-
ABLE. The NUT sent only an Echo Reply to TN1 since the NUT is in statte REACHABLE. After DE-
LAY_FIRST PROBE_TIME, the NUT did not send a unicast Neighbor Solicitation to TN1.

C. After it received the Echo Request from TN1, the NUT created a Neighbor Cache Entry for TN1 and set the
state of the Entry to INCOMPLETE. The NUT sent a multicast Neighbor Solicitation to TN1. After it re-
ceived the Neighbor Advertisement from TN1, the NUT sent the queued Echo Reply to TN1 and updated its
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NCE for TN1 with the received Target Link-layer Address and changed the state of the NCE to STALE. The
NUT sent only an Echo Reply to TN1 since the NUT is in state STALE. After DE-
LAY_FIRST _PROBE_TIME, the NUT sent a unicast Neighbor Solicitation to TN1.

D. After it received the Echo Request from TN1, the NUT created a Neighbor Cache Entry for TN1 and set the
state of the Entry to INCOMPLETE. The NUT sent a multicast Neighbor Solicitation to TN1. After it re-
ceived the Neighbor Advertisement from TN1, the NUT sent the queued Echo Reply to TN1 and updated its
NCE for TN1 with the received Target Link-layer Address and changed the state of the NCE to STALE. The
NUT sent only an Echo Reply to TN1 since the NUT is in state STALE. After DE-
LAY_FIRST_PROBE_TIME, the NUT sent a unicast Neighbor Solicitation to TN1.

E. After it received the Echo Request from TN1, the NUT created a Neighbor Cache Entry for TN1 and set the
state of the Entry to INCOMPLETE. The NUT sent a multicast Neighbor Solicitation to TN1. The.NUT ig-
nored the NA transmitted by TN1. There was no change in the neighbor cache for TN1 as it Id stay in
state INCOMPLETE. The NUT continued to send multicast Neighbor Solicitations to('DNi\

()

InterOperability Lab 17 IPv6 Ready Logo
Phase Il Test Report
Core Protocols




IPv6Ready Phasell Base Specification
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

v6LC.2.1.18 Neighbor Advertisement Processing, NCE State REACHABLE PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

FAIL

PASS

FAIL

PASS

PASS

PASS

FAIL

o|0|1Z|IZ|r|R|e|—|T|@|M|mM|TO|w|>

aﬂﬁi

Purpose: Verify that a node properly updates its Neighbor }Y\Q\@E\ %’HAB\EAtate upon receipt of a

Neighbor Advertisement. /\
Comments on Test Procedure V & \ AL

N Solicited Update Link-
Destination flag /\mi\h? \(a New State Layer Address Part

Unicast cleak | \[\\ de r\ N REACHABLE no A
Unicast ckza(\\\ \\ &6t \ none REACHABLE no B
Unicast |  \s& W\ |\ \\clear Y| none REACHABLE no C
Unicast. > [ N\ e W\ [\ \ none REACHABLE no D
Unicas—[| Ltlea\ \\D ~ clear same REACHABLE no E
Unicast___ }\| cefead™” set same REACHABLE no F
Unicasgt\) [J | set clear same REACHABLE no G
Unicasi\_/ set set same REACHABLE no H
Unicast clear clear different STALE no [
Unicast clear set different STALE yes J
Unicast set clear different STALE no K
Unicast set set different REACHABLE yes L
Multicast clear clear same REACHABLE no M
Multicast clear set same REACHABLE no N
Multicast clear clear different STALE no )
Multicast clear set different STALE yes P

A. TNL1 transmits an Echo Request to the NUT’s Link-Local address. Observe the packets transmitted by the
NUT and the NCE of TN1. TNL1 then transmits a solicited Neighbor Advertisement to the NUT. Again, ob-
serve the packets transmitted by the NUT and the NCE of TN1. TN1 then transmits a Neighbor Advertisement
with fields set according to Part A in the above table. TN1 transmits an Echo Request. Check The NCE of
TN! On the NUT and observe the packets transmitted by the NUT. Perform the common cleanup procedure,
and repeat this procedure 15 times for Parts B through P, according to the table above.
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Comments on Test Results

A. The NUT created a Neighbor Cache Entry for TN1 and set the state of the entry to INCOMPLETE, after it
received the first Echo Request. This caused the NUT to send a multicast Neighbor Solicitation to TN1. After
the first Neighbor Advertisement was received, the NUT went to state REACHABLE. Therefore, it replied
and, after DELAY_FIRST_PROBE_TIME, the NUT did not send a unicast Neighbor Solicitation to TN1. Af-
ter the NUT received the test Neighbor Advertisement according to the table above, and an Echo Request from
TN1, it updated the state of TN1’s NCE and the LLA according to the table. After receiving the second Echo
Request, the NUT reacted as follows:

Parts A-H and L-N to REACHABLE
After receiving the Echo Request from TN1, the NUT should send an Echo Reply. er
DELAY_FIRST_PROBE_TIME, the NUT should not send a unicast Neighbor {
tion to TN1.

Part L
The NUT’s Echo Reply should be sent to the new updated lin
dress of TN1.

A\ (\) ﬁz\) ai\v
Parts J and P to STALE /\Y é\\ / \ ) v

The NUT’s Echo Reply should be sentt the n r destination ad-
dress of TN1. The Nelghbor SoI|C|t fn should h r address in the
Target field.

T sent@n hokeély After DELAY_FIRST_PROBE_TIME, the

I,K,O. After receiving the Echo Reg est thg

NUT did not transmit a unich olicitation to YN1, indicating that the NUT did not enter state
STALE

According1o A.5\ When a Neighbor Cache Entry is in state REACHABLE, the entry
should b¢ ghs > EAipon receiving a Neighbor Advertisement based upon the Solicited and
Override A &l\ Oy YOt the new Link Local Address is equal to the previously cached value.
Therefore, { o NUT was in state REACHABLE after receiving the Neighbor Advertisement with certain
bits set, the Neighbor Cache Entry should have been updated to state STALE.
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Test # Result

v6LC.2.1.19 Neighbor Advertisement Processing, NCE State STALE PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

{ PASS

o|0|1Z|IZ|r|R|e|—|T|@|M|mM|TO|w|>

PASS
PASS
PASS

Purpose: Verify that a node properly updates its Neighbor Cfﬁﬁ \I@WCKE state_updn recelpt ofa

Neighbor Advertisement. /\
Comments on Test Procedure 2\ AW\
\_—
S Solicited ~ Overrid \NX\N> Update Link-
Destination flag /\ ﬂ i\ x\?\ State LaF;/er Address Part
Unicast clearm\ \_na\e _f  STALE no A
Unicast | _~clefr,\ \\\\:et/ nght” STALE no B
Unicast || “set\ \ \ \\ &/&ar | “"none REACHABLE no C
Unigast \ || Nsat \ W |\ et} none REACHABLE no D
UnitastZ_ | | \teax \ \\ | ttear same STALE no E
Unicest  \ | clear\\f  set same STALE no F
Unicash ) []| lset” clear same REACHABLE no G
UnicaS{_ " set set same REACHABLE no H
Unicast clear Clear different STALE no |
Unicast clear set different STALE yes J
Unicast set Clear different STALE no K
Unicast set set different REACHABLE yes L
Multicast clear clear same STALE no M
Multicast Clear set same STALE no N
Multicast Clear clear different STALE no 0]
Multicast clear set different STALE yes P

A. TNL1 transmits an Echo Request to the NUT’s Link-Local address. Observe the packets transmitted by the
NUT and the NCE of TN1. TN1 then transmits a solicited Neighbor Advertisement to the NUT. Again, ob-
serve the packets transmitted by the NUT and the NCE of TN1. Wait (REACHABLE_TIME *
MAX_RANDOM_FACTOR) seconds, and again check the NCE of TN1 on the NUT. TN1 then transmits a
Neighbor Advertisement with fields set according to Part A in the above table. TN1 transmits an Echo Re-
quest. Check The NCE of TN1 on the NUT and observe the packets transmitted by the NUT. Perform the
common cleanup procedure, and repeat this procedure 15 times for Parts B through P, according to the table
above.
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Comments on Test Results

A. The NUT created a Neighbor Cache Entry for TN1 and set the state of the entry to INCOMPLETE, after it
received the first Echo Request. This caused the NUT to send a multicast Neighbor Solicitation to TN1. After
the first Neighbor Advertisement was received, the NUT went to state REACHABLE. Therefore, it replied
and, after DELAY_FIRST_PROBE_TIME, the NUT did not send a unicast Neighbor Solicitation to TN1. Af-
ter waiting (REACHABLE_TIME * MAX_RANDOM_FACTOR) seconds the NUT transitioned to state
STALE. After the NUT received the test Neighbor Advertisement according to the table above, and an Echo
Request from TN1, it updated the state of TN1’s NCE and the LLA according to the table. After receiving the
second Echo Request, the NUT reacted as follows:

Parts C,D,G,H and L to REACHABLE
After receiving the Echo Request from TN1, the NUT should send an Echo Re
DELAY_FIRST_PROBE_TIME, the NUT should not send a unicast Nei
tion to TN1.

Part L
The NUT’s Echo Reply should be sent to the new update —I@e
dress of TN1.

Parts A,B,E,F,I-K, and M-P to STALE _, ﬁ\\\\é\ ( e

After receiving the Echo Request fro , the m&d Echo Reply. After
DELAY_FIRST_PROBE_TIME, the\NtT should s€nd Neighbor Solicitation
to TN1.

Parts Jand P

TheNUTsEco eI 5@
dress of TN1. i
Target eI

0 the mew updated link-layer destination ad-
ould use the new link-layer address in the

Ww
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Test# Result
v6LC.2.1.20 Neighbor Advertisement Processing, NCE State PROBE A PASS
B PASS
C PASS
D PASS
E PASS
F PASS
G PASS
H PASS
[ PASS
J PASS
K PASS
L PASS
M PASS
N PASS
0 0 PASS
P PASS
Purpose: Verify that a node properly updates its Neighbor e f T (@) stétwpén receipt of a
Neighbor Advertisement. /\ )
Comments on Test Procedure \ \\/\
N Solicited W Update Link-
Destination flag /\Mi\ \(@\ State La‘;/er Address Part
Unicast cleaf\ | | \ c ar PROBE no A
Unicast  [~\cléan, \\ \ /ndne PROBE no B
Unicast. || , sed \ 1 I\ \c‘lea‘t{ none REACHABLE no C
Uni€ast > [| \sat\ \ \\\ none REACHABLE no D
Unita | Yeleax\ \N} Tclear same PROBE no E
Unicast— |\ | effe®” set same PROBE no F
Unicas®\J [] | Jset clear same REACHABLE no G
Unicast_ set set same REACHABLE no H
Unicast clear clear different PROBE no I
Unicast clear set different STALE yes J
Unicast set clear different PROBE no K
Unicast set set different | REACHABLE yes L
Multicast clear clear same PROBE no M
Multicast clear set same PROBE no N
Multicast clear clear different PROBE no )
Multicast clear set different STALE yes P

A. TN1 transmits an Neighbor Advertisement to the NUT’s Link-Local address, only the Override flag is set, and
the target address is TN1’s Link-Local address. TN1 then transmits a link-local Echo Request to the NUT.
Check the NCE of the NUT and observe the packets being transmitted by the NUT. After waiting (DE-
LAY_FIRST_PROBE_TIME) seconds, recheck the NCE and again observe the packets being transmitted
NUT. TNL1 then transmits a Neighbor Advertisement with fields set according to Part A in the above table.
TN1 also transmits an Echo Request, however, only in parts C, D, G, H, J, L, P. Again check the NCE of TN1
on the NUT and also observe the packets being transmitted by the NUT. Perform the common cleanup proce-
dure and repeat this procedure fifteen times for parts B through P.

Comments on Test Results
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A. The NUT created a Neighbor Cache Entry for TN1 and set the state of the entry to STALE, after it received
the first Neighbor Advertisement. It replied to the first Echo Request and transitioned to state DELAY. After
waiting (DELAY_FIRST_PROBE_TIME) seconds the NUT transitioned to state PROBE, and transmitted a
unicast Neighbor Solicitation to TN1. After the NUT received the test Neighbor Advertisement according to
the table above, and possibly also an Echo Request from TN1, it updated the state of TN1’s NCE and the LLA
according to the table, and the NUT reacted as follows:

Parts C,D,G,H and L to REACHABLE
After receiving the Echo Request from TN1, the NUT should send an Echo Reply. After
DELAY_FIRST_PROBE_TIME, the NUT should not send a unicast Neighbor Solicita-

tion to TN1.
Part L

The NUT’s Echo Reply should be sent to the new updated link-layer destinal 'or@i—
dress of TN1. /L\

Parts J and P to STALE /\(\ Q\\\ \\\

After receiving the Echo Request from TN1, the NUT sfiou ha Beply\ After
DELAY_FIRST_PROBE_TIME, the NUT sho se €8S N gh r Sojicitation
to TNL1.

The NUT’s Echo Reply should be sefit tg the ne u ated\h r destination ad-
dress of TN1. The Neighbor Sglicitatjogshuld usethe Re link=-layer address in the
Target field.

Parts ABEF,LK, @N@IO&?

| The NUT shoﬁld\iénq a ynicast l\‘\ehjﬁbb;k%lcnatlon to TNL.

\\\\\ T

S
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Test # Result

veLC.2.1.21 Neighbor Advertisement Processing, R-bit Change (Hosts Only) A-D | N/A

Purpose: Verify that a host takes appropriate actions when a neighbor who is a router starts transmitting Neighbor
Advertisements with the Router flag clear.

Comments on Test Procedure

Setup for each part: Configure a default route with TR1 as the next hop. TR1 then transmits an Echo Request to
the RUT. Observe the packets sent by the RUT. TR1 transmits a Neighbor Advertisement. After an Echo Re-
ply is received setup is complete.

A. TR1 transmits a Router Advertisement without a Source Link-layer Address Option and the follgwing values:
Router Lifetime = 20 seconds; Reachable Time = 100 seconds Retransmit Interval = 1 second; Pre X

B. TR1 transmits a Router Advertisement without a Source Li afollowing values:
Router Lifetime = 20 seconds; Reachable Time = 100 se ; Retrd ‘ econd; Prefix = TR1’s
Global Prefix. TN1 then transmits an Echo Reques Global Address. Observe the
packets sent by the HUT. TR1 responds to any N e HUT with a Neighbor Adver-
tisement with the Router, Solicited, and e"packets sent by the HUT. TRL1 trans-
mits a Neighbor Advertisement, wh 9 . gauT transmits an Echo Request. Observe the

packets sent by the HUT. Pg

TR1 transigits’a Retter Advertisement without a Source Link-layer Address Option and the following values:
Router LifetinTé = 20 seconds; Reachable Time = 100 seconds; Retransmit Interval = 1 second; Prefix = TR1’s
Global Prefix. TN1 then transmits an Echo Request destined for the HUT’s Global Address. Observe the
packets sent by the HUT. TR1 responds to any Neighbor Solicitation from the HUT with a Neighbor Adver-
tisement with the Router, Solicited, and Override flags set. Observe the packets sent by the HUT. TR1 trans-
mits a Neighbor Advertisement, which has only the Solicited Flag set. TN1 again transmits an Echo Request.
Observe the packets sent by the HUT. Perform the common cleanup procedure.

Comments on Test Results

These tests are performed on Hosts only.
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Group 2: Router and Prefix Discovery

The following tests cover Router and Prefix Discovery in IPv6.

Test # Result

v6LC.2.2.1 Router Solicitation (Hosts Only) A | NA

Purpose: Verify that a host sends valid Router Solicitations at the appropriate time.

Comments on Test Procedure

A. Reboot the HUT. Observe the packets transmitted by the HUT.

Comments on Test Results

C
(\ i &\E
A. This test is performed on Hosts only. (\
PR I\

InterOperability Lab 25 IPv6 Ready Logo
Phase Il Test Report
Core Protocols




IPv6Ready Phasell Base Specification
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

v6LC.2.2.2 Router Solicitations, Solicited Router Advertisement (Host Only) A-F | NA

Purpose: Verify that a host sends valid Router Solicitations at the appropriate time.

Comments on Test Procedure

A. Valid Router Advertisement, No Source Link-layer Address Option: Reboot the HUT. After the HUT transmits
a Router Solicitation, TR1 transmits a Router Advertisement without a Source Link-layer Address Option. The
Source Address is the Link-Local address of TR1. The Hop Limit is 255, the ICMP Code is 0, the ICMP
Checksum is valid. After waiting RTR_SOLICITATION_INTERVAL+MAX_RTR_SOLICITATION_DELAY,
observe the packets transmitted from the HUT.

B. Valid Router Advertisement, Source Link-layer Address Option: Reboot the HUT. After the HUTFAfapsmits a

Source Address is the Link-Local address of TR1. The Hop Limit is 255, the ICMP Caode is O\t
Checksum is valid. After waiting RTR_SOLICITATION_INTERVAL+MAX_R SO I@T ‘

C. Invalid Router Advertisement, Global Source Address: Reboot the HUF Afte Y outer
Solicitation, TR1 transmits a Router Advertisement with a Source Ad A al Address of TR1,

but is valid elsewhere. The Hop Limit is 255, the ICMP Code<s\0, { : is valid. After waiting

from the HUT.

D. Invalid Router Advertisement, Bad Hop Limit:

E.

F. Invalid Rou efftiserfent, Bad ICMP Code: Reboot the HUT. After the HUT transmits a Router Solicita-
tion, TR1 { tsa Router Advertisement without a Source Link-layer Address Option. The Source Address
is the Link-Local address of TR1. The Hop Limit is 255, the ICMP Code is 1, the ICMP Checksum is valid.

After waiting RTR_SOLICITATION_INTERVAL+MAX_RTR_SOLICITATION_DELAY, observe the packets
transmitted from the HUT.

Comments on Test Results

These tests are performed on Hosts only.
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Test # Result

v6LC.2.2.3 Host Ignores Router Solicitations (Host Only) A-C | N/A

Purpose: Verify that a host ignores Router Solicitations and does not update its Neighbor Cache.

Comments on Test Procedure

A. All-Router Multicast Destination: TN1 transmits a Router Solicitation with a Source Link-layer Address Op-
tion to the All-Router multicast address. After waiting (REATRANS_TIMER * MAX_ * CAST_SOLICIT) (3
seconds), TN1 transmits a link-local Echo Request to the HUT. After waiting 2 seconds, observe the packets
transmitted by the HUT.

B. All-Nodes Multicast Destination: TN1 transmits a Router Solicitation with a Source Link-layer Address Option
to the All-Nodes multicast address. After waiting (REATRANS_TIMER * MAX_ * CAST_SO
onds), TN1 transmits a link-local Echo Request to the HUT. After waiting 2 seconds, observe
transmitted by the HUT.

C. Link-Local Unicast Destination: TNZ1 transmits a Router Solicitation with a Sou
to the Link-Local address of the HUT. After waiting (REATRANS_TIME
seconds), TN1 transmits a link-local Echo Request to the HUT. After ti
transmitted by the HUT.

*
mg

Comments on Test Results ( \\ i ) \ NS

These tests are performed on Hosts only. wv

/\\\ .\

v6LC.2.2.4 Router | ali out@tamons (Routers Only) A PASS
B PASS

C PASS

D PASS

@ E PASS

F PASS

Purpose: Verifythat\a rgutdrignores invalid Router Solicitations.

Comments onJest Précedure

A. Hop Limitis not 255: TN1 transmits a Router Solicitation with an IPv6 Hop Limit of 254. Otherwise, the
Router Solicitation is valid. Observe the packets transmitted by the RUT.

B. ICMPv6 checksum is not valid: TN1 transmits a Router Solicitation with an invalid ICMPv6 checksum. Oth-
erwise, the Router Solicitation is valid. Observe the packets transmitted by the RUT.

C. ICMPv6 code is not 0: TN1 transmits a Router Solicitation with an invalid ICMPv6 code of 1. Otherwise, the
Router Solicitation is valid. Observe the packets transmitted by the RUT.

D. ICMPv6 length is less than 8 Octets: TN1 transmits a Router Solicitation with an ICMPv6 length of 6. Other-
wise, the Router Solicitation is valid. Observe the packets transmitted by the RUT.

E. Option has length 0: TN1 transmits a Router Solicitation that contains an Option with length 0. Otherwise, the
Router Solicitation is valid. Observe the packets transmitted by the RUT.

F. Unspecified IP source address and a source link-layer address option: TN1 transmits a Router Solicitation
with an unspecified source address and a Source Link-layer Address Option. Otherwise, the Router Solicitation
is valid. Observe the packets transmitted by the RUT.

Comments on Test Results

A-F. The RUT discarded the Router Solicitation from TN1 and did not transmit a corresponding Router Advertise-
ment within MAX_RA_DELAY_TIME (0.5) seconds.
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Test # Result

v6LC.2.2.5 Router Sends Valid Router Advertisement (Routers Only) A | PASS

Purpose: Verify that a router sends valid Router Advertisements.

Comments on Test Procedure

A. TN1 transmits a valid Router Solicitation. Observe the packets transmitted by the RUT.

Comments on Test Results

A. The RUT transmitted valid Router Advertisements that satisfied all of the following validity checks;
- IP Source Address is a link-local address.
- The IP Hop Limit field has a value of 255, i.e., the packet could not possibly have been
router.
- If the message includes an IP Authentication Header, the message authenti

- ICMP Checksum is valid.
- ICMP Code is 0.
- ICMP length (derived from the IP length) is 16 or more o

- All included options have a length that is greater tm

)

Test # Result

V6LC.2.2.6 Router Does N outer rtlsé\)ﬂﬁts)on Non-advertising A PASS
Interface (Routerg B PASS

Purpose: Verify that a routerddes ROt éehd)R\Qd(M\jvqws’ements on non-advertising interfaces.

Comments on Test P;egedpr@\l\\\ \\ \\/)\/

e interface (Interface A) on the RUT to be a non-advertising interface.
r Solicitation to the RUT on Interface A. Observe the packets transmitted by

advertising\nterface, and the second (Interface B) to be a non-advertising interface.

Comments on Test Results

A. The RUT did not send any Router Advertisements out on Interface A (referenced above).
B. The RUT sent out Router Advertisements out on Interface A (referenced above), and did not send any Router
Advertisements out on Interface B (referenced above).
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Test # Result

veLC.2.2.7 Sending Unsolicited Router Advertisements (Routers Only) A | PASS

Purpose: Verify that a router sends the first few advertisements (up to
MAX_INITIAL_RTR_ADVERTISEMENTS) from an interface when it becomes an advertising interface at an
maximum interval value of MAX INITIAL RTR_ADVERT INTERVAL (16) seconds.

Comments on Test Procedure

A. Configure an interface on the RUT to be an advertising interface with a MinRtrAdvinterval of 5 seconds and a
MaxRtriInterval of 10 seconds, and observe the packets transmitted out on this interface.

Comments on Test Results

no greater than MAX_INITIAL_RTR_ADVERT_INTERVAL (16) seconds. Af

Router Advertisements at randomly chosen intervals that lie between the intefa
vinterval (5) and MaxRtrAdvinterval (10) and it did not transmim&a AdveXtis

indicated by MinRtrAdvinterval (5) seconds.
N A
VW —

Test # Result
v6LC.2.2.8 Ceasing to Be Ve tising | rface@obte)rs Only) A PASS
B PASS

A\ O
Purpose: Verify thatarou ds\corfett Ryu W&éments when its interface ceases to be an advertising
interface. A \ \\

Comments on Test Arocedird | |\ \\ \ Y
WV

A. Ceasingio n advertigl ace: Configure an interface on the RUT to be an advertising interface. After
a few sectnds, confi ame interface to discontinue being a adverting interface.

B. Disabled IP{ojwpkding capability: Configure an interface on the RUT to be an advertising interface and
disable the\RUT s [P forwarding capability.

Comments on Test Results

A. The RUT SHOULD have, upon disabling Router Advertisements on the interface, sent out no more than
MAX_FINAL_RTR_ADVERTISEMENTS with a Router Lifetime field of zero.

B. The RUT SHOULD have, upon disabling IP forwarding capabilities, transmitted all subsequent Router Adver-
tisements with a Router Lifetime Field of zero.
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Test # Result
v6LC.2.2.9 Processing Router Solicitations (Routers Only) A PASS
B FAIL

Purpose: Verify that a router correctly processes Router Solicitations and transmits Router Advertisements.

Comments on Test Procedure

A. MAX_RA DELAY_TIME: TN1 transmits Router Solicitation A twice, 3 seconds apart. The Destination
Address is the all-routers multicast address.

B. MIN_DELAY BETWEEN_RAS: Configure the RUT with a MinRtrAdvlinterval of 30 seconds and a
MaxRtrAdvinterval of 40 seconds. TN1 transmits Router Solicitation B twice, 2 seconds apart. The
destination Address is the all-routers multicast address.

Comments on Test Results

the receipt of each Router Solicitation A.
B. The RUT incorrectly transmitted more than one advertisement eye
onds.

Therefore, the RUT should have ti

(3) seconds apart. D
A\, -
A VWM N
Test # Result
v6L.C.2.2.10[ 0 | \DEYal\Routek SWitch (Hosts Only) A | NA

Purpose: VeXify that § W%@tﬁﬁs at least two routers in its Default Router List and will switch routers when
sefais.

the router in u

Comments on{est Précedure

A. TR1 transmits Router Advertisement A with a Retransmit Interval of 1 second and the L-Bit setto 1. A few
seconds after, TR1 transmits Packet A, an Echo Request. TR1 transmits a Neighbor Advertisement in response
to any Neighbor Solicitations from the HUT. TR2 transmits Router Advertisement B with Retransmit Interval
of 1 second and the L-Bit set to 1. When Reachable Time expires, and the HUT solicits TR1, no Neighbor Ad-
vertisements are transmitted by TR1.

Comments on Test Results

A. This test is performed on Hosts only.
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Test # Result

veLC.2.2.11 Router Advertisement Processing, Validity (Hosts Only) A-F | NA

Purpose: Verify that a host properly discards an invalid Router Advertisement.

Comments on Test Procedure

A. Global Source Address: TRL1 transmits the Router Advertisement. The Source Address is the global address of
TR1. The Router Advertisements is valid otherwise. Then TR1 transmits a link-local Echo Request to the
HUT.

B. Hop Limit less than 255: TR1 transmits the Router Advertisement. The Hop Limit is 2. The Router Adver-
tisement is valid otherwise. Then TR1 transmits a link-local Echo Request to the HUT.

C. Invalid Checksum: TR1 transmits the Router Advertisement. The ICMP Checksum is invalid. The Router
Advertisement is valid otherwise. Then TR1 transmits a link-local Echo Request to the HUT.

D. Invalid ICMP Code: TR1 transmits the Router Advertisement. The ICMP Code is 1. dvertise-
ment is valid otherwise. Then TR1 transmits a link-local Echo Request to the H

vertisement is valid otherwise. Then TR1 transmits a link-local Echo
F. Option of Length 0: TR1 transmits the Router Advertisement with-dn
tisement is valid otherwise. Then TR1 transmits a Iink—lcy,gr\o

Router Adver-

Comments on Test Results N\ \ \) ) \ (/\\

R\
These tests are performed on Hosts only. (\ Ké \W

O\
AVAOWY A T

Test # Result

v6LC.2.2.12 Rautar \Q\v rtjsement Rroegssing, Cur Hop Limit A PASS
Z L\ B PASS

Purpose: Vdrifvhat b hystpkoR&rlY pPocesses the Cur Hop Limit field of a Router Advertisement.

Comments ok TestRrocedute\ )~

\>g

A Unspecifie@l fansmits an Echo Request to the NUT. TR1 transmits a Router Advertisement with a Cur
Hop Limit vatae of 0 (Zero) followed by an Echo Request to the NUT.

B. Non-Zero: TN1 transmits an Echo Request to the NUT. TR1 transmits a Router Advertisement with a Cur
Hop Limit value of 15 followed by an Echo Request to the NUT.

Comments on Test Results

A. The NUT responded to the Request from TN1. The NUT responded again to the Request from TN1. The Hop
Limit value in the Echo Reply should be the same as was used in step 2.

B. The NUT should have replied to the second Echo Request from TN1 with a Hop Limit value of 15 in the Echo
Reply.
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Test # Result

veLC.2.2.13 Router Advertisement Processing, Router Lifetime (Hosts Only) A-C | N/A

Purpose: Verify that a host properly processes a Router Advertisement and the Router Lifetime field within it.

Comments on Test Procedure

A. Router Lifetime Updated with Same Lifetime: TR1 transmits the Router Advertisement with Router Lifetime of
20 seconds and Reachable time of 600 seconds. TN2 transmits a global Echo Request to the HUT every sec-
ond for 19 seconds. TR1 transmits the same Router Advertisement as before. TN2 transmits a global Echo
Request to the HUT every second for 21 seconds.

B. Router Lifetime Set to Zero: TN2 transmits a global Echo Request to the HUT. Shortly after, TR1 transmits a
Router Advertisement with Router Lifetime set to zero followed by TN2 transmits a global Echg Réquest to the

TN2 transmits a global Echo Request to the HUT.
C. Router Lifetime Set to Five; Allowed to Expire: TN2 transmits a global Ec

after, TR1 transmits a Router Advertisement with Router Lifetime set t

Echo Request to the HUT. TR2 transmits a Router Advertisemept-wit

transmits a global Echo Request to the HUT. TR3 transmit;

to 5 and then TN2 transmits a global Echo Request to th

A N
Comments on Test Results ( / \ - \\ i )\/

\>\/

These tests are performed on Hosts o

AL o
ALY AAL 7

Test # Result

v6LC.2.2.14 \F\ib\\wé\%é\)nt Processing, Reachable Time A N/A
B PASS

Purpose: Ve fy—\a(é &\j}t% its BaseReachableTime variable and re-computes its ReachableTime variable
o TRy

upon receipt tisement with a specified Reachable Time.

Comments on {Test Pracedure

A. RA Processing — Reachable Time (Host Only): TR1 transmits the Router Advertisement with a Router Life-
time of 0 seconds and a Reachable Time of 10 seconds. TN1 transmits a link-local Echo Request to the HUT
every second for 40 seconds. TN1 must reply to any Neighbor Solicitations from the HUT. TRZ1then transmits
the Router Advertisement with a Reachable Time of 40 seconds. TN1 transmits a link-local Echo Request to
the HUT every second for 140 seconds.

B. Reachable Time Configuration (Routers Only): Configure the RUT to transmit Router Advertisements with a
Router Lifetime value of 0 seconds and a Reachable Time of 10 seconds. TN1 transmits a link-local Echo Re-
quest to the RUT. TN1 must reply to any Neighbor Solicitations from the RUT. TN1 transmits a link-local
Echo Request to the HUT every second for 40 seconds.

Comments on Test Results

A. This test is performed on Hosts only.

B. The RUT should solicit for TN1’s link-local address and transmit an Echo Reply. The RUT should transmit a
Neighbor Solicitation with a Target Address of TN1’s link-local address at an interval between 5 and 15 sec-
onds.
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Test # Result

v6LC.2.2.15 Router Advertisement Processing, Neighbor Cache (Hosts Only) A-F | NA

Purpose: Verify that a host properly updates its Neighbor Cache upon receipt of a Router Advertisement.

Comments on Test Procedure

A. RA processing, no NCE: TR1 transmits Router Advertisement A with Reachable Time set to 10 seconds and

B.

Retransmit Interval set to 1 second. TR1 transmits an Echo Request to the HUT.
RA processing, NCE INCOMPLETE: TRL1 transmits Echo Request B. TR1 does not respond to any Neighbor
Solicitations from the HUT. TR1 transmits Router Advertisement A with Reachable Time set to 10 seconds
and Retransmit Interval set to 1 second.

RA with SLLA changed NCE REACHABLE: TR1 transmits Echo Request B. TR1 does not respe

Echo Request B. TR1 transmits Router Adve
transmits an Echo Request to the HUT.
RA with SLLA unchanged, NCE P
Neighbor Solicitations from
transmits Echo Reques R
TR1 transmits an Echo\R

Comments orf Tedt Redulte \ \\ 1\ \\

These test are\perforiyigd g only.

PaN
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Group 3: Redirect Function

The following tests cover the Redirect function in IPv6.

Test # Result

v6LC.2.3.1 Redirected On-link: Valid (Hosts Only) A-H [ NA

Purpose: Verify that a host properly processes valid Redirect messages when redirected on-link.

Comments on Test Procedure

IPv6 Destination Ad- TLLA Op- Redirected Packet O

dress tion tion
Link-local (NUT) No No /~ \\V
Link-local (NUT) No Yol (\\\ i\
Link-local (NUT) Yes O\ No\ N\ )V Ne
Link-local (NUT) Yes N\ (Ca\Yeg \ 7 /Y] D
Global (NUT) No, \ Oy )\~ \WNo E
Global (NUT) A\ L\ V" \Yes F
Global (NUT) A e VN AL No G
Global (NUT) \ Yes~ N3Y  VYes H

Part A. through H. 9 v

essey, L tiors, and Redirected Packet Options: TR1 forwards an

 thgHUT\ The Source Address is the off-link global address of TN1. The

ss\is theglobal address of the HUT. TR1 transmits a Redirect message to
6 Destination Address is the global address of TN1. The Target Ad-

AddressXption or Redirected Packet option according to the table above. TN1 forwards an
Hcho Request to the HUT. The Source Address is the off-link global address of TN1. The
Destination Address is the global address of the HUT.

Comments on Test Results

These tests are performed on Hosts only.
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Test # Result

v6LC.2.3.2 Redirected On-link: Suspicious (Hosts Only) A-C | N/A

Purpose: Verify that a host properly processes suspicious Redirect messages when redirected on-link.

Comments on Test Procedure

A. Option Unrecognized: TR1 forwards an Echo Request to the HUT. The Source Address is the off-link global
address of TN1. The Destination Address is the global address of the HUT. TR1 transmits a Redirect message
to the HUT. The ICMPv6 Destination Address is the global address of TN1. The Target Address is the global
address of TN1. The Redirect message contains a Target Link-layer Address option. The Redirect message
also contains an unrecognized option. TR1 forwards an Echo Request to the HUT. The Source Address is the
off-link global address of TN1. The Destination Address is the global address of the HUT.

B. Reserved Field is Non-zero: TR1 forwards an Echo Request to the HUT. The Source Addr
global address of TN1. The Destination Address is the global address of the HUT. TR
message to the HUT. The ICMPv6 Destination Address is the global address of K '

eoff-link
Redirect

S

global address of the HUT.
C. Target Address not Covered by On-link Prefix: TR1 fory

transmits a Redirect message to the HUT. Thg
Target Address is the global address of

message also contains an un
dress is the off-link gIo{nl\a dr

Comments on Test ers\b{ts\ \\\\\ WA\ Vv

B

A

InterOperability Lab 35 IPv6 Ready Logo
Phase Il Test Report
Core Protocols




IPv6Ready Phasell Base Specification
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

v6LC.2.3.3 Redirected On-link: Invalid (Hosts Only) Al | NA

Purpose: Verify that a host properly processes invalid Redirect messages when redirected on-link.

Comments on Test Procedure

A. Redirect Source Address is Global: TR1 forwards an Echo Request from TN1 to the HUT. The Source Ad-
dress is the off-link global address of TN1. The Destination Address is the global address of the HUT. TR1
then transmits a Redirect message to the HUT. The ICMPv6 Destination Address is the global address of TN1.
The Target Address is the link-local address of TN1. The Redirect message contains an incorrect IPv6 Source
Address (the off-link global address of TN2). Next, TR1 forwards an Echo Request from TN1 to the HUT.

B. Redlrect Source Address is not the current first-hop router: TR1 forwards an Echo Regu@st frof

HUT. The Source Address is the off-link global address of TN1. The Destinatiop-dd s@t e global address
of the HUT. TR1 then transmits a Redirect message to the HUT. The ICMPv6 Des on Address is\the
global address of TN1. The Target Address is the link-local address of ) p 8ssage §ohtains an

incorrect IPv6 Source Address (the link-local address of TR2). Ng X A est from TN1
to the HUT. The Source Address is the off-link global addres gst{na ¢

address of the HUT.

Hop Limit is not 255: TR1 forwards an Echo Reguest fro @ll tQ

E. ICMPv6 CR sinvalid: TR1 forwards an Echo Request from TN1 to the HUT. The Source Address is
the off-link gtobal address of TN1. The Destination Address is the global address of the HUT. TR1 then
transmits a Redirect message to the HUT. The ICMPv6 Destination Address is the global address of TN1. The
Target Address is the link-local address of TN1. The Redirect message contains an incorrect ICMPv6 Check-
sum. Next, TR1 forwards an Echo Request from TN1 to the HUT. The Source Address is the off-link global
address of TN1. The Destination Address is the global address of the HUT.
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F.

ICMPv6 Destination Address is Multicast: TR1 forwards an Echo Request from TN1 to the HUT. The Source
Address is the off-link global address of TN1. The Destination Address is the global address of the HUT. TR1
then transmits a Redirect message to the HUT. The ICMPv6 Destination Address is the global address of TN1.
The Target Address is the link-local address of TN1. The Redirect message contains an ICMPv6 Destination
Address of the All-nodes multicast address. Next, TR1 forwards an Echo Request from TN1 to the HUT. The
Source Address is the off-link global address of TN1. The Destination Address is the global address of the
HUT.

Target Address is Multicast: TR1 forwards an Echo Request from TN1 to the HUT. The Source Address is the
off-link global address of TN1. The Destination Address is the global address of the HUT. TR1 then transmits
a Redirect message to the HUT. The ICMPv6 Destination Address is the global address of TN1. The

a Redirect message to the HUT. Th ;
Address is the link-local address©f TN1. essage contains an Option with length 0 Next, TR1

forwards an Echo Request, from i\}o h purce Address is the off-link global address of TN1.
The Destination Addre@t\ig al agddrgssof .

\
Comments on-Test Results \ \\ ! \\\\)\\/\

These tests arg per ed on Ngsis-only.

QJJ\/
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Test # Result

veLC.2.3.4 Redirected to Alternate Router: Valid (Hosts Only) A-1 | N/A

Purpose: Verify that a host properly processes valid Redirect messages when redirected on-link.

Comments on Test Procedure

IPv6 Destination TLLA Redirected Packet Part
Address Option Option

Link-local (NUT) No No A
Link-local (NUT) No Yes B
Link-local (NUT) Yes
Link-local (NUT) Yes

Global (NUT) No

Global (NUT) No

Global (NUT) Yes

Global (NUT) Yes

Parts A-H:

essage contains a Target Link-layer Address option or
e‘above. Shortly After, TR1 forwards an Echo Request

7 Shortly after, TR1 forwards an Echo Request to the HUT. The Source Address is the off-link
global address of TN1. The Destination Address is the global address of the HUT.

Comments on Test Results

These tests are performed on Hosts only.
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Test # Result

v6LC.2.3.5 Redirected to Alternate Router: Suspicious (Hosts only) A-C | N/A

Purpose: Verify that a host properly processes suspicious Redirect messages when redirected on-link.

Comments on Test Procedure

A. Option Unrecognized: TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router
Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TR1 then for-
wards an Echo Request to the HUT. The Source Address is the off-link global address of TN1. The Destina-
tion Address is the global address of the HUT. TR2 transmits a Router Advertisement with a non-zero Router
Lifetime and a Source Link-layer Address option. After, TR1 transmits a Redirect message to the HUT. The

address of TN1. The Destination Address is the global address of the HUT.
B. Reserved Field is Non-zero: TR1 transmits a Router Advertisement to the

Router Lifetime and a Source Link-layer Address option
The ICMPv6 Destination Address is the global address o
TR2. The Redirect message contains a Targek
a non-zero Reserved field. TR1 forwar 3

a Router Advertisement to the all-nodes multi-
Fix Advertisement with a global prefix and the L and A
UT. The Source Address is the off-link global address of

Comments on Test Results

These tests are performed on Hosts only.
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Test #

Result

v6LC.2.3.6 Redirected to Alternate Router: Invalid (Hosts Only)

Al | NA

Purpose: Verify that a host properly processes invalid Redirect messages when redirected on-link.

Comments on Test Procedure

A. Redirect Source Address is Global: TR1 transmits a Router Advertisement to the all-nodes multicast address.

The Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TR1
forwards an Echo Request from TN1 to the HUT. The Source Address is the off-link global address of TN1.

The Destination Address is the global address of the HUT. TR2 transmits a Router Advertisement with a non-
zero Router Lifetime and a Source Link-layer Address option. After, TR1 transmits a Redirect message to the

HUT. The ICMPv6 Destination Address is the global address of TN1. The Target Address is thetink-local
address of TR2. The Redirect message contains an incorrect IPv6 Source Address (the off-li gl address
of TN2). TR1 forwards an Echo Request from TN1 to the HUT. The Source Address {3 global ad-

dress of TN1. The Destination Address is the global address of the HUT.
Redirect Source Address is not the current first-hop router: TR1 transmits a

Hop Limit is not 255: TR1
Advertisement includes.a

aggcontains an incorrect IPv6 Hop Limit of 254. TR1 forwards an Echo Request
Yhe Source Address is the off-link global address of TN1. The Destination Address is
the global gddress & the HUT.

ICMPv6 Code1s not 0: TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router
Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TR1 forwards an
Echo Request from TN1 to the HUT. The Source Address is the off-link global address of TN1. The Destina-
tion Address is the global address of the HUT. TR2 transmits a Router Advertisement with a non-zero Router
Lifetime and a Source Link-layer Address option. After, TR1 transmits a Redirect message to the HUT. The
ICMPv6 Destination Address is the global address of TN1. The Target Address is the link-local address of
TR2. The Redirect message contains an incorrect ICMPv6 Code of 1. TR1 forwards an Echo Request from
TN1 to the HUT. The Source Address is the off-link global address of TN1. The Destination Address is the
global address of the HUT.
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E. ICMPv6 Checksum is invalid: TR1 transmits a Router Advertisement to the all-nodes multicast address. The
Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TR1 for-
wards an Echo Request from TNL1 to the HUT. The Source Address is the off-link global address of TN1. The
Destination Address is the global address of the HUT. TR2 transmits a Router Advertisement with a non-zero
Router Lifetime and a Source Link-layer Address option. After, TR1 transmits a Redirect message to the HUT.
The ICMPv6 Destination Address is the global address of TN1. The Target Address is the link-local address of
TR2. The Redirect message contains an incorrect ICMPv6 Checksum. TR1 forwards an Echo Request from
TN1 to the HUT. The Source Address is the off-link global address of TN1. The Destination Address is the
global address of the HUT.

F. ICMPv6 Destination Address is Multicast TR1 transmits a Router Advertisement to the all-nodes multicast

Echo Request frq
tion Addressy

TN1. The
non-zero R ifetime and a Source Link-layer Address option. After, TR1 transmits a Redirect message to
the HUT. The ICMPv6 Destination Address is the global address of TN1. The Target Address is the link-local
address of TR2. The Redirect message contains an invalid IPv6 Length of 39 bytes. TR1 forwards an Echo
Request from TN1 to the HUT. The Source Address is the off-link global address of TN1. The Destination
Address is the global address of the HUT.

I.  Option has Length Zero: TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router
Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TR1 forwards an
Echo Request from TN1 to the HUT. The Source Address is the off-link global address of TN1. The Destina-
tion Address is the global address of the HUT. TR2 transmits a Router Advertisement with a non-zero Router
Lifetime and a Source Link-layer Address option. After, TR1 transmits a Redirect message to the HUT. The
ICMPv6 Destination Address is the global address of TN1. The Target Address is the link-local address of
TR2. The Redirect message contains an Option with length 0. TR1 forwards an Echo Request from TN1 to
the HUT. The Source Address is the off-link global address of TN1. The Destination Address is the global
address of the HUT.

Comments on Test Results

These tests are performed on Hosts only.
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Test # Result

v6LC.2.3.7 Redirected Twice (Hosts Only) A | NA

Purpose: Verify that a host properly processes valid Redirect messages twice for the same destination.

Comments on Test Procedure

A. TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router Advertisement includes
a Prefix Advertisement with a global prefix and the L and A bits set. TR1 forwards an Echo Request from TN1
to the HUT. The Source Address is the off-link global address of TN1. The Destination Address is the global
address of the HUT. TR2 transmits a Router Advertisement with a non-zero Router Lifetime and a Source
Link-layer Address option. TR1 also forwards an Echo Request from TN1 to the HUT. The Source Address is
the off-link global address of TN1. The Destination Address is the global address of the HUT.
a Router Advertisement with a non-zero Router Lifetime and a Source Link-layer Address
transmits a Redirect message to the HUT. The ICMPv6 Destination Address is the glo
Target Address is the link-local address of TR3. After, TR1 forwards an Echo R

The Source Address is the off-link global address of TN1. The Destmau%xd re

HUT.

Comments on Test Results /\\ /,\ v
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Test #

Result

v6LC.2.3.8

Invalid Option (Hosts Only) A-C | N/A

Purpose: Verify that a host ignores invalid options in Redirect messages and processes the remainder of the Redi-

rect normally.

Comments on Test Procedure

A. Path MTU Option: TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router Ad-
vertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TR1 forwards an
Echo Request from TN1 to the HUT. The Source Address is the off-link global address of TN1. The Destina-
tion Address is the global address of the HUT. TR2 transmits a Router Advertisement with a non-zero Router

TR2. The Redirect message contains a Path MTU option. Afterwards, TR1 forwards 3
TN1 to the HUT. The Source Address is the off-link global address of TN1. Thg
global address of the HUT.

B. Prefix Information Option: TR1 transmits a Router Advertisement to

Destination Address is the global address of the HUT.
Router Lifetime and a Source Link-layer Addresseption.

The ICMPv6 Destination Address is the globg j
of TR2. The Redirect message contains-a
quest from TN1 to the HUT. Th

Destination Address is the global address of the HUT.

Echg‘Raguest from
ast a@n Address is the

Comments on Test Results

These tests are performed on Hosts only.
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Test # Result

v6LC.2.3.9 No Destination Cache Entry (Hosts Only) A | NA

Purpose: Verify that a host properly processes a Redirect message when there is no entry for the destination in the
host’s Destination Cache.

Comments on Test Procedure

A. TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router Advertisement includes
a Prefix Advertisement with a global prefix and the L and A bits set. TR1 transmits a Redirect message to the
HUT. The ICMPv6 Destination Address is the global address of TN1. The Target Address is the link-local
address of TR2. The Redirect message contains a Target Link-Layer option with the link-layer address of
TR2. Afterwards, TR1 forwards an Echo Request from TN1 to the HUT. The IPv6 Source Address\is the off-
link global address of TN1. The IPv6 Destination Address is the global address of the

Comments on Test Results

/\ )
A. This tests is performed on Hosts only. Q\\ ®

@W@ -
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Test # Result
v6LC.2.3.10 Neighbor Cache Updated, No Neighbor Cache Entry (Hosts Only) A-D | N/A
Purpose: Verify that a host properly updates its Neighbor Cache entry upon receipt of a valid ICMP Redirect Mes-
sage.

Comments on Test Procedure

TLLA Option Redirected Packet Option New NC State Link-layer Address  Part
No No No NCE Unchanged A
Yes No STALE Updated B
Yes Yes STALE Updated C
Yes Yes, packet > 1280 STALE Update;i/ \ D

A. No TLLA Option, No Redirected Packet Optlon Link-layer Address Unchanged TR1 trans

to the all-nodes multicast addres;
prefix and the L and A bits se

message coptains|a Targeét Link-layer Address option or Redirected Packet option according to the table above.

Comments on Test Results

These tests are performed on Hosts only.
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Test# Result
v6LC.2.3.11 Neighbor Cache Updated from State INCOMPLETE (Hosts Only) A-D | N/A
Purpose: Verify that a host properly updates its Neighbor Cache entry upon receipt of a valid ICMP Redirect Mes-
sage.

Comments on Test Procedure

TLLA Option Redirected Packet Option New NC State Link-layer Address  Part

No No INCOMPLETE Unchanged
Yes No STALE Updated
Yes Yes STALE Updated
Yes Yes, packet > 1280 STALE Updated

address of TR2. The Redirect message
tion according to the table above

quest to the HUT. TR
HUT. The ICMPy§ Dg

local address of
option accord

R2. The Redirect message contains a Target Link-layer Address option or Redirected Packet
Nng to the table above.

Comments on Test Results

These tests are performed on Hosts only.

InterOperability Lab 46 IPv6 Ready Logo
Phase Il Test Report
Core Protocols




IPv6Ready Phasell Base Specification
NUT: Device A, Release abcd
Date: March 18, 2005

Test #

Result

v6LC.2.3.12

Neighbor Cache Updated from State REACHABLE (Hosts Only)

A-E | NA

Purpose: Verify that a host properly processes a Redirect message when there is no entry for the destination in the
host’s Destination Cache.

Comments on Test Procedure

TLLA Option Redirected Packet Option New NC State Link-layer Address  Part
No No REACHABLE Unchanged A
Same No REACHABLE Unchanged B
Different No STALE Updated C
Different Yes STALE Updated \D
Different Yes, packet > 1280 STALE Updated \/ CE

A. NoTLLA Optlon

Destinatiop»Ad
Redirect
ble above.

No Redirected Packet Optlon Link- Iayer Address Unchanged'

asslis the global address of TN2. The Target Address is the link-local

age to the HUT. The ICMPv6

ate a Neighbor Cache

addr'ess of TR2. The

gé contains a Target Link-layer Address option or Redirected Packet option according to the ta-
Afterwards, TR2 transmits a link-local Echo Request to the HUT.

C. TLLA Option, No Redirected Packet Option, Link-layer Address Updated: TR1 and TR2 each transmit a
Router Advertisement to the all-nodes multicast address. The Router Advertisements include a Prefix Adver-
tisement with a global prefix and the L and A bits set. This should cause the NUT to add TR1 and TR2 to its
Default Router List, configure a global address, and compute Reachable Time. R1 and TR2 each transmit an
Echo Request to the NUT and respond to Neighbor Solicitations from the NUT. Wait for Echo Replies from
the NUT. This should cause the NUT to resolve the addresses of TR1 and TR2 and create a Neighbor Cache
entry for each router in state REACHABLE. TR1 transmits a Redirect message to the HUT. The ICMPv6
Destination Address is the global address of TN2. The Target Address is the link-local address of TR2. The
Redirect message contains a Target Link-layer Address option or Redirected Packet option according to the ta-
ble above. Afterwards, TR2 transmits a link-local Echo Request to the HUT.
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D. TLLA Option, Redirected Packet Option, Link-layer Address Updated: TR1 and TR2 each transmit a Router
Advertisement to the all-nodes multicast address. The Router Advertisements include a Prefix Advertisement
with a global prefix and the L and A bits set. This should cause the NUT to add TR1 and TR2 to its Default
Router List, configure a global address, and compute Reachable Time. R1 and TR2 each transmit an Echo Re-
quest to the NUT and respond to Neighbor Solicitations from the NUT. Wait for Echo Replies from the NUT.
This should cause the NUT to resolve the addresses of TR1 and TR2 and create a Neighbor Cache entry for
each router in state REACHABLE. TRL1 transmits a Redirect message to the HUT. The ICMPv6 Destination
Address is the global address of TN2. The Target Address is the link-local address of TR2. The Redirect mes-
sage contains a Target Link-layer Address option or Redirected Packet option according to the table above.
Afterwards, TR2 transmits a link-local Echo Request to the HUT.

E. TLLA Option, Oversized Redirected Packet Option, Link-layer Address Updated: TR1 and TR

each transmit

its Default Router List, configure a global address, and compute Reachable Ti
an Echo Request to the NUT and respond to Neighbor Solicitations fro
from the NUT. This should cause the NUT to resolve the addresse
Cache entry for each router in state REACHABLE. TR1 transm
ICMPV6 Destination Address is the global address of T

TR2. The Redirect message contains a Target Link-laye A@r
ing to the table above. Afterwards, TR2 transpits a\link-1o

,‘ o D
Comments on Test Results \ \ \\)\/

v
These tests are performed oﬁoé\i )@ \&

G
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Test #

Result

v6LC.2.3.13

Neighbor Cache Updated from State STALE (Hosts Only)

A-E | NA

Purpose: Verify that a host properly updates its Neighbor Cache entry upon receipt of a valid ICMP Redirect Mes-

sage.

Comments on Test Procedure

TLLA Option Redirected Packet Option New NC State Link-layer Address  Part
No No STALE Unchanged A
Same No STALE Unchanged B
Different No STALE Updated LA C
Different Yes STALE Updated | D
Different Yes, packet > 1280 STALE Updatgg™\\ |\ E

MPV6 Destination Address is the global address of TN2. The Target Address is the link-local
address of TR2. The Redirect message contains a Target Link-layer Address option or Redirected Packet op-
tion according to the table above. TR2 transmits a link-local Echo Request to the HUT.

InterOperability Lab
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D. TLLA Option, Redirected Packet Option, Link-layer Address Updated: TR1 transmits a Router Advertisement
to the all-nodes multicast address. The Router Advertisement includes a Prefix Advertisement with a global
prefix and the L and A bits set. TR2 transmits an unsolicited Router Advertisement with a Source Link-layer
Address option to the all-nodes multicast address. Afterwards, TR1 transmits a Redirect message to the HUT.
The ICMPv6 Destination Address is the global address of TN2. The Target Address is the link-local address
of TR2. The Redirect message contains a Target Link-layer Address option or Redirected Packet option ac-
cording to the table above. TR2 transmits a link-local Echo Request to the HUT.

E. TLLA Option, Oversized Redirected Packet Option, Link-layer Address Updated: TR1 transmits a Router Ad-
vertisement to the all-nodes multicast address. The Router Advertisement includes a Prefix Advertisement
with a global prefix and the L and A bits set. TR2 transmits an unsolicited Router Advertisement i
Source Link-layer Address option to the all-nodes multicast address. Afterwards, TR1 transmitsa Reflirect
message to the HUT. The ICMPv6 Destination Address is the global address of TN2. T t Address is

rected Packet option according to the table above. TR2 transmits a link-local Egho Regue

PN NA\ o
Comments on Test Results A\ (\) M)V \\\) -

These tests are performed on Hosts only. (\ \j
. O
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Test # Result
v6LC.2.3.14 Neighbor Cache Updated from State PROBE (Hosts Only) A-E | NA
Purpose: Verify that a host properly updates its Neighbor Cache entry upon receipt of a valid ICMP Redirect Mes-
sage.

Comments on Test Procedure

TLLA Option Redirected Packet Option New NC State Link-layer Address  Part

No No PROBE Unchanged A
Same No PROBE Unchanged B
Different No STALE Updated LA C
Different Yes STALE Updated | D
Different Yes, packet > 1280 STALE Updatgg™\\ |\ E

a Royter Ad-
rtisement
ith a Source

ed Packet Option, Link-layer Address Updated: TR1 transmits a Router Advertise-

; 8 multicast address. The Router Advertisement includes a Prefix Advertisement with a
global prefixand the L and A bits set. TR2 transmits an unsolicited Router Advertisement with a Source Link-
layer Address option to the all-nodes multicast address. Also, TR2 transmits a solicited Neighbor Advertise-
ment for its link-local address to the HUT. Afterwards, TR2 transmits an Echo Request from its link-local ad-
dress to the HUT. TRL1 transmits a Redirect message to the HUT. The ICMPv6 Destination Address is the
global address of TN2. The Target Address is the link-local address of TR2. The Redirect message contains a
Target Link-layer Address option or Redirected Packet option according to the table above.
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D. TLLA Option, Redirected Packet Option, Link-layer Address Updated: TR1 transmits a Router Advertisement
to the all-nodes multicast address. The Router Advertisement includes a Prefix Advertisement with a global
prefix and the L and A bits set. TR2 transmits an unsolicited Router Advertisement with a Source Link-layer
Address option to the all-nodes multicast address. Also, TR2 transmits a solicited Neighbor Advertisement for
its link-local address to the HUT. Afterwards, TR2 transmits an Echo Request from its link-local address to
the HUT. TR1 transmits a Redirect message to the HUT. The ICMPv6 Destination Address is the global ad-
dress of TN2. The Target Address is the link-local address of TR2. The Redirect message contains a Target
Link-layer Address option or Redirected Packet option according to the table above.

E. TLLA Option, Oversized Redirected Packet Option, Link-layer Address Updated: TR1 transmits a Router Ad-
vertisement to the all-nodes multicast address. The Router Advertisement includes a Prefix Advertisement
with a global prefix and the L and A bits set. TR2 transmits an unsolicited Router Advertise
Source Link-layer Address option to the all-nodes multicast address. Also, TR2 transmifs-as

local address to the HUT. TR1 transmits a Redirect message to the HUT. The
the global address of TN2. The Target Address i is the link-local addre

Comments on Test Results N\ U1\ “ \

These tests are performed on Hosts only. & O \
A A ‘\
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Test # Result

v6LC.2.3.15 Invalid Redirect does not Update Neighbor Cache (Hosts Only) Al | NA

Purpose: Verify that a host properly processes invalid Redirect messages when redirected on-link.

Comments on Test Procedure

A. Redirect Source Address is Global: TR1 transmits a Router Advertisement to the all-nodes multicast address.
The Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TR1
transmits a Redirect message to the HUT. The ICMPv6 Destination Address is the global address of TN1.
The Target Address is the link-local address of TR2. The Redirect message contains an incorrect IPv6 Source
Address (the off-link global address of TN2). After, TR2 transmits a link-local Echo Request to the HUT.

Request to the HUT.
C. Hop Limitis not 255: TR1 transmits a Router Advertisement to the

Redirect message to the HUT. The ICMPv6 Destinatio ress 3 of TN1. The Target
Address is the link-local address of TR2. The Redixect me A correct IPv6 Hop Limit of 254.
After, TR2 transmits a link-local Echo Requeg

D. ICMPv6 Code is not 0: TR1 transmits a ar Adverti tpe ati-nodes multicast address. The Router
eve % ix and the L and A bits set. TR1 transmits a
Addfress is the global address of TN1. The Target
essage contains an incorrect ICMPv6 Code of 1. Af-
E a Router Advertlsement to the all-nodes multlcast address. The

, ransmits a link-local Echo Request to the HUT.

F. ICMPv6 Destingtieh Address is Multicast: TR1 transmits a Router Advertisement to the all-nodes multicast
address. TheRouter Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits
set. TR1 transmits a Redirect message to the HUT. The ICMPv6 Destination Address is the global address of
TN1. The Target Address is the link-local address of TR2. The Redirect message contains an ICMPv6 Desti-
nation Address of the all-nodes multicast address. After, TR2 transmits a link-local Echo Request to the HUT.
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G. Target Address is Multicast: TR1 transmits a Router Advertisement to the all-nodes multicast address. The
Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TR1
transmits a Redirect message to the HUT. The ICMPv6 Destination Address is the global address of TN1.
The Target Address is the link-local address of TR2. The Redirect message contains a Target Address of the
All-nodes multicast address. After, TR2 transmits a link-local Echo Request to the HUT.

H. ICMPv6 length is less than 40 Octets: TR1 transmits a Router Advertisement to the all-nodes multicast ad-
dress. The Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits
set. TR1 transmits a Redirect message to the HUT. The ICMPv6 Destination Address is the global address of
TN1. The Target Address is the link-local address of TR2. The Redirect message contains an invalid IPv6
Length of 39 bytes. After, TR2 transmits a link-local Echo Request to the HUT.

I.  Option has Length Zero: TR1 transmits a Router Advertisement to the all-nodes multicast adgre
Router Advertisement includes a Prefix Advertisement with a global prefix and the L an $
transmits a Redirect message to the HUT. The ICMPv6 Destination Address is the globa TN1.
The Target Address is the link-local address of TR2. The Redirect message confains i
After, TR2 transmits a link-local Echo Request to the HUT.

A\ A X\V
Comments on Test Results ( /\ \V )\ \) ] \)
These tests are performed on Hosts only. A @\\% \/

A VA VDN~

Test # Result

v6LC.2.3.16 Redirect - s@ uter’ v A PASS
B PASS
C PASS
D PASS

Purpose: Vefify tbat\a YQL}t@P\p\\QpéﬂyWanﬁles transmission of Redirect messages.

Comments dp Fest.Protedux

A. Send Redi mmlts a Router Advertisement to the all-nodes multicast address. The Router Adver-
tisement insludes a Prefix Advertisement with a global prefix and the L and A bits set. TN1 transmits an Echo
Request to TN2’s unicast global address with prefix X and a first hop through the RUT.

B. Send Redirect to Alternate Router: TN1 transmits an Echo Request to TN2’s unicast global address and a first
hop through the RUT.

C. Source not neighbor: TN1 transmits an Echo Request to TN2 with a first hop through the RUT. The Source
Address is TN1’s address with an off-link prefix.

D. Destination Multicast: TN1 transmits an Echo Request to TN2’s solicited-node multicast address with a first
hop through the RUT.

Comments on Test Results

A. The RUT transmitted a Redirect message with the following values:

IPv6 Source Link-Local address of RUT

IPv6 Destination TN1’s address (used in Echo Request’s Source Address)

Target TN2’s unicast global address with prefix X

Destination TN2’s unicast global address with prefix X

TLL Option TN2’s link-layer address if known

Redirected Header TN1’s Echo Request without total packet exceeding 1280 bytes.
B. The RUT transmitted a Redirect message with the following values:

IPv6 Source Link-Local address of RUT
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IPv6 Destination TN1’s address (used in Echo Request’s Source Address)
Target TR1’s link-local address

Destination TN2’s unicast global address

TLL Option TR1’s link-layer address if known

Redirected Header TN1’s Echo Request without total packet exceeding 1280 bytes.

Parts C-D: The RUT did not send a Redirect message.

Test # Result

v6LC.2.3.17 Redirect — Receive (Routers Only) NS

Purpose: Verify that a router properly handles reception of Redirect messages.

Comments on Test Procedure

A. TR1 and TR2 each transmit a Router Advertisement to the all-nodes multica 8GS. ver-
tisements include a Prefix Advertisement with a global prefix and th itg se the
NUT to add TR1 and TR2 to its Default Router List, configure 3l % s\and do achable Time
TR1 and TR2 each transmit an Echo Request to the NUT arerespof i olicitations from the NUT.
Wait for Echo Replies from the NUT. This should causg t ' $0|Ve dresses of TR1 and TR2
and create a Neighbor Cache entry for each rou 1 then forwards an Echo Re-
quest from TN2 to the RUT. The DestinationfA of the RUT. Also, TR1 transmits a
Redirect message to the RUT. The IC S IS the global address of TN2. The Target
Address is the link-local addres . ds an Echo Request from TN2 to the RUT.

The Destination Address |s

Comments on Test Resulté\ \\\ \\ \\ \\// ~

sage.

A. TheRU nban E&S st hop through TR1. The RUT still sent an Echo Reply with a first hop
through T na\the dld not change its routing table with information from TR1’s Redirect mes-
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Section 3: RFC 2462

These tests are designed to verify the readiness of an IPv6 implementation vis-a-
vis the IPv6 Stateless Address Autoconfiguration specification.

Group 1: Address Autoconfiguration and Duplicate Address Detection

The following tests cover Address autoconfiguration and duplicate address detec-

tion in IPv6. /)

Test # Result

v6LC.3.1.1 Address Autoconfiguration and Duplicate Address Detectlpff\\ \J| A ]pass

Purpose: Verify that a node can properly initialize on a network using addres to o tion and cd\nﬁnunicate

with other on-link partners.

Comments on Test Procedure /)\ \\ \ ) | \ \ V7

A. Initialize all the devices on Link B. Allow time for all dgvi Lin 0 erfor ateless address autocon-
figuration and DAD. Transmit a DAD NS fro with the Targe S set to the NUT’s link-local ad-
dress.

Comments on Test Results e \\ \ \ (,\ V
addre: its interface on Link B sending DupAddrDetectTrans-
RétransYimer. The NUT also assigned the tentative address to its interface.

A. The NUT performed A Q
mits Neighbor S ta )
The NU%ra aS ]

A\for its autoconfigured link-local address.
\)V )
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Test # Result

v6LC.3.1.2 Receiving DAD Neighbor Solicitations and Advertisements A PASS
B PASS
C PASS
D PASS

Purpose: To verify that a node can properly process neighbor solicitations and advertisements performing Dupli-
cate Address Detection while the node is also performing DAD.

Comments on Test Procedure

A. NUT receives DAD NS (target = NUT): First, initialize all devices on Link B. After TN1 receives a DAD NS
message from the NUT. Configure TN1 to transmit DAD Neighbor Solicitation A with the Target Address set

B. NUT receives DAD NS (target == NUT): First, initialize all devices on Link B. After ives\a DAD

first DAD NS.
C. NUT receives DAD NA (target '= NUT): First, initialize all devieg

NS message from the NUT. Configur 1tat

set to the NUT’s tentative link-I aqdress.
first DAD NS. (\ D
N\

\V

Comments on Test Results| \\l\\\\ NN

. The NUT completed the DAD process and assign the tentative ad-
transmit a Solicited NA for its autoconfigured link-local address.
NS messages than expected with its tentative link-local address as the Target

dress to its\\ntegface. The NUT did not transmit a Solicited NA for its autoconfigured link-local address.

C. The NUT silently ignored DAD NA. The NUT completed the DAD process and assign the tentative address to
its interface. The NUT did transmit a Solicited NA for its autoconfigured link-local address.

D. The NUT determined its tentative address is not unique and did not assign the tentative address to its interface.
The NUT did not transmit a Solicited NA for its autoconfigured link-local address.
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Test # Result

v6LC.3.1.3 Validation of DAD Neighbor Solicitations A PASS
B PASS
C PASS
D FAIL
E PASS
F PASS
G PASS
H FAIL
I PASS
J PASS

Purpose: Verify that a node can properly initialize on a network using address autoconfigurati cdmmunicate

with other on-link partners. A\

Comments on Test Procedure / N\ V) \\

A. NUT receives invalid DAD NS (ICMP length < 24 octets): First, inHig i . er TN1
receives a DAD NS message from the NUT, configure TN1 to t QliCi A with the ICMP

dress.

B. NUT receives invalid DAD NS (HopLimit = . Bi itialize ®ll\devicesion Link B. After TN1 receives a
DAD NS message from the NUT config re itfNei €

C.

D.

E. NUT recekses.inyalie DAD NS (ICMP code!= zero): First, initialize all devices on Link B. After TN1 re-

ceives a DAD NS message from the NUT, configure TN1 to transmit Neighbor Solicitation A with the ICMP
code set to 1. TN1 transmits a valid Solicited NS with the target address set to the NUT’s link-local address.

F. NUT receives invalid DAD NS (Invalid Checksum): First, initialize all devices on Link B. After TN1 receives
a DAD NS message from the NUT, configure TN1 to transmit Neighbor Solicitation A with an invalid ICMP
Checksum. TN1 transmits a valid Solicited NS with the target address set to the NUT’s link-local address.

G. NUT receives invalid DAD NS (target == multicast address): First, initialize all devices on Link B. After
TN1 receives a DAD NS message from the NUT, configure TN1 to transmit Neighbor Solicitation A with the
Target Address set to the solicited multicast of the NUT’s tentative link-local address. TN1 transmits a valid
Solicited NS with the target address set to the NUT’s link-local address.

H. NUT receives invalid DAD NS (contains SLL): First, initialize all devices on Link B. After TN1 receives a
DAD NS message from the NUT, configure TN1 to transmit Neighbor Solicitation A containing a SLL Option
setto TN1’s MAC address. TNL1 transmits a valid Solicited NS with the target address set to the NUT’s link-
local address.
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I.  NUT receives valid DAD NS (Reserved Field): First, initialize all devices on Link B. After TN1 receives a
DAD NS message from the NUT, configure TN1 to transmit Neighbor Solicitation A with the Reserved field
set to OXFFFFFFFF. TN1 transmits a valid Solicited NS with the target address set to the NUT’s link-local ad-
dress.

J. NUT receives valid DAD NS (contains TLL): First, initialize all devices on Link B. After TN1 receives a
DAD NS message from the NUT, configure TN1 to transmit Neighbor Solicitation A containing a TLL Option
set to TN1’s MAC address. TN1 transmits a valid Solicited NS with the target address set to the NUT’s link-
local address.

Comments on Test Results

. : ard 2y Neighbor Solicitation or Adver-
tisement message that does bit pass the yaNdi JISCOVERY].”

Therefore, the NUT should valid DAD Neighbor Solicitation and continued with
the DAD process beforg ghbor Advertisement for its autoconfigured link-local ad-
dress

E. The NU ¢ DAD ¥WS. The NUT did complete the DAD process and assign the tentative ad-
dress to Iso transmitted a Solicited NA for its autoconfigured link-local address.

F. The NU Pthe DAD NS. The NUT did complete the DAD process and assign the tentative ad-
dress to it 2 The NUT also transmitted a Solicited NA for its autoconfigured link-local address.

G. The NUT slen#ty ignored the invalid DAD NS. The NUT did complete the DAD process and assign the tenta-
tive address to its interface. The NUT also transmitted a Solicited NA for its autoconfigured link-local address.

H. The NUT did not silently ignore the invalid DAD NS. The NUT did not transmit a Solicited NA for its auto-
configured link-local address.

According to RFC 2462, Section 5.4.1: “A node MUST silently discard any Neighbor Solicitation or Adver-
tisement message that does bit pass the validity checks specified in [DISCOVERY].”

Therefore, the NUT should have silently discarded the invalid DAD Neighbor Solicitation and continued with
the DAD process before transmitting a Solicited Neighbor Advertisement for its autoconfigured link-local ad-
dress.

I.  The NUT ignored the contents of the Reserved field. The NUT did not assign the tentative address to its inter-
face. The NUT did not transmit a Solicited NA for its autoconfigured link-local address.

J. The NUT ignored any options they do not recognize and continued processing the message. The NUT also did
not assign the tentative address to its interface. The NUT did not transmit a Solicited NA for its autoconfigured
link-local address.
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Test # Result

veLC.3.1.4 Receiving Invalid Neighbor Advertisements A PASS
B PASS
C PASS
D PASS
E PASS
F PASS
G PASS
H PASS
[ PASS

Purpose: Verify that a node can properly ignore invalid neighbor advertisements while performmgbﬁp}ate Ad-

dress Detection. N\

Comments on Test Procedure CAa )\

\/
i . Aftey TN1

ith the

’s link-local

jPNeighbor Advertisement A with the ICMP code
get address set to the NUT’s link-local address.

D. irst, initialize all devices on Link B. After TN1 receives
1 to transmit Neighbor Advertisement A with an invalid
awalid SoI|C|ted NS with the target address set to the NUT’s link-local ad-
E 1): First, initialize all devices on Link B. After TN1 receives
e NUT, configure TN1 to transmit Neighbor Advertisement A with Solicited flag
setto 1. TdNUirahgmits a valid Solicited NS with the target address set to the NUT’s link-local address.
F. NUT receives invalid DAD NA (target == multicast address): First, initialize all devices on Link B. After

TN1 receives a DAD NS message from the NUT, configure TN1 to transmit Neighbor Advertisement A with
the Target Address set to the solicited multicast of the NUT’s tentative link-local address. TN1 transmits a
valid Solicited NS with the target address set to the NUT’s link-local address.

G. NUT receives invalid DAD NA (option length ==zero): First, initialize all devices on Link B. After TN1 re-
ceives a DAD NS message from the NUT, configure TN1 to transmit Neighbor Advertisement A with the
TLLOPT Length set to 0. TN1 transmits a valid Solicited NS with the target address set to the NUT’s link-
local address.

H. NUT receives valid DAD NA (Reserved Field): First, initialize all devices on Link B. After TN1 receives a
DAD NS message from the NUT, configure TN1 to transmit Neighbor Advertisement A with the Reserved
field set to Ox1FFFFFFF. TN1 transmits a valid Solicited NS with the target address set to the NUT’s link-
local address.

I. NUT receives valid DAD NA (contains SLL): First, initialize all devices on Link B. After TN1 receives a DAD
NS message from the NUT, configure TN1 to transmit Neighbor Advertisement A containing a SLL Option set
to TN1’s MAC address. TN1 transmits a valid Solicited NS with the target address set to the NUT’s link-local
address.

Comments on Test Results
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A. The NUT silently ignored the invalid DAD NS. The NUT did complete the DAD process and assign the tenta-
tive address to its interface. The NUT also transmitted a Solicited NA for its autoconfigured Link-Local Ad-
dress.

B. The NUT silently ignored the invalid DAD NS. The NUT did complete the DAD process and assign the tenta-
tive address to its interface. The NUT also transmitted a Solicited NA for its autoconfigured Link-Local Ad-
dress.

C. The NUT silently ignored the invalid DAD NS. The NUT did complete the DAD process and assign the tenta-
tive address to its interface. The NUT also transmitted a Solicited NA for its autoconfigured Link-Local Ad-
dress.

D. The NUT silently ignored the invalid DAD NS. The NUT did complete the DAD process and assign the tenta-
tive address to its interface. The NUT also transmitted a Solicited NA for its autoconfigured Link-Lacal Ad-
dress.

E. The NUT silently ignored the DAD NS. The NUT did complete the DAD process and
dress to its interface. The NUT also transmitted a Solicited NA for its autoconfigured

assign the tentative address to its interfca. Th
ured Link-Local Address. (e\

) O
AL VAV

Test # Result

V6LC.3.1.5 ( é \R&W@&li@ﬁgﬂ Solicitations for Address Resolution A | PASS
B PASS

Purpose: Vekify tha properly ignore neighbor solicitations performing address resolution while per-
forming Dupli s Detection.

Comments on YestProcedure

A. NUT receives NS (src == unicast): First, initialize all the devices on Link B. After TN1 receives a DAD NS
message from the NUT. Configure TN1 to transmit Neighbor Solicitation A. TN1 transmits a DAD NS with
the Target Address set to the NUT’s Link-Local Address.

B. NUT receives NS (Src == unicast && Dst == NUT’s tentative address): First, initialize all the devices on
Link B. After TN1 receives a DAD NS message from the NUT. Configure TN1 to transmit Neighbor Solici-
tation A with the Destination Address set to the NUT’s tentative Link-Local Address. TN1 transmits a DAD
NS with the Target Address set to the NUT’s Link-Local Address.

Comments on Test Results

A. The NUT silently ignored the NS. The NUT did complete the DAD process and assign the tentative address to
its interface. The NUT also transmitted a Solicited NA for its autoconfigured Link-Local Address.

B. The NUT silently ignored the NS. The NUT did complete the DAD process and assign the tentative address to
its interface. The NUT also transmitted a Solicited NA for its autoconfigured Link-Local Address.
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Group 2: Router Advertisement Processing and Address Lifetime

The following tests cover Router Advertisement processing and address lifetime
expiry in IPv6.

Test # Result

v6LC.3.2.1 Address Lifetime Expiry (Hosts Only) A | NA

Purpose: Verify that a host can properly handle expired or invalid addresses.

Comments on Test Procedure

A. First, initialize all devices on Link B. TR1 sends out ONE Router Advertisement on Lin

dress set to the NUT’s Global Address for Prefix “X”. After waiting 35 secon
message for address resolution with the target address set to the NUT’s

waiting 10 seconds, TR1 transmits a NS message for address resolut

NUT’s Global Address for Prefix “X”.

Comments on Test Results ( N \\ ) \

A. This test is performed on Hosts only. @\ \ &
A \N

NN N VT

Test # Result

v6LC.3.2.2 Mulﬁplé\ﬁr\eﬁ)&es and Netwo¥Renumbering (Hosts only) A | NA

Purpose: To verlfyt c ed\with tiple prefixes can communicate with another host on a different
network whenrits Sjte

Comments dn (st Pko\:}dh\r\g \\ \) !

A. Configure to\disco tlnue to send RA’s for Prefix “X” and also configure TR1 to send out Router Adver-
tisements i with Prefix “Y” with a Valid Lifetime of 30 seconds. Then, configure TR1 to transmit a
NS message for address resolution with the Target Address set to the HUT’s Global Address for Prefix “X”
and “Y”. After waiting 11 seconds for Prefix “X” to timeout, configure TR1 to transmit a NS message for ad-
dress resolution with the Target Address set to the HUT’s global address for Prefix “X” and “Y”. Afterwards,
configure TR1 to transmit a NS message for address resolution with the target address set to the HUT’s Global
Address for Prefix “Y”.

Comments on Test Results

A. This test is performed on Hosts only.
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Test # Result

v6LC.3.2.3 Prefix-Information Option Processing (Hosts Only) Al | NA

Purpose: Verify that a host properly processes the Prefix Information Option in the Router Advertisement

Comments on Test Procedure

A. Router Advertisement with multiple Prefix Options: First, initialize all devices on Link B. TR1 transmits a
Router Advertisement to the all-nodes multicast address. The Router Advertisement includes a Prefix Adver-
tisement with a global prefix and the L and A bits set. TR1 transmits a Router Advertisement with the
Autonomous flag set, NextHop=255, and multiple prefix options, Prefix “X” with a valid lifetime of 20s and
Prefix “Y” with a valid lifetime of 40s. After, TR1 transmits a NS message for address resolution with the tar-
get address set to the HUT’s global address for Prefix “X” and “Y”. After waiting 21 seconds, TRT fransmits a

dress for Prefix “X”.
C. Prefix is set to link-local prefix: First, initialize g ansmits a Router Advertisement

to the all-nodes multicast address. The Routey \ efix Advertisement with a global
prefix and the L and A bits set. TR1 traasmi {semet Awith the prefix set the link-local pre-

ansmits Router Advertisement A with the preferred lifetime set to
ks a NS message for address resolution with the target address set to the

st dddreSs. The Router Advertisement includes a Prefix Advertisement with a global prefix
and the L & set. TR1 transmits Router Advertisement A with a Prefix Length set to 128. Afterwards,
TR1 transmitsa NS message for address resolution with the target address set to the HUT’s global address for
Prefix “X”.

F. Prefix length < 64 bits: First, initialize all devices on Link B. TR1 transmits a Router Advertisement to the
all-nodes multicast address. The Router Advertisement includes a Prefix Advertisement with a global prefix
and the L and A bits set. TR1 transmits Router Advertisement A with a Prefix Length set to zero. Afterwards,
TR1 transmits a NS message for address resolution with the target address set to the HUT’s global address for
Prefix “X”.
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G. (64 bits < prefix length < 128 bits): First, initialize all devices on Link B. TR1 transmits a Router Adver-
tisement to the all-nodes multicast address. The Router Advertisement includes a Prefix Advertisement with a
global prefix and the L and A bits set. TR1 transmits Router Advertisement A with a Prefix Length set to 120.
Afterwards, TR1 transmits a NS message for address resolution with the target address set to the HUT’s global
address for Prefix “X”.

H. Valid Lifetime is zero: First, initialize all devices on Link B. TR1 transmits a Router Advertisement to the all-
nodes multicast address. The Router Advertisement includes a Prefix Advertisement with a global prefix and
the L and A bits set. TR1 transmits Router Advertisement A with the Valid Lifetime set to zero. Afterwards,
TR1 transmits a NS message for address resolution with the target address set to the HUT’s global address for
Prefix “X”.

I. Invalid RA with Hop Limit 254: First, initialize all devices on Link B. TR1 transmits a Route
to the all-nodes multicast address. The Router Advertisement includes a Prefix Advertig

dress for Prefix “X”.

A\ A X\V
Comments on Test Results ( /\ \V )\ \) ] \)
These tests are performed on Hosts only. A @\\% \/
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Test # Result

v6LC.3.2.4 Prefix-Information Option Processing, Lifetime (Hosts Only) A-D | N/A

Purpose: Verify that a host properly updates its Address List upon receipt of Prefix Information Options.

Comments on Test Procedure

A. Prefix Lifetime greater than Stored Lifetime: First, initialize the HUT on Link B. TR1 transmits a Router Ad-
vertisement to the all-nodes multicast address. The Router Advertisement includes a Prefix Advertisement
with a global prefix and the L and A bits set. TR1 transmits Router Advertisement A with a Valid Lifetime of
30 seconds. After waiting 10 seconds, TR1 transmits a Router Advertisement with a prefix of TR1’s Global
Prefix and a Valid Lifetime of 60 seconds. After waiting 25 seconds, TR1 transmits a NS message for address
resolution with the target address set to the HUT’s global address for Prefix “X”.

global prefix and the L and A bits set. TR1 transmits Router Advertisement A
After, TR1 transmits a Router Advertisement with a prefix of TR1’s Global Prefi

get address set to the HUT’s global address for Prefix “X”.
C. Prefix Lifetime less than the Stored Lifetime and the Stored

transmits a Router Advertisement with &
After waiting 35 seconds, TR1 traasmit

with the taxget agaréss set to the HUT’s global address for Prefix “X”.

Comments on Test Results

These tests are performed on Hosts only.
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Section 4: RFC 1981

These tests are designed to verify the readiness of an IPv6 implementation vis-a-
vis the Path MTU Discovery IPv6 specification.

Test # Result

veLC.4.1.1 Confirm Ping A PASS
B PASS
C PASS

Purpose: Verify that a node can reply to variable sized ICMP Echo Requests.

Comments on Test Procedure \

A. ICMPv6 Echo Request 64 octets: TR1 transmits a Router Advertiseme ¢ \0 It ast ress.
The Router Advertisement includes a Prefix Advertisement with a glopg ) e itsset. TR1
forwards an Echo Request from TN2 to the NUT. The packet siZe ofthy \ ‘t is §4)octets.

B. ICMPv6 Echo Request 1280 octets: TR1 transmits a Ro 3 efe all-ngdes multicast address
The Router Advertisement includes a Prefix Advertisemgnt; e L and A bits set. TR1
forwards an Echo Request from TN2 to the N b Request is 1280 octets

C. ICMPv6 Echo Request 1500 octets: TR] trangm isement to the all-nodes multicast address

The Router Advertisement includes efix Agvertissmentiwitina global prefix and the L and A bits set. TR1
forwards an Echo Request fromfﬁza}x gL i

Comments on Test Result§_ \ \\ \\ \/A\\/

A. The NU 4 octets in packet size.
B. The NU t T 1280 octets in packet size.
C. The NUY sentan E TR1 1500 octets in packet size.

Test # Result

v6LC.4.1.2 Stored PMTU A | PASS

Purpose: Verify that a node can store Path MTU information for multiple destinations.

Comments on Test Procedure

A. TN1 sends an Echo Request on-link to the NUT with packet size equal to 1500 octets. TR1 forwards an Echo
Request from TN2 to the NUT with packet size equal to 1500 octets. Afterwards, TR1 forwards an Echo Re-
quest from TN3 to the NUT with packet size equal to 1500 octets. TR1 then transmits a Packet Too Big mes-
sage to the NUT for the Echo Reply to TN2, which contains an MTU field with a value of 1400. TN1 sends an
Echo Request on-link to the NUT with packet size equal to 1500 octets. TR1 forwards an Echo Request from
TN2 to the NUT with packet size equal to 1500 octets. Afterwards, TR1 forwards an Echo Request from TN3
to the NUT with packet size equal to 1500 octets. TR1 transmits another Packet Too Big message to the NUT
for the Echo Reply to TN3, which contains an MTU field with a value of 1280. TN1 sends an Echo Request
on-link to the NUT with packet size equal to 1500 octets. TR1 forwards an Echo Request from TN2 to the
NUT with packet size equal to 1500 octets. Afterwards, TR1 forwards an Echo Request from TN3 to the NUT
with packet size equal to 1500 octets.

Comments on Test Results
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A. The NUT sent three Echo Replies, one to TN1, one to TN2, and one to TN3. The NUT then responded to the
three Echo Requests. The Echo Replies to TN1 and TN3 were no larger than 1500 octets. The NUT also did
not have to fragment these packets. The NUT correctly fragmented its Echo Reply to TN2 with each fragment
no larger than 1400 octets. The NUT again responded to the three Echo Requests. The Echo Reply to TN1
should be no larger than 1500 octets. The NUT did not have to fragment this packet. The NUT correctly
fragmented its Echo Reply to TN2 with each fragment no larger than 1400 octets. After, the NUT correctly
fragmented its Echo Reply to TN3 with each fragment no larger than 1280 octets.

Test# Result
v6LC.4.1.3 Non-zero ICMPv6 Code A | PASS
Purpose: Verify that a node properly processes a Packet Too Big message with a non-zero ICMP§6 Coglé field.
Comments on Test Procedure < _\V\\\

a Prefix Advertisement with a global prefix and the L and A bits set,
TN2 to the NUT. Also, TR1 transmits a Packet Too Big messageto the

ICMPv6 Code field value of OXxFF. The MTU field is set .
from TN2 to the NUT. O

A\

Comments on Test Results \ «\\ “°~

\/

A. The NUT responded to the Echg-Req i as.a first bop. The NUT did correctly fragment its re-
sponse to the Echo RequestUs i Tingicating the NUT ignored the invalid ICMPv6 Code
field and processed th et Noo Bi fragmented packets were not larger than 1280 octets in
size.

\

AN
(> IRV IP

Test # Result

v6LC.4.1.4 ) |\Redute PMTU On-link A | PASS

Purpose: VeriWa%de properly processes a Packet Too Big message indicating a reduction in Path MTU for
a link-local destimation.

Comments on Test Procedure

A. TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router Advertisement includes
a Prefix Advertisement with a global prefix and the L and A bits set. TR1 transmits a link-local Echo Request
to the NUT. Afterwards, TR1 transmits a Packet Too Big message to the NUT with an MTU of 1280. Follow-
ing the Too Big Message, TR1 transmits another link-local Echo Request to the NUT.

Comments on Test Results

A. The NUT responded to the Echo Request. The NUT did correctly fragment its response to the Echo Request,
indicating the NUT processed the Packet Too Big message. The fragmented packets were no larger than 1280
octets in size.
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Test # Result

voLC.4.1.5 Reduce PMTU Off-link A | PAsS

Purpose: Verify that a node properly processes a Packet Too Big message indicating a reduction in Path MTU for
a link-local destination.

Comments on Test Procedure

A. TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router Advertisement includes
a Prefix Advertisement with a global prefix and the L and A bits set. TR1 forwards an Echo Request from
TN2 to the NUT. Afterwards, TR1 transmits a Packet Too Big message to the NUT with an MTU field set to
1400 octets. TR1 forwards an Echo Request from TN2 to the NUT with a packet size of 1500 octets. TR1
transmits another Packet Too Big message containing an MTU field set to 1280 octets followed Ly; RR1 for-
warding an Echo Request from TN2 to the NUT with a packet size of 1500 octets.

Comments on Test Results

A. The NUT responded to the Request using TR1 as the first hop. The
the Echo Request using TR1 as a first hop, indicating the NUT
fragmented packets were no larger than 1400 octets in size ctly fragment its re-

acket Too Big mes-

A VA VNN

Test # Result

v6LC.4.1.6 Receivind M @l IRv6 Ninimpm Link MTU A FAIL
(Q \ B | FAIL

Purpose: Verify that(z;\hqdé\dgéﬁ Not\redyce its\estimate of the Path MTU below the IPv6 minimum link MTU.

Comments oprTest Pydgeyukel\ " |\ \ \ 3
) WV

A. MTU eqiial to OxQ: TR1XKgAasmits a Router Advertisement to the all-nodes multicast address. The Router Ad-

vertisemen ed a Prefix Advertisement with a global prefix and the L and A bits set. TR1 forwards an
Echo Requges N2 to the NUT. The packet size is 1280 octets. Also, TR1 transmits a Packet Too Big
message to UT, which contains an MTU field of 0x0. Afterwards, TR1 forwards an Echo Request from

TN2 to the NUT. The packet size is 1280 octets.

B. MTU equal to 512: TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router
Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TR1 forwards an
Echo Request from TN2 to the NUT. The packet size is 1280 octets. Also, TR1 transmits a Packet Too Big
message to the NUT, which contains an MTU field 512 octets. Afterwards, TR1 forwards an Echo Request
from TN2 to the NUT. The packet size is 1280 octets.

Comments on Test Results

Parts A,B. The NUT responded to the second Echo Request without including a Fragment header in the Echo Re-
ply Packet despite receiving a Packet Too Big message from TR1.

According to RFC 2460, Section 5: “[...] The originating IPv6 node may receive a Packet Too Big message report-
ing a Next-Hop MTU less than 1280. In that case, the IPv6 node is not required to reduce the size of the subsequent
packets to less than 1280, but MUST include a Fragment header in those packets [...]".

Therefore, the NUT should have responded to the second Echo Request with an Echo Reply packet that included a
Fragment header after receiving the Packet Too Big message fromTR1.
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Test # Result
v6LC.4.1.7 Increase Estimate A PASS
B PASS

Purpose: Verify that a node does not increase its estimate of the MTU for a path due to a Packet Too Big message.

Comments on Test Procedure

A. MTU increase: TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router Adver-
tisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TR1 forwards an Echo
Request from TN2 to the NUT with packet size equal to 1500 octets. TR1then transmits a Pa i
message to the NUT. The MTU field is 1304 octets. Afterwards, TR1 forwards an Echo Reg

The MTU field is 1500 octets. Afterwards, TR1 forwards an Echo Request fro
size is 1500 octets.

Router Advertisement includes a Prefix Advertisement with a g
wards an Echo Request from TN2 to the NUT with packets

the NUT. The packet size is 1500 octef(s.

A

<\
Commentson Test Results ¢~ \\ ) |\ \ |\ \
\ v v \/
Parts A-B:  The NUF Tespanyed i t ho using TR1 as a first hop. The NUT did fragment the response
- as a first hop, indicating the NUT processed the Packet Too Big mes-
Also\coykeathy fragmented the response to the Echo Request using TR1 as a first hop so

Test # Result

v6LC.4.1.8 Router Advertisement with MTU Option (Hosts Only) A | NA

Purpose: Verify that a host properly processes a Router Advertisement with an MTU option.

Comments on Test Procedure

A. Reduce estimate due to MTU option: TR1 transmits a Router Advertisement to the all-nodes multicast address.
The Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TR1
forwards an Echo Request from TN2 to the HUT with packet size equal to 1500 octets. TR1 then transmits
another Router Advertisement with an MTU option set to 1280 to the all-nodes multicast address. Afterwards,
TR1 forwards a fragmented Echo Request from TN2 to the HUT with reassembled packet size equal to 1500
octets.

Comments on Test Results

A. This test is performed on Hosts only.
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Test # Result

v6LC.4.1.9 Checking For Increase in PMTU A | PASS

Purpose: Verify that a node waits the proper amount of time to check for PMTU increases.

Comments on Test Procedure

A. TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router Advertisement includes
a Prefix Advertisement with a global prefix and the L and A bits set. Afterwards, TR1 forwards an Echo Re-
quest from TN2 to the NUT. TR1 also transmits a Packet Too Big message to the NUT and TR1 forwards an
Echo Request from TN2 to the NUT. The MTU field of the Too Big Message is 1304 octets. Also, TR1 for-
wards an Echo Request from TN2 every 30 seconds for 5 minutes after the Packet Too Big Message was sent.

Comments on Test Results C

A. The NUT responded to the Echo Request. The NUT did correctly fragment the @h Echo\Request,
indicating it processed the Packet Too Big Message from TR1. The fragmented paske \ere’no lakger than
1304 octets in size. The NUT did not transmit any packets larger tha 04 0 s fromthe time
it received the Packet Too Big Message from TR1.

/\ A

\V\i\/

Test # Result

v6LC.4.1.10 Multicast Destination— One Router \ ©\ \\ A | NT

Purpose: Verify that a node properly ¢ )neqées\;he F\M‘Tg)for mﬁ\lt"(:e\lspaestmatlons.

Comments on Test Procedure _ A

A. Transmit an ICMPy6 & eN ith packet size equal to 1500 octets and a destination to

the multicast address, of L Rl tr its a Packet Too Big Message to the NUT including an MTU

g Pv6 Echo Request from the NUT with packet size equal to 1500 octets

sladdress of FF1E::1:2. TR1 transmits a Packet Too Big Message to the NUT
J0. Once again, transmit an ICMPv6 Echo Request from the NUT with packet
size equal o“. D\oftetsand a destination to the multicast address of FF1E::1:2. TR1 transmits a Packet Too
Big Messdgeto jhe-NUT including an MTU field of 1300. Now, transmit an ICMPv6 Echo Request from the
ith paeket size equal to 1400 octets and a destination to the multicast address of FF1E::1:2. TR1
transmits a Packet Too Big Message to the NUT including an MTU field of 1350. For the last packet to be
sent, transmit an ICMPv6 Echo Request from the NUT with packet size equal to 1400 octets and a destination
to the multicast address of FF1E::1:2.

Comments on Test Results

A. When the NUT transmitted an Echo Request to FF1E::1:2, it automatically fragmented the packets sent. The
NUT, despite being configured on the appropriate interfaces with an MTU greater than 1280, continued to
fragment its packets. The test was not able to be completed as a result.
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Test #

Result

voLC.4.1.11

Multicast Destination — Two Router A | NT

Purpose: Verify that a node properly chooses the PMTU for multicast destinations when receiving PTB messages
from more than one router.

Comments on Test Procedure

A. Transmit an ICMPv6 Echo Request from the NUT with packet size equal to 1500 octets and a destination to

the multicast address of FF1E::1:2. TR1 transmits a Packet Too Big Message to the NUT including an MTU
field of 1480. Again, transmit an ICMPv6 Echo Request from the NUT with packet size equal to 1500 octets

and a destination to the multicast address of FF1E::1:2. TR1 transmits a Packet Too Big Message to the NUT

Too Big Messages to the NUT including an MTU field of 1400 and one of 1360. Again
Echo Request from the NUT with packet size equal to 1500 octets and a destinatiemyt

1360. For the last packet to be sent, transmit an ICMPv6 Echo Requestfrom
to 1500 octets and a destination to the multicast address of FF1E.:A2. O

Comments on Test Results ( \/) \\ \/A) \ ( N
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Section 5: RFC 2463

These tests are designed to verify conformance with the Internet Control Message
Protocol for the Internet Protocol Version 6 Specification.

Test #

v6LC.5.1.1 Transmitting Echo Requests

Purpose: Verify that a node properly transmits ICMPv6 Echo Requests.

Comments on Test Procedure

Comments on Test Results

A. The NUT sent an Echo Request to TN1AThe D¢ tion Ad
Local Address. The checksum be valid. The Typa fi
equal to 0.

/\\\\\\\\

Test # Result

v6LC.5.1.2 (\_)\ R\\é_g l{ﬁw\ﬁequests A PASS
B PASS
C PASS

Purpose: Verify'\tHat)alndde properly replies to ICMPv6 Echo Requests.

Comments on TestProcedure

A. Request sent to Link-Local address: TR1 transmits a Router Advertisement to the all-nodes multicast address.
The Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TN1
transmits an ICMPv6 Echo Request to the NUT’s Link-Local address. The source address is TN1’s Link-
Local address.

B. Request sent to global address: TR1 transmits a Router Advertisement to the all-nodes multicast address. The
Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TN1
transmits an ICMPv6 Echo Request to the NUT’s Global Address. The source address is TN1’s Global Ad-
dress.

C. Request sent to multicast address: TR1 transmits a Router Advertisement to the all-nodes multicast address.
The Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TN1
transmits an ICMPv6 Echo Request to the All-Nodes Link-Local Scope Multicast address (FF02::1). The
source address is TN1’s Link-Local address.

Comments on Test Results

A. The NUT sent an Echo Reply to TN1. The Source Address of the Packet was the same as the Link-Local Des-
tination Address of TN1’s Echo Request packet, while the Destination Address was the same as the Link-Local
Source Address of TN1’s Echo Request packet. The NUT sent an Echo Reply to TN1 with a valid checksum.
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B.

The NUT sent an Echo Reply to TN1. The Source Address of the Packet was the same as the Global Destina-
tion Address of TN1’s Echo Request packet, while the Destination Address was the same as the Global Source
Address of TN1’s Echo Request packet. The NUT sent an Echo Reply to TN1 with a valid checksum.

The NUT sent an Echo Reply to TN1. The Source Address of the Packet was one of the NUT’s unicast ad-
dresses belonging to the interface on which the Echo Request was received. This was either a Link-Local or
Global address. The Destination Address was TN1’s local address Echo Request packet. The NUT sent an
Echo Reply to TN1 with a valid checksum.

/”)

Test # Result

v6LC.5.1.3 Destination Unreachable Message Generation

PASS

PASS

PASS

A
B

K C PASS
D

Purpose: Verify that a node properly generates Destination U,ure"shhblé)/le&sag,ez{

Comments on Test Procedure \ )
\V

A

%t to the all-nodes multicast address.
al prefix and the L and A bits set. TN1

ticast address. The Router Advertlsement mcludes a Prefix Advertisement with a global prefix and the L and
A bits set. TN1 transmits a UDP Packet with the destination port field set to 9000. The source address is
TN1’s Global address.

Comments on Test Results

A

The RUT sent a Destination Unreachable Message to TN1. The Source Address of the Packet was one of the
RUT’s unicast addresses, while the Destination Address was the same as the Source Address in TN1’s Echo
Request packet.

The RUT sent a Destination Unreachable Message to TN1. The Source Address of the Packet was one of the
RUT’s unicast addresses, while the Destination Address was the same as the Source Address in TN1’s Echo
Request packet. The Code field was set to “3”. The invoking Echo Request packet included in the Error Mes-
sage did not exceed minimum IPv6 MTU.

The NUT sent a Destination Unreachable Message to TN1. The Source Address of the Packet was one of the
NUT’s unicast addresses, while the Destination Address was the same as the Link-Local Source Address in
TN1’s packet. The Code field was set to “4”. The invoking Echo Request packet included in the Error Mes-
sage did not exceed minimum IPv6 MTU.
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D. The NUT sent a Destination Unreachable Message to TN1. The Source Address of the Packet was one of the
NUT’s unicast addresses, while the Destination Address was the same as the Global Source Address in TN1’s

packet. The Code field was set to “4”. The invoking Echo Request packet included in the Error Message did
not exceed minimum IPv6é MTU.

Test # Result

v6LC.5.1.4 Packet Too Big Message Generation (Routers Only) A PASS

N/T

Purpose: Verify that a router properly generates Packet Too Big Messages.

Comments on Test Procedure

A. TRI1 transmits a Router Advertisement to the all-nodes multicast address. The d@ti emant\includes
a Prefix Advertisement with a global prefix and the L and A bits set. TNLtrangmy guest Yo TN2
using the RUT as the first-hop with a packet size of 1500 octets.

B. TR1 transmits a Router Advertisement to the all-nodes multlcas ddre riisement includes

a Prefix Advertisement with a global prefix and the L an Ns\sef. 3
FF1E::1:2 using the RUT as the first-hop with a packet ze‘ﬁ 1500 octets,

N

Comments on Test Results \ . \ N \\ / ~
1=

-

A. The RUT did transmit a Packet tg TN, a&iﬁcould not forward the Echo Request due to

PMTU limitations.

=  The MTU fielgd as set to 1280.

= The Soyrcs Ad ne of the RUT’s unicast addresses for its interface to Link A
N2).
" esti the same as the Source Address in TN1’s Echo Request packet. The
. 0 Request packet included in the Error Message did not exceed minimum IPv6
B. This test was erformed due to configuring a multicast routing protocol.
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Test # Result
v6LC.5.1.5 Hop Limit Exceeded (Time Exceeded Generation) (Routers Only) A PASS
B PASS

Purpose: Verify that a router properly generates Time Exceeded Messages the Hop Limit was exceeded in transit.

Comments on Test Procedure

A. Receive Hop Limit 0: TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router
Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TN1 transmits
the Packet A Echo Request to TN2 with a first hop of the RUT.

B. Decrement Hop Limitto 0: TR1 transmits a Router Advertisement to the all-nodes multicast address. The
Router Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits.set. TN1
transmits the Packet B Echo Request to TN2 with a first hop of the RUT.

Comments on Test Results VAR \ \)
ch

A. The RUT discarded the ICMPv6 Echo Request from TN1. Therefore, if did not f \@E&F&c}uestto
X ;

TN2. The RUT sent a Time Exceeded Message to TN1 with a
B. The RUT discarded the ICMPv6 Echo Request from TN1,
TN2. The RUT decremented the Hop Limit to 0 and se ta@

the’Echo Request to
Viessa TN1 with a code field

value of 0 é "~ =
RN

Test # Result

v6LC.5.1.6 _Erronep\§ Meéader Fielyl (Parhifieter Problem Generation) A | PASS

Purpose: Verify thatla ngde\pioRelly\genkrates\Parameter Problem Messages for an Erroneous Header Field.

Comments off Ted Prdseduke\\ |\ \ \

rtisement to the all-nodes multicast address. The Router Advertisement includes
a Prefix Agwerti nt with a global prefix and the L and A bits set. TN1 transmits the Packet A Echo Re-
quest to th& NU¥. "The Source Address of the Packet is set to TN1’s Global address. The Destination Address
of the packet1s set to the NUT’s Global address.

Comments on Test Results

A. The NUT discarded the ICMPv6 Echo Request from TN1. Therefore, it did not send an Echo Reply. The NUT
sent a Parameter Problem Message to TN1 with a code field value of O (Erroneous Header Field encountered)
because the Payload Length is not a multiple of 8 octets.

= The Pointer Field was be 0x04 (offset of the Payload Length field).

=  The Source Address of the Packet was the same as the Global Destination Address of TN1’s
Echo Request packet.

=  The Destination Address was the same as the Global Source Address of TN1’s Echo Request

packet.
=  The invoking Echo Request packet included in the Error Message did not exceed minimum
IPv6 MTU.
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IPv6Ready Phasell Base Specification
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

veLC.5.1.7 Unrecognized Next Header (Parameter Problem Generation) A | PASS

Purpose: Verify that a node properly generates Parameter Problem Messages when an Unrecognized Next Header
type is encountered.

Comments on Test Procedure

A. TR1 transmits a Router Advertisement to the all-nodes multicast address. The Router Advertisement includes
a Prefix Advertisement with a global prefix and the L and A bits set. TN1 transmits the Packet A Echo Re-
quest to the NUT. The Source Address of the Packet is set to TN1’s Global address. The Destination Address
of the packet is set to the NUT’s Global address.

Comments on Test Results C
A. The NUT discarded the ICMPv6 Echo Request from TN1. Therefore, it did not send @o eply\ The
NUT sent a Parameter Problem Message to TN1 with a code field value of 1 (Unr ed t Header type
encountered).
= The Pointer Field was 0x28 (offset of the Next.t 3
= The Source Address of the Packet was thesa . \ atlonAddress of TN1’s
Echo Request packet.
= The Destination Address was the§ame § B1§b4 4 Address of TN1’s Echo Request
packet.
=  The invoking Echo Reduest pa {ncluded, N Erfor Message did not exceed minimum
IPv6 MTU. T\
A\ O
ALY VA~
Test # Result
v6LC.5.1.8 N\ ||Upkndwy Infornyational Message Type A | PASS

Purpose: Vérifyuthat @d roperly\hardles the reception of an ICMPv6 Packet with an Unknown Informational
Message Type valu

Comments on Test Procediyre |
o

A. TR1 transmits-&’Router Advertisement to the all-nodes multicast address. The Router Advertisement includes a
Prefix Advertisement with a global prefix and the L and A bits set. TN1 transmits an ICMPv6 Information
Message with a type field value of 255 to the NUT.

Comments on Test Results

A. The NUT silently discarded the ICMPv6 Informational Message from TN1.
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IPv6Ready Phasell Base Specification
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

v6LC.5.1.9 Error Condition With ICMPv6 Error Message (Routers Only) A PASS
B PASS
C PASS
D PASS
E PASS
F PASS

Purpose: Verify that a router properly handles the reception and processing of an ICMPV6 Error Message that in-
vokes an error.

Comments on Test Procedure

A

ist.
Reception of Flawed Destination Unreachable Code 3 with Ho
tisement to the all-nodes multicast address. The Router Advert
global prefix and the L and A bits set. TN1 transmits a iati ble Errer’Message for “Address
Unreachable” to the RUT with the Hop Limit sg \ ac d with a Destination Address set
to an off-link address.
Reception of Flawed Time Exceeded Cgdg

all-nodes mudtjcast g dress The Router Advertisement mcludes a Prefix Advertisement with a global prefix
and the L aqd A/bits set. TN1 transmits a Packet Too Big Error Message to the RUT with the Destination Ad-
dress set to an on-link address that does not exist.

Reception of Flawed Parameter Problem with Hop Limit = 0: TR1 transmits a Router Advertisement to the
all-nodes multicast address. The Router Advertisement includes a Prefix Advertisement with a global prefix
and the L and A bits set. TN1 transmits a Parameter Problem Error Message to the RUT with the Hop Limit
set to Zero in the IPv6 header and with a Destination Address set to an off-link address.

Comments on Test Results

A. The RUT did not send a Destination Unreachable Error Message with Code 3 to TN1 when it receives a Desti-
nation Unreachable Message with Code 0 for which it cannot resolve a destination address.

B. The RUT did not send a Time Exceeded message with Code 0 to TN1 when it receives a Destination Unreach-
able Message with Code 3 that contains a Hop Limit of 0.

C. The RUT did not send a Destination Unreachable Error Message with code 0 to TN1 when it receives a Time
Exceeded Message with Code 0 for which it cannot route.

D. The RUT did not send a Destination Unreachable Error Message with code 0 to TN1 when it receives a Time
Exceeded Message with Code 1 for which it cannot route.

E. The RUT did not send a Destination Unreachable Error Message with code 3 to TN1 when it receives a Packet
Too Big Message for which it cannot resolve a destination address.
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IPv6Ready Phasell Base Specification
NUT: Device A, Release abcd
Date: March 18, 2005

F. The RUT did not send a Time Exceeded Error Message with code 0 to TN1 when it receives a Parameter Prob-
lem Message that contains a Hop Limit of 0.

Test # Result
v6LC.5.1.10 Error Condition With Multicast Destination A PASS
B PASS

Purpose: Verify that a node properly handles the reception of an error condition caused by a packet with a Multi-
cast Destination Address.

Comments on Test Procedure

The Router Advertisement includes a Prefix Advertisement wit
transmits an ICMPv6 Echo Request Fragment to the all-n
fragment is O (the first fragment) and the More Fragments F@g

Comments on Test Results

A. The NUT did not send a Destingtion
unreachable port.

N N A\~
% \)\/

eachab\e Err Me&g}ge to TN1 when it receives a UDP packet for an

e to TN1 60 seconds after it receives the first fragment
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IPv6Ready Phasell Base Specification
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

v6LC.5.1.11 Error Condition With Non-Unique Source - Unspecified A PASS
B PASS
C PASS
D PASS

Purpose: Verify that a node properly handles the reception of an error condition caused by a packet with a source
address that does not uniquely identify a single node.

Comments on Test Procedure

A

UDP Port Unreachable (Routers and Hosts): TR1 transmits a Router Advertisement to the all-nodeg multicast

to L|nk A (to TN2) and Enable the RUT’s interface to Link A.
the default link MTU for its associated media type. The linkivi

Source
ognized

AN
Comments on Yest Results

A. The NUT did not send a Destination Unreachable Error Message to TN1 when it receives a UDP packet for an
unreachable port.

B. The RUT did not send a Packet Too Big Error Message to TN1 when it receives an ICMPv6 Echo Request that
is too large for it to send on its outgoing interface.

C. The NUT did not send a Time Exceeded Error Message to TN1 60 seconds after it receives the first fragment
of an ICMPv6 Echo Request.

D. The NUT did not send a Parameter Problem Error Message when it receives an ICMPv6 Echo Request with an
unknown option with highest bits 10y
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IPv6Ready Phasell Base Specification
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

v6LC.5.1.12 Error Condition With Non-Unique Source - Multicast A PASS
B PASS
C PASS
D PASS

Purpose: Verify that a node properly handles the reception of an error condition caused by a packet with a source
address that does not uniquely identify a single node.

Comments on Test Procedure

A

UDP Port Unreachable (Routers and Hosts): TR1 transmits a Router Advertisement to the all-nodeg multicast

ited-Node Multicast address. The destination port is set to 9000. (Make sure the NUT¢is nqt NStening on port
9000.) 6
Echo Request Too Big (Routers Only): TR1 transmits a Router Advertise

Multicast address.
Echo Request Reassembly Timegu

the L and A bits set.
ment is O (the fir;
licited-Node

Source Adgkess IS st to"TN1’s Solicited- Node Multicast address. It includes a Destination Optlons Header
with the ungecognized Option of type 135. (Highest Order bits set to 10;).

Comments on Test Results

A. The NUT did not send a Destination Unreachable Error Message to TN1 when it receives a UDP packet for an
unreachable port.

B. The RUT did not send a Packet Too Big Error Message to TN1 when it receives an ICMPv6 Echo Request that
is too large for it to send on its outgoing interface.

C. The NUT did not send a Time Exceeded Error Message to TN1 60 seconds after it receives the first fragment
of an ICMPv6 Echo Request.

D. The NUT did not send a Parameter Problem Error Message when it receives an ICMPv6 Echo Request with an
unknown option with highest bits 10y,
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IPv6Ready Phasell Base Specification
NUT: Device A, Release abcd
Date: March 18, 2005

Test # Result

v6LC.5.1.13 Error Condition With Non-Unique Source — Anycast (Routers Only) A PASS
B PASS
C PASS
D PASS

Purpose: Verify that a node properly handles the reception of an error condition caused by a packet with a source
address that does not uniquely identify a single node.

Comments on Test Procedure

A. UDP Port Unreachable: TR1 transmits a Router Advertisement to the all-nodes multicast address.

he Router
Advertisement includes a Prefix Advertisement with a global prefix and the L and A bits set. TNT trg

transmits an ICMPv6 Echo Req
and the More Fragments Flag
Echo Request with Un,
nodes multicast , ‘
the L and A bits set.\T 3 (% Pv6 Echo Request to the NUT. The Source Address is set to
TR1’s SbnetyRau 5 Irgss. It includes a Destination Options Header with the unrecognized Op-

/\\/
Comments on Fesd Results

The NUT M send a Destination Unreachable Error Message to TN1 when it receives a UDP packet for an

A
unreachable port.

B. The RUT did not send a Packet Too Big Error Message to TN1 when it receives an ICMPv6 Echo Request that
is too large for it to send on its outgoing interface.

C. The NUT did not send a Time Exceeded Error Message to TN1 60 seconds after it receives the first fragment
of an ICMPv6 Echo Request.

D. The NUT did not send a Parameter Problem Error Message when it receives an ICMPv6 Echo Request with an
unknown option with highest bits 10y
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	FAIL
	B
	FAIL
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	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.8
	Invalid Neighbor Solicitation Handling
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	E
	PASS
	F
	PASS
	G
	PASS
	H
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.9
	Neighbor Solicitation Processing, No NCE
	A
	PASS
	B
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.10
	Neighbor Solicitation Processing, NCE State INCOMPLETE
	A
	PASS
	B
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.11
	Neighbor Solicitation Processing, NCE State REACHABLE
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.12
	Neighbor Solicitation Processing, NCE State STALE
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.13
	Neighbor Solicitation Processing, NCE State PROBE
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.14
	Neighbor Solicitation Processing, Anycast (Routers Only)
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.15
	Invalid Neighbor Advertisement Handling
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	E
	PASS
	F
	PASS
	G
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.16
	Neighbor Advertisement Processing, No NCE
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	E
	PASS
	F
	PASS
	G
	PASS
	H
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.17
	Neighbor Advertisement Processing, NCE State INCOMPLETE
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	E
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.18
	Neighbor Advertisement Processing, NCE State REACHABLE
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	E
	PASS
	F
	PASS
	G
	PASS
	H
	PASS
	I
	FAIL
	J
	PASS
	K
	FAIL
	L
	PASS
	M
	PASS
	N
	PASS
	O
	FAIL
	P
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.19
	Neighbor Advertisement Processing, NCE State STALE
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	E
	PASS
	F
	PASS
	G
	PASS
	H
	PASS
	I
	PASS
	J
	PASS
	K
	PASS
	L
	PASS
	M
	PASS
	N
	PASS
	O
	PASS
	P
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.20
	Neighbor Advertisement Processing, NCE State PROBE
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	E
	PASS
	F
	PASS
	G
	PASS
	H
	PASS
	I
	PASS
	J
	PASS
	K
	PASS
	L
	PASS
	M
	PASS
	N
	PASS
	O
	PASS
	P
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.1.21
	Neighbor Advertisement Processing, R-bit Change (Hosts Only)
	A-D
	N/A
	Comments on Test Procedure
	Comments on Test Results






	Group 2: Router and Prefix Discovery
	Test #

	Result
	v6LC.2.2.1
	Router Solicitation (Hosts Only)
	A
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.2
	Router Solicitations, Solicited Router Advertisement (Host O
	A-F
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.3
	Host Ignores Router Solicitations (Host Only)
	A-C
	N/A
	Comments on Test Procedure
	Comments on Test Results




	v6LC.2.2.4
	Router Ignores Invalid Router Solicitations (Routers Only)
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	E
	PASS
	F
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.5
	Router Sends Valid Router Advertisement (Routers Only)
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.6
	Router Does Not Send Router Advertisements on Non-advertisin
	A
	PASS
	B
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.7
	Sending Unsolicited Router Advertisements (Routers Only)
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.8
	Ceasing to Be An Advertising Interface (Routers Only)
	A
	PASS
	B
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.9
	Processing Router Solicitations (Routers Only)
	A
	PASS
	B
	FAIL
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.10
	Default Router Switch (Hosts Only)
	A
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.11
	Router Advertisement Processing, Validity  (Hosts Only)
	A-F
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.12
	Router Advertisement Processing, Cur Hop Limit
	A
	PASS
	B
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.13
	Router Advertisement Processing, Router Lifetime (Hosts Only
	A-C
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.14
	Router Advertisement Processing, Reachable Time
	A
	N/A
	B
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.2.15
	Router Advertisement Processing, Neighbor Cache (Hosts Only)
	A-F
	N/A
	Comments on Test Procedure
	Comments on Test Results




	Group 3: Redirect Function
	Test #



	Result
	v6LC.2.3.1
	Redirected On-link: Valid (Hosts Only)
	A-H
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.2
	Redirected On-link: Suspicious (Hosts Only)
	A-C
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.3
	Redirected On-link: Invalid (Hosts Only)
	A-I
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.4
	Redirected to Alternate Router: Valid (Hosts Only)
	A-I
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.5
	Redirected to Alternate Router: Suspicious (Hosts only)
	A-C
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.6
	Redirected to Alternate Router: Invalid (Hosts Only)
	A-I
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.7
	Redirected Twice (Hosts Only)
	A
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.8
	Invalid Option (Hosts Only)
	A-C
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.9
	No Destination Cache Entry (Hosts Only)
	A
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.10
	Neighbor Cache Updated, No Neighbor Cache Entry  (Hosts Only
	A-D
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.11
	Neighbor Cache Updated from State INCOMPLETE (Hosts Only)
	A-D
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.12
	Neighbor Cache Updated from State REACHABLE (Hosts Only)
	A-E
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.13
	Neighbor Cache Updated from State STALE (Hosts Only)
	A-E
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.14
	Neighbor Cache Updated from State PROBE (Hosts Only)
	A-E
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.15
	Invalid Redirect does not Update Neighbor Cache (Hosts Only)
	A-I
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.16
	Redirect – Transmit (Routers Only)
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.2.3.17
	Redirect – Receive (Routers Only)
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results






	Section 3: RFC 2462
	Group 1: Address Autoconfiguration and Duplicate Address Det
	Test #

	Result
	v6LC.3.1.1
	Address Autoconfiguration and Duplicate Address Detection
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.3.1.2
	Receiving DAD Neighbor Solicitations and Advertisements
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.3.1.3
	Validation of DAD Neighbor Solicitations
	A
	PASS
	B
	PASS
	C
	PASS
	D
	FAIL
	E
	PASS
	F
	PASS
	G
	PASS
	H
	FAIL
	I
	PASS
	J
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.3.1.4
	Receiving Invalid Neighbor Advertisements
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	E
	PASS
	F
	PASS
	G
	PASS
	H
	PASS
	I
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.3.1.5
	Receiving Neighbor Solicitations for Address Resolution
	A
	PASS
	B
	PASS
	Comments on Test Procedure
	Comments on Test Results






	Group 2: Router Advertisement Processing and Address Lifetim
	Test #

	Result
	v6LC.3.2.1
	Address Lifetime Expiry (Hosts Only)
	A
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.3.2.2
	Multiple Prefixes and Network Renumbering (Hosts only)
	A
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.3.2.3
	Prefix-Information Option Processing (Hosts Only)
	A-I
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.3.2.4
	Prefix-Information Option Processing, Lifetime (Hosts Only)
	A-D
	N/A
	Comments on Test Procedure
	Comments on Test Results






	Section 4: RFC 1981
	Test #

	Result
	v6LC.4.1.1
	Confirm Ping
	A
	PASS
	B
	PASS
	C
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.4.1.2
	Stored PMTU
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.4.1.3
	Non-zero ICMPv6 Code
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.4.1.4
	Reduce PMTU On-link
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.4.1.5
	Reduce PMTU Off-link
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.4.1.6
	Receiving MTU Below IPv6 Minimum Link MTU
	A
	FAIL
	B
	FAIL
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.4.1.7
	Increase Estimate
	A
	PASS
	B
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.4.1.8
	Router Advertisement with MTU Option (Hosts Only)
	A
	N/A
	Comments on Test Procedure
	Comments on Test Results
	Test  #






	Result
	v6LC.4.1.9
	Checking For Increase in PMTU
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.4.1.10
	Multicast Destination – One Router
	A
	N/T
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.4.1.11
	Multicast Destination – Two Router
	A
	N/T
	Comments on Test Procedure
	Comments on Test Results






	Section 5: RFC 2463
	Test #

	Result
	v6LC.5.1.1
	Transmitting Echo Requests
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.2
	Replying to Echo Requests
	A
	PASS
	B
	PASS
	C
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.3
	Destination Unreachable Message Generation
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.4
	Packet Too Big Message Generation (Routers Only)
	A
	PASS
	B
	N/T
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.5
	Hop Limit Exceeded (Time Exceeded Generation) (Routers Only)
	A
	PASS
	B
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.6
	Erroneous Header Field (Parameter Problem Generation)
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.7
	Unrecognized Next Header (Parameter Problem Generation)
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.8
	Unknown Informational Message Type
	A
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.9
	Error Condition With ICMPv6 Error Message (Routers Only)
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	E
	PASS
	F
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.10
	Error Condition With Multicast Destination
	A
	PASS
	B
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.11
	Error Condition With Non-Unique Source - Unspecified
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.12
	Error Condition With Non-Unique Source - Multicast
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	Comments on Test Procedure
	Comments on Test Results
	Test #






	Result
	v6LC.5.1.13
	Error Condition With Non-Unique Source – Anycast (Routers On
	A
	PASS
	B
	PASS
	C
	PASS
	D
	PASS
	Comments on Test Procedure
	Comments on Test Results







