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| pv4 over | EEE 1394

STATUS OF TH S DOCUMENT

This docunent is an Internet-Draft. Internet-Drafts are working
docunents of the Internet Engineering Task Force (IETF), its areas, and
its working groups. Note that other groups may al so distribute working
docunents as Internet-Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference materi al
or to cite themother than as "work in progress.”

To view the entire list of current Internet-Drafts, please check the
"lid-abstracts.txt" listing contained in the Internet-Drafts Shadow
Directories on ftp.is.co.za (Africa), ftp.nordu.net (Europe),
munnari.oz.au (Pacific Rm, ds.internic.net (US East Coast), or
ftp.isi.edu (US West Coast).

ABSTRACT

Thi s docunent specifies how to use | EEE Std 1394- 1995, Standard for a
Hi gh Performance Serial Bus (and its supplenments), for the transport of
Internet Protocol Version 4 (l1Pv4) datagrans. It defines the necessary
nmet hods, data structures and code for that purpose and additionally
defines a standard nethod for Address Resol ution Protocol (ARP).
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1. 1 NTRODUCTI ON

Thi s docunent specifies how to use | EEE Std 1394- 1995, Standard for a
Hi gh Performance Serial Bus (and its supplenents), for the transport of
Internet Protocol Version 4 (l1Pv4) datagrans. It defines the necessary
nmet hods, data structures and codes for that purpose and additionally
defines a standard nethod for Address Resol ution Protocol (ARP).

The group of | EEE standards and suppl enents, draft or approved, related
to |EEE Std 1394-1995 is hereafter referred to either as 1394 or as
Serial Bus.

1394 is an interconnect (bus) that confornms to the CSR architecture,

| SO I EC 13213:1994. Serial Bus inplenents conmunications between nodes
over shared physical nedia at speeds that range from 100 to 400 Mops.
Both consumer electronic applications (such as digital VCR’s, stereo

systems, televisions and camcorders) and traditional desktop computer

applications ( e. g. , mass storage, printers and tapes), have adopted

1394. Serial Bus is unique in its relevance to both consumer electronic

and computer domains and is expected to form the basis of a home or

small office network that combines both types of devices.

The CSR architecture describes a memory-mapped address space that Serial
Bus implements as a 64-bit fixed addressing scheme. Within the address
space, ten bits are allocated for bus ID (up to a maximum of 1,023
buses), six are allocated for node physical ID (up to 63 per bus) while

the remaining 48 bits (offset) describe a per node address space of 256
terabytes. The CSR architecture, by convention, splits a node’s address
space into two regions with different behavioral characteristics. The

lower portion, up to but not including OXFFFF FOOO 0000, is expected to
behave as memory in response to read and write transactions. The upper
portion is more like a traditional 10 space: read and write transactions

to the control and status registers (CSR’s) in this area usually have

side effects. Registers that have FIFO behavior customarily are
implemented in this region.

Within the 64-bit address, the 16-bit node ID (bus ID and physical ID)
Is analogous to a network hardware address---but 1394 node ID's are
variable and subject to reassignment each time one or more nodes are
added or removed from the bus.

The 1394 link layer provides a datagram service with both confirmed

(acknowledged) and unconfirmed datagrams. The confirmed datagram service

is called "asynchronous" while the unconfirmed service is known as

"isochronous."” Other than the presence or absence of confirmation, the

principal distinction between the two is quality of service: isochronous

datagrams are guaranteed to be delivered with bounded latency. Datagram

payloads vary with implementations and may range from one octet up to a
maximum determined by the transmission speed (at 100 Mbps, named S100,

the maximum asynchronous data payload is 512 octets while at S400 it is

2048 octets).
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NOTE: Extensions underway in | EEE P1394b contenpl ate additional speeds
of 800, 1600 and 3200 Mops; engineering prototypes are planned for early
1998.

2. DEFI NI TI ONS AND NOTATI ON
2.1 Confornmance

Several keywords are used to differentiate |evels of requirenents and
optionality, as follows:

expected: A keyword used to descri be the behavior of the hardware or
software in the design nodels assuned by this standard. O her hardware
and software design nodels nmay al so be inpl enent ed.

i gnored: A keyword that describes bits, octets, quadlets, octlets or
fi el ds whose val ues are not checked by the recipient.

may: A keyword that indicates flexibility of choice with no inplied
pref erence.

reserved: A keyword used to describe objects-bits, octets, quadlets,
octlets and fields-or the code val ues assignhed to these objects in cases
where either the object or the code value is set aside for future
standardi zation. Usage and interpretation may be specified by future
extensions to this or other standards. A reserved object shall be zeroed
or, upon devel opnent of a future standard, set to a value specified by
such a standard. The recipient of a reserved object shall not check its
val ue. The recipient of a defined object shall check its value and

rej ect reserved code val ues.

shall: A keyword that indicates a mandatory requirenment. Designers are
required to inplenment all such nandatory requirenents to assure
interoperability with other products conformng to this standard.

shoul d: A keyword that denotes flexibility of choice with a strongly
preferred alternative. Equivalent to the phrase "is recomended.”

2.2 dossary
The following terns are used in this standard:

address resolution protocol: A method for a requester to determ ne the
hardware (1394) address of an IP node fromthe |IP address of the node.

bus ID: A 10-bit nunber that uniquely identifies a particular bus within
a group of bridged buses. The bus IDis the nost significant portion of
a node’s 16-bit node |D.

| P datagram An Internet message that conforns to the format specified

by RFC 791. Ht—consists—of the 20-ectet1Pheader—options—{(if—they-are
present)—and-thedatathati+mredi-atety—folows-
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link fragnent: A portion of an IP datagramtransnmitted within a single
1394 packet. The data payl oad of the 1394 packet contains both a link
fragnent header and its associated link fragnent. It is possible to
transmt datagrans w thout fragnmentation

link fragment header: A guadletstructure that precedes all |IP datagrans |
(or each fragment thereof) when they are transmtted over 1394. See al so
link fragnent.

|l ocal bus ID: A bus IDwth the value Ox3FF. A node shall respond to
transaction requests addressed to its 6-bit physical IDif the bus IDin
the request is either Ox3FF or a bus ID explicitly assigned to the node.

node ID: A 16-bit nunber that uniquely identifies a Serial Bus node
wi-thi-n—a-1394-subnet. The nost significant 10 bits are the bus ID and
the least significant 6 bits are the physical |ID.

node unique ID: A 64-bit nunber that uniquely identifies a node anong
all the Serial Bus nodes nanufactured worl dw de; al so known as the
EUl - 64 (Extended Unique ldentifier, 64-bits).

octet: Eight bits of data.

packet: Any of the 1394 primary packets; these may be read, wite or

| ock requests (and their responses) or streamdata. The term "packet" is
used consistently to differentiate 1394 packets fromARP or IP

dat agrans, which are also (generically) packets.

physical ID: On a particular bus, this 6-bit nunber is dynamcally
assigned during the self-identification process and uniquely identifies
a node on that bus.

quadl et: Four octets, or 32 bits, of data.

stream packet: A 1394 prinmary packet with a transacti on code of Ox0A
that contains a bl ock data payl oad. Stream packets may be either
asynchronous or isochronous according to the type of 1394 arbitration
enpl oyed.

I B e I I I o
uni-gquely—enunerated-—bus—tD-s—conhected-bybridges—Wien—a—subnet

. : I bus. t] . : : ho I
anyt-hi-ng—other—than—0Ox3FF—thetocal—bus—1D-
2.3 Abbreviations

The followi ng are abbreviations that are used in this standard:

ARP Addr ess resol ution protocol
CSR Control and status register
CRC Cyclical redundancy checksum
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EUl - 64 Extended Uni que ldentifier, 64-bits (essentially equivalent to
nanes used el sewhere, such as global unique ID or worl d-w de
uni que | D)

| P Internet protocol (within the context of this docunent, |Pv4)

3. | P- CAPABLE NODES

Not all 1394 devices are necessarity capable of the reception and
transm ssion of ARP or |IP datagranms. An |P-capable node shall fulfil
the follow ng m ni mum 1394 requirenents:

- the max_rec field in its bus information block shall be at |east 8;
this indicates an ability to accept wite requests with data
payl oad of 512 octets. The sane ability shall also apply to read
requests; that is, the node shall be able to transmt a response
packet with a data payl oad of 512 octets;

13941995
: : .
—+t—shal] SUBBGIFFbGﬂhlleGe?EIG? anﬁ transm-ssion-of —asynchronous
——t—shalH—inplenrent—the BROADCASTHPCHANNEL—regi-ster—
4. LI NK ENCAPSULATI ON AND FRAGVENTATI ON

Al'l | P datagranms (broadcast, unicast or nmulticast), as well as ARP
requests and responses, that are transferred via 1394 block wite
requests or stream packets shall be encapsul ated within the packet’s
data payl oad. The maxi mum si ze of data payload, in octets, is
constrained by varies—w-th the speed at which the packet is transmtted.

Tabl e 1 - Maxi nrum data payl oads

Speed Asynchr onous | sochr onous
o mm e e e +
S100 512 1024
S200 1024 2048
S400 2048 4096
S800 4096 8192
S1600 8192 16384
S3200 16384 32768
T +

The maxi num data payl oad may al so be restricted by the capabilities of
the sending or receiving node; this is specified by max_rec in the bus
i nformati on bl ock.

For either of these reasons, the m ninmum capabilities between any two

| P-capabl e nodes nmay be | ess than the 2024 octet MIU specified by this
docunment. This necessitates 1394 link | evel fragnentation of IP
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dat agrans, which provides for the ordering and reassenbly of |ink
fragments when necessary.

NOTE: The working group has arrived at rough consensus that |ink
encapsul ati on and fragnentation shall be utilized for all |IP datagrans.
The details of the headers necessary have yet to be determned. As a
consequence, the renninder of section 6 has been deleted fromthis
revision of the working draft; the deleted text has not been marked by
change bars.

5. ARP

RDAADN A
C O

ARP dat agranms shall be transmtted by the same neans as broadcast |P
dat agrans. The data payl oad of an Address Resol ution Protocol (ARP)
datagramis 4856 octets and shall conformto the format illustrated
bel ow.

NOTE: The contents of the ARP datagram are agreed but its exact fornat
remai ns subj ect to change.

1 2 3
01234567890123456789012345678901
T S R i T T i i st SN S S SRR A S s
| O | reserved | et her _type (0x0806) |
e S S T s A S i I S ity St N SRS
| har dwar e_t ype (0x0018) | protocol type (0x0800) |
T i T e S it S S S S D it SR S S S
| hw.addr len | [1P_addr_len | opcode |
T S e I T i St I S S S S S
I |
+- - - sender _uni que_I D ---+
I |
e T i I S it T o S S S S S e s
| sender_node I D | sender _uni cast _FI FO_hi

+
I

i S S S T i w o S S e SRR
sender _unicast_FIFO Il o |
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T e R i it T i R T e i et S T S S e S i il oI T S
ender _nmax_rec| reserved L
e e e
sender | P_address |

T T T S T s T T o T s T T
target _uni que_ID ---L
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|-
target _node_ID | target _uni cast _FI FO_hi |

i I I R e o ik i T I R I S S i S el it S B IS S S
target _unicast_FIFO lo |

+( +

1
+

1
+

i I I R R I i T o oI T i I R I T S it i NI R e e
arget _max_rec| reserved L
B i i s i i s o i e e i e e i i ol i i ol o i o ol i e ol i i ol i

target | P_address |
T T T S T s s T o T s T T

+ 4+

+ T AT T T T T+

Figure 4 - ARP dat agram f or mat

Thefti+rst—quadl-et—shown—above+s—the+inkfragrent—header—already
desecri-bed-in-section6- Field usage in the remainder—of an ARP dat agram
is as foll ows:

hardware_type: This field indicates 1394 and shall have a val ue of
0x0018.

protocol _type: This field shall have a val ue of 0x0800; this
I ndicates that the protocol addresses in the ARP request or response
conformto the format for |P addresses.

hw_addr_len: This field indicates the size, in octets, of the 1394-
dependent hardware address associated with an | P address and shal
have a val ue of 1620.

I P_addr_len: This field indicates the size, in octets, of an IP
version 4 (1Pv4) address and shall have a val ue of 4.

opcode: This field shall be one to indicate an ARP request and two to
I ndi cate an ARP response.

sender_unique_ID This field shall contain the node_unique_|ID of the
sender and shall be equal to that specified in the sender’s bus
I nformati on bl ock.

sender_node I D This field shall contain the nost significant 16 bits
of the sender’s NODE I DS register.

sender_uni cast_FI FO_hi and sender_uni cast_FI FO | o: These fi el ds

toget her shall specify the 48-bit offset of the sender’s FIFO

avai lable for the receipt of IP datagrans in the format specified by
section 6. The offset of a sender’s unicast FIFO shall not change,
either as a result of a bus reset, power reset or other circunstance,
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unl ess the new FIFO offset is advertised by an unsolicited ARP
response dat agram

sender_mnmax_rec. This field shall be equal to the value of nmax rec in
the sender’s configuration ROM bus information block.

sender | P_addr ess: This field shall specify the IP address of the
sender.

t arget_uni que_I D In an ARP request, this field shall be all ones. In
an ARP response, it shall be set to the value of sender_uni que_I D
from the corresponding ARP request.

t arget _node_I D In an ARP request, this field shall be all ones. In
an ARP response, it shall be set to the value of sender _node_| Dfrom
the corresponding ARP request.

target _uni cast_Fl FO hi and target_uni cast_Fl FO_| o: In an ARP request,
these fields shall be all ones. In an ARP response, they shall be set

to the value of sender_uni cast_FI FO_hi and sender_uni cast_FI FO | o
from the corresponding ARP request.

target_nax_rec:In an ARP request, this field shall be zero. In an
ARP response, it shall be equal to the value of max_r ec from the
corresponding ARP request.

target | P_address: In an ARP request, this field shall specify the IP

address from which the responder desires a response. In an ARP

response, it shall be set to the value of sender | P_addr ess from the
corresponding ARP request.
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6. | P UNI CAST

| P unicast may be transmitted to a recipient within a 1394 primry
packet that has one of the follow ng transaction codes:

t code Description Arbitration
o m e e e e e e e e e e e e e e e e e e m e meamao +
| Ox01 | Block wite | Asynchronous |
| OxO0A | Stream packet | Isochronous |
| OxOA | Stream packet | Asynchronous |
o m e e e e e e e e e e e e e e e e e m e maamao +

Bl ock wite requests are suitable when 1394 |ink-|evel acknow edgenent
of the datagramis desired but there is no need for bounded | atency in
the delivery of the packet (quality of service).

| sochronous stream packets provide quality of service guarantees but not
1394 |ink-1evel acknow edgenent.

The | ast nethod, asynchronous stream packets, is nmentioned only for the
sake of conpl eteness. This nethod should not be used, since it provides
for neither 1394 |ink-1evel acknow edgnment nor quality of service---and
consunes a val uabl e resource, a channel nunber

NOTE: Regardl ess of the IP unicast nethod enpl oyed, asynchronous or

I sochronous, it is the responsibility of the sender of a unicast IP
datagramto determ ne the maxi num data payl oad that nmay be used in each
packet. The necessary information may be obtained from

- the SPEED MAP nmi ntai ned by the 1394 bus manager and provi des a
maxi mum transm ssi on speed between any two nodes on the | ocal
Serial Bus. The speed in turn inplies a nmaxi num data payl oad (see

Table 1).

NOTE: The SPEED MAP is derived fromthe self-1D packets transmtted by
all 1394 nodes subsequent to a bus reset. An |IP-capabl e node may observe
the self-1D packets directlythenselves;—in-the case where ne1394 bus

ranager—+s—present;

- the target_nmax _ rec field in an ARP responsethe-target s bus
rnformation—bloeck. This docunent requires a mnimumval ue of 8

(equivalent to a data payload of 512 octets). Nodes that operate at
S200 and faster are encouraged but not required to inplenent
correspondi ngly | arger values for target_max_rec; or

- other nethods beyond the scope of this standard.
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The maxi num data payl oad shall be the m ninmum of the | argest data
payl oad i npl enented by the sender, the recipient and the PHYs of al
i nt erveni ng nodes.

6.1 Asynchronous | P uni cast

Uni cast | P datagrans that do not require any quality of service shall be
contained within the data payl oad of 1394 block wite transactions
addressed to the target _node I D and target_uni cast_Fl FO obt ai ned from an

ARP response packet. —$he—##es%—quad#e%—e#—the—data—eay#ead—e#—the—b#eek
shalHH—be-thetinkfragrent—header—specifiedby—seetion—6

<ot al P B4

If no acknow edgenent is received in response to a unicast block wite
request the state of the target S anbrguous Fhe—sender—of —the 4P

NOTE: An acknow edgnment nay be absent because the target is no | onger
functional, may not have received the packet because of a header CRC
error or may have received the packet successfully but the acknow edge
sent in response was corrupted.

6.2 I sochronous | P uni cast

Uni cast | P datagrans that require quality of service shall be contained
within the data payload of 1394 isochronous stream packets. The fi+st

eae%%eeea%e—as—%a#kee—aad—#%s%eﬁee—

The details of coordination between the-two nodes with respect to
al l ocati on of channel nunber(s) and bandwi dth is beyond the scope of
thrs standard i i

7. | P BROADCAST

The 1394 facilities, whether asynchronous stream packets or block wite
requests with a destination |ID of OxFFFF, have yet to be determ ned by
t he wor ki ng group.

The use of asynchronous streans for | P broadcast requires sone nethod
for the allocation of a channel nunber and the connunication of this
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channel nunber to all | P-capabl e nodes. The nethod has yet to be agreed
by the worKki ng group.

On the other hand, if block wite requests with a destination |ID of
OXFFFF are used, it will be necessary to propose a fixed 48-bit

destination offset to | EEE P1394a.

8. I P MJLTI CAST

Many of the details of nulticast renmain outside the scope of this draft
inits present form (but are expected to be added by the working group
as the draft is advanced).

P multicast shall use stream packets, either asynchronous or
I sochronous, according to the quality of service required. Unless-the
: : e . : 9t I |

9. SECURI TY CONSI DERATI ONS

Thi s docunent raises no security issues.
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